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ABSTRACT

Secure transmission is a fundamental concern in wireless communications.
Wireless communication systems are particularly vulnerable to security
attacks because of the inherent openness of the transmission medium.
Physical layer security (PLS) has recently become an emerging technique to
complement and significantly improve the communication security of
wireless networks. Compared to cryptographic approaches, PLS is a
fundamentally different paradigm where secrecy is achieved by exploiting
the physical layer properties of the communication system, such as thermal
noise, interference and the time-varying nature of fading channels. Different
from the upper layer security, secret key is not needed in physical layer
security; resulting in low complexity, low energy cost, which makes it more

suitable for wireless systems.

Cooperative communication based on relaying nodes has been considered as
a promising technique to enhance the PLS performance against
eavesdropping. Among the proposed PLS solutions; cooperative relaying,
cooperative jamming and a combination of these two techniques have
recently attracted research interest. In this thesis, physical layer attacks of
the cooperative communication systems are studied and security
enhancement techniques using cooperative relaying and jamming schemes
are investigated. Since multiple relays consume system resources and power
in cooperative relaying, it is important to select one relay among the
available candidates to maximize the cooperation benefits. Various relay
selection techniques available in the literature are analysed and the thesis
proposed a novel relay selection scheme based on the probability of path
selection criterion of Ant Colony Optimization algorithm. This method
helps to analyse the secrecy performance in three wireless scenarios namely

traditional, fading and path loss models.



Although relay selection improves resource utilization, it will not always
guarantee perfect secrecy as the secrecy will be degraded with poor
legitimate channel conditions. To overcome this problem, the thesis
proposed two jamming schemes, i) source and relay based jamming (SRBJ),
which uses two independent jamming signals and ii) source based jamming
scheme (SBJ) with single jamming signal in order to degrade the
eavesdropper. The complexity with SRBJ scheme is reduced in SBJ. The
thesis also proposed a source based jamming scheme to enhance the secrecy
of practical wireless networks consisting of multiple untrusted relays with
external eavesdroppers.

In cooperative jamming, the system performance is highly dependent on
both the jamming strategy as well as the jamming power level. If the power
allocated to jamming signal is too low, the received signal at the
eavesdropper cannot be degraded sufficiently. On the other hand, if the
jamming power is too high, the received signal at the destination will be
degraded. Thus, it is essential to assign optimal power to the jamming
signals. Hence an optimal power allocation (OPA) based on gradient-free
optimization method namely; Nelder-Mead algorithm is proposed to derive
the optimal power allocation factors for the jamming scheme, which
overcomes the problems with conventional gradient-based optimization
methods. The performance as well as the complexity of the proposed OPA
based schemes/algorithm is evaluated through simulations using MATLAB
and R Programming. The results revealed a significant performance

improvement over other transmission schemes and optimization methods.

Keywords: physical layer security, secrecy capacity, amplify-and-forward,
Ant Colony Optimization, Nelder-Mead algorithm, optimal

power allocation.
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Chapter 1
Introduction

1.1 Motivation

In present communication scenario, security and privacy of data
being transmitted is critical due to the broadcast nature of wireless
medium. Traditionally, the issue of information security has been
primarily addressed at the upper layers of the protocol stack (e.g., the
network layer) using cryptographic algorithms. However, there are
several significant challenges for cryptographic approaches in
wireless networks, like, complexity and security issues in key
distribution and management, complex encryption and decryption
algorithms etc. As a result, physical layer security emerges as an
alternative means to achieve perfect transmission secrecy in wireless
networks. Different from the upper layer security, secret key is not
needed in physical layer security; resulting in low complexity, low

energy cost, which makes it more suitable for wireless systems.

Diversity techniques in wireless communication systems are
exploited to increase the transmission reliability and wireless security.
Several diversity approaches like multiple-input multiple-output
(MIMO), multiuser and cooperative diversity techniques to improve
wireless physical layer security are available in the literature (L.
Dong et al., 2010; F. Oggier and B. Hassibi, 2011; L. Fan et al.,
2014; Y. Zou et al.,, 2015). The MIMO and multiuser diversity
techniques are generally applicable to various cellular and WiFi

networks, since they typically consist of multiple users, and, such



devices are equipped with multiple antennas. On the other hand, the
cooperative diversity mechanism is applicable to some advanced
cellular and WiFi networks that have adopted the relay architecture,
such as the Long Term Evolution Advanced system (LTE-A) and
IEEE 802.16j/m, where relay stations are introduced to assist wireless

data transmission (Y. Zou et al., 2015).

Multiuser diversity techniques employ user scheduling in multiuser
wireless channels which allows the base station to select high quality
channel users to transmit information. Orthogonal multiple access
mechanisms such as orthogonal frequency-division multiple access
(OFDMA) and time-division multiple access (TDMA) are used for
information transmission (Y. Zou et al., 2015). In MIMO systems,
multiple antennas are used at the transceiver which increases data rate
and reliability of the wireless link. However, using multiple co-
located antennas cause degradation in the system Quality of service
(QoS) due to correlation between them. Also, due to size, cost, or
hardware limitations, small handheld wireless devices may not be
able to support multiple antennas. To overcome the above drawback,
cooperative communication has been introduced to exploit the benefit
of MIMO in a distributed manner. Security enhancement exploiting

cooperative diversity techniques are addressed in the thesis.

The ultimate aim of the cooperative communication is to transmit the
signal from source to destination securely against the attacks of
eavesdropper. To secure and protect the confidentiality of data being
transmitted, physical layer security offers cooperative diversity

solutions like cooperative relaying and jamming schemes.



Cooperative relaying protocol increases the main channel capacity
whereas jamming techniques degrade the wiretap channel capacity. In
either case the secrecy of the cooperative wireless network is
enhanced. In cooperative relaying scheme, the total energy-efficiency
is limited since the relays consume the system resources and power. It
is therefore important to select one relay among the available
candidates to maximize the cooperation benefits. Relay selection
techniques can overcome the inefficient spectral usage of cooperative

relays.

Although relay selection scheme improves the resource utilization, it
will not always guarantee perfect secrecy as the secrecy will be
degraded with poor legitimate channel conditions. Cooperative
jamming is an alternative to this problem. In cooperative jamming
scheme, the power allocated to the jamming signal should be high
enough to interrupt the received signal at the eavesdropper; however
allocating too much power on the jamming signal can degrade the
signal quality at the destination. Thus, it is essential to assign optimal
power to the jamming signals so as to maximize the secrecy rate (L.
Dong et al., 2010). Literature review has thus revealed the necessity
of low complexity power optimized model for cooperative wireless

networks using cooperative relaying and jamming schemes.

1.2 Research Objectives

The aim of the research is to develop a power optimized cooperative
network model that enhances the privacy concepts of physical layer
security. The following specific objectives are identified to achieve

the aim.



To comprehensively study the physical layer security of
cooperative communication systems in terms of security
attacks. To investigate the existing security enhancement
techniques in wireless cooperative communication systems -
various cooperative relaying and jamming protocols, power
optimization algorithms for secrecy rate maximization etc. and
to address the merits and demerits of the current schemes.

To provide a power optimized solution for two-hop
cooperative networks which resolves the limitations of
conventional cooperative relaying and jamming schemes.

To develop a low complex and power optimized secrecy
enhancement solution via relay selection and different
jamming techniques for two-hop cooperative networks where
power consumption and complexity considerations are well
noted.

To validate the performance of the optimized model through

analytical modelling and simulations.

1.3 Thesis Contributions

Major contributions of the thesis based on the proposed physical layer

security enhancement solutions for cooperative communication

systems are stated below.

A novel relay selection technique based on the probability of
path selection criterion of Ant Colony Optimization algorithm
is proposed for two-hop amplify-and-forward and decode-and-
forward cooperative relaying networks and a performance

comparison is formulated. Unlike conventional relay selection



techniques, the proposed method helps to analyse the secrecy
performance in three wireless scenarios namely traditional,
fading and path loss models; considering the channel gain and
fading coefficients defining the channels separately. Analysis is
carried out for the two relay selection schemes namely best
relay selection (BRS) and partial relay selection (PRS). The
performance based on secrecy rate (Rs) is evaluated for N
trusted relays distributed randomly between the source and
destination and for different eavesdropper position. The
performance comparison of optimal power allocation (OPA)
based on gradient method and exhaustive search algorithms and
equal power allocation (EPA) strategies are also studied. The
impact of number of relaying nodes on the secrecy is also
evaluated. Numerical results show the merits of the proposed
relay selection scheme in terms of secrecy rate in different
wireless scenarios as compared to traditional schemes.

Relay selection techniques will not always guarantee perfect
secrecy because the secrecy rate will reduce or even drop to
zero when the legitimate channel conditions are poor or when
the eavesdroppers appear near to source. To overcome this
problem, two jamming schemes are proposed. While using
jamming signals, powers should be allocated optimally. So, an
optimal power allocation scheme based on Nelder-Mead
algorithm is proposed for an amplify-and-forward cooperative
network with multiple trusted relays employing source and
relay based jamming scheme (SRBJ); and secrecy performance

in traditional, path loss and fading model wireless scenarios are



analysed. The source and relay based jamming scheme uses two
different jamming signals at the source and selected relay in
order to degrade the eavesdropper. The performance of the
proposed power optimization algorithm is compared with
gradient-based and three-dimensional exhaustive search
algorithms and its complexity analysis is also carried out. The
conventional AF scheme and the secrecy performance with
EPA strategy are also derived for comparison. The effect of
relay location on secrecy is also examined for both schemes and
the impact of single and multiple relays on secrecy are also
evaluated. It is observed from the numerical results that the
proposed optimization algorithm provides better performance
compared with other optimization methods and also with
conventional transmission schemes. But the limitations of this
model are i) the complexity in generating and processing two
jamming signals and ii) with the nature of the relays; the
jamming signal from the source can be removed only if the
relays are considered trusted.

The problems with SRBJ scheme can be overcome by
employing cooperative jamming scheme with single jamming
signal and by considering multiple trusted and untrusted
relaying strategies. In heterogeneous networks or in practical
scenarios, the assistance of the intermediate relaying node is
essential to convey a confidential message. In such cases, the
relays may not be authenticated and have a lower security
clearance in the network; hence it is not trusted with the

information it is relaying. Untrusted relays can be observed as



beneficial nodes as well as potential eavesdroppers. So, to
reduce the power consumption and complexity with source and
relay based jamming scheme, a source based jamming (SBJ)
that uses single jamming signal is proposed. Scenario with
multiple trusted amplify-and-forward relays is addressed in
chapter 5 and that with untrusted relays is addressed in chapter
6. In both cases, power optimization for maximizing the secrecy
is done by using Nelder-Mead algorithm. The relay selection
which uses ACO path probability criterion helps the secrecy
performance analysis in there wireless scenarios. Gradient-
based and two-dimensional exhaustive search algorithms for
power optimization are derived for comparison. Numerical
results reveal that the proposed OPA schemes show better
performance compared with other optimization methods,

conventional transmission schemes and EPA strategy.

1.4 Thesis Outline

The thesis is organized as follows:

Chapter 2 presents a review of literature on physical layer security
strategies where various diversity techniques like cooperative
relaying protocols, relay selection schemes, cooperative jamming
techniques are reviewed. Cooperative networks with trusted and
untrusted relaying schemes with power allocation problems are also

presented.

Chapter 3 presents a novel relay selection algorithm for secrecy

enhancement in two-hop cooperative wireless networks. The system



model is addressed in this chapter. Partial relay selection and best
relay selection analysis in three wireless scenarios namely traditional,
fading and path loss models, employing AF and DF transmission
protocols are presented. Traditional PRS and BRS schemes are used
as benchmark schemes for comparison. The performance comparison
of OPA based on gradient method and exhaustive search algorithms
and EPA strategies are also studied. The simulation results supporting
the proposed scheme are also provided.

Chapter 4 presents the power optimized source and relay based
jamming scheme for security enhancement in amplify-and-forward
relaying network. The OPA factors for secrecy rate maximization are
derived using Nelder-Mead algorithm and its complexity analysis is
also presented. Simulation results are presented to compare the
performance of the proposed scheme with conventional AF, direct
transmission without and with jamming schemes, and EPA schemes

and also with other optimization methods.

Chapter 5 presents a power optimized source based jamming (SBJ)
for trusted amplify-and-forward relaying scheme. Nelder-Mead
algorithm is used for power optimization. The benchmark schemes
used for comparison are SRBJ, conventional AF, direct transmission
scheme without and with jamming and also with gradient-based
optimization and exhaustive search algorithms. The simulation results
illustrate the performance comparison with different benchmark

schemes.

Chapter 6 presents a power optimized source based jamming scheme



for a cooperative network with multiple untrusted amplify-and-
forward relays and an external eavesdropper. Performance
comparison of the proposed scheme with worst-case untrusted
scenario, EPA strategy and other optimization methods are presented.
Finally, simulation results are presented which validate the theoretical

contributions.

Chapter 7 concludes with the key information addressed in all the
chapters of the thesis. In addition, a brief discussion on the possible

extensions of the work is presented as well.






Chapter 2

Literature Review

2.1 Physical Layer Security

Secure transmission is a fundamental concern in wireless
communications. The concept of information theoretic security has
been introduced by C. E. Shannon (1949), where cryptographic
protocols have been implemented to provide security in the upper
layers (e.g., the network layer), based on the assumption of an error-
free link in the physical layer. In wireless scenarios, the distribution
and management of secret key in cryptographic algorithms is
expensive as well as vulnerable to attacks (B. Schneier, 1998).
Wireless systems are mostly vulnerable to attacks because of the
openness of the transmission medium. Physical layer security (PLS)
has recently become an emerging technique to complement and
significantly improve the security of wireless networks. Compared to
cryptographic approaches, in PLS, secrecy is achieved by using the
physical layer characteristics of the wireless channel, such as thermal

noise, interference and the time-varying nature of fading channels.

The concept of PLS was introduced by A. D. Wyner (1975), where a
discrete memory-less wiretap channel in the presence of an
eavesdropper was examined and he found out that a perfectly secure
communication could be attained if the wiretap channel is degraded.
The results of Wyner’s work were later extended to Gaussian wiretap
channel (S. K. Leung-Yan-Cheong and M. E. Hellman, 1978), where

secrecy capacity, the difference between the channel capacities of the



main and wiretap channels is developed. It has been proved that
perfect secrecy is achieved if the secrecy capacity is positive; i.e., the
transmission from source to destination can be perfectly secure when
the main channel capacity is greater than the wiretap channel
capacity. If the secrecy capacity falls below zero, the transmission
becomes insecure and the eavesdropper can succeed in capturing the
source transmission. In (I Csiszar and J Korner, 1978; Liang Y et al.,
2008), the secrecy capacity of the Gaussian wiretap channel was
extended to signal transmission over the broadcast and wireless
fading channels respectively. However, in wireless communications,

secrecy capacity is severely degraded due to the fading effect.

A systematic overview of the basic concepts, recent advancements,
and open issues in providing communication security at the physical
layer is presented in (Xiangyun Zhou et al., 2013). It also introduces
the key concepts, design issues, and solutions to PLS in single-user
and multi-user communication systems as well as large-scale wireless
networks. In (Raef Bassily et al., 2013), a summary of the recent
advances in the area of wireless PLS is given, that guarantees
confidentiality by using cooperative techniques unique to the wireless

medium.

2.2 Wireless Security Requirements

In wireless networks, owing to the broadcast nature of the wireless
medium, the information exchanged among legitimate users is
vulnerable to various threats. Secure wireless communications should
satisfy certain requirements like authenticity, confidentiality,
integrity, and availability (C. S. R. Murthy and B. S. Manoj, 2004), in
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order to protect the wireless transmissions against security attacks.

These are detailed as follows:

2.2.1 Authenticity

Authenticity refers to the true identity of a network node in order to
distinguish authorized users from unauthorized users. In wireless
networks, a pair of communicating nodes should first perform mutual
authentication before establishing a communication link (Y. Jiang et
al., 2006). A network node is equipped with a wireless network
interface card and has a unique media access control (MAC) address,

which can be used for authentication purposes.

2.2.2 Confidentiality

Confidentiality refers to limiting the data access to intended users
only, while preventing the information disclosure to unauthorized
entities (W. Stalling, 2010). Primarily, cryptography and encryption
techniques have been utilized in upper layers of protocol stack to
provide confidentiality. Recently, PLS has emerged as a means of
protecting the confidentiality of wireless transmission against

eavesdropping attacks.

2.2.3 Integrity

Data integrity is to ensure that the received data has not been altered
or modified during data transmission. It is significantly important to
detect any alternation or manipulation in the data packets with the
least amount of latency and false alarm rate. Man in the middle
attacks may target the data integrity as they overhear the

communication and they may set up new communication routes and
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insert corrupted packets (AJ Menezes et al., 1996).

2.2.4 Availability

Availability is ensuring that legitimate entities can access the network
and have a robust communication (Yis Shiu et al., 2011). For
instance, denial of service (DoS) and distributed denial of service
(DDoS) attacks may target the availability of a network which
occupies the network resources and this result in DoS for authorized
nodes.

2.3 Security Attacks in Wireless Communication System
The most common attacks in wireless networks can be classified into
two categories: passive and active (W. Stalling, 2010). Passive
attacks do not disrupt network operation; instead the adversary steals
transmitted information from wireless channels. Eavesdropping and
traffic analysis are the two types of passive attacks. For the case of
active attacks the adversary significantly interferes with normal
network operations and tries to alter the network data. Active attacks
include DoS attacks, masquerade attacks, replay attacks, information
disclosure and message modification attacks (Yi S Shiu et al., 2011).

2.3.1 Passive Attacks

Eavesdropping

An eavesdropping attack is an intrusion where someone tries to steal
information that computers, smartphones, or other devices transmit
over a network. An email message, telephonic conversation, or a
transferred file may contain confidential information and it is

necessary to secure the data so as to prevent the eavesdroppers from
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learning the contents of these transmissions. Encryption is the most
common technique for protecting the important information. Though
eavesdropper can intercept the transmitted signal it cannot obtain any
critical information from the encrypted data.

Traffic analysis

Traffic analysis is used to determine the locations and identities of the
communicating parties by intercepting and examining the transmitted
messages. The traffic information may be useful for tracking

communication patterns of any two parties.

2.3.2 Active Attacks

DosS attacks

A DoS attack is an adversary’s attempt to use the resources available
to its legitimate users. An adversary can use jamming signals thereby,
disrupting the communications to make the attacked nodes suffer
from DoS in a specific region (C. S. R. Murthy and B. S. Manoj,
2004).

Masquerade attacks

Masquerade attack takes place when an intruder pretends to be a
legitimate user and misleads the authentication system. The
authentication sequences can be captured, and therefore an invalid
user can obtain privileges to access information illegally.

Message modification

Message modification refers to an attack in which an attacker alters
the data by performing additions or deletions to the communication
content.

Information disclosure

A compromised node can act as an information leaker by deliberately
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disclosing the confidential information to unauthorized nodes.

Replay attacks

It involves the passive capture of a message and its subsequent
transmission to produce an authorized effect.

2.4 Diversity for Physical Layer Security

Diversity is a communication technique where the transmitted signal
travels through various independent paths and thus making the
probability that all the wireless paths are in fade negligible. It is an
effective way to tackle fading and improve reliability. In (Y Zou et
al., 2015), various diversity techniques to improve wireless PLS,
namely multiple-input multiple-output (MIMO), multiuser and

cooperative diversities are presented.

MIMO is an antenna technology for wireless communications in
which multiple antennas are used at both the source and destination.
It has been shown that MIMO technique has a great potential to
enhance the security of wireless data transmissions (A. Khisti and G.
W. Wornell, 2008a; A. Khisti and G. W. Wornell, 2008b; S. A. A.
Fakoorian and A. Lee Swindlehurst, 2013). The secrecy capacity of a
multiple-input, single-output, multi eavesdropper (MISOME) wiretap
channel has been investigated in (A. Khisti and G. W. Wornell,
2008a), and the optimal solutions for the MIMO Gaussian wiretap
channel are addressed in (A. Khisti and G. W. Wornell, 2008b; S. A.
A. Fakoorian and A. Lee Swindlehurst, 2013). Also, due to size, cost,
or hardware limitations, small handheld wireless devices may not be
able to support multiple antennas. As a result, cooperative

communication has been considered as a practical solution for
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providing secure transmission for such devices.

Cooperative diversity is obtained when relay nodes are used for
transmitting the signals. A cooperative wireless network shown in
Fig. 2.1 comprises of a source S, N relays and a destination D in the
presence of an eavesdropper E. Here the relays are exploited to assist
the signal transmission from source to destination. The source node
transmits independent signals to the relay and destination nodes. The
destination node thus receives signal from the source and the
retransmitted signal from the relay nodes. With the help of relaying
node the quality of the signal received at the destination can be
improved (Y Zou et al., 2015). Cooperative diversity technology is a
promising solution for the high data-rate coverage required in future
cellular and ad-hoc wireless communications systems. In a
cooperative scenario ensuring secure communication becomes more

complex, since more nodes are involved.

,@( N ———> Mainlink
~

N VN s e » Wiretap link

Fig. 2.1 Cooperative diversity system with N relays in the presence of
an eavesdropper
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2.5 Cooperative Communication

Cooperative communication has emerged as a promising method for
mitigating wireless channel fading and improving reliability of
wireless networks. Nodes in cooperative communication help each
other with information transmission by exploiting the broadcast
nature of wireless communication (J. N. Laneman et al., 2004; A.
Ibrahim et al., 2008). In a cooperative transmission scheme,
neighboring nodes are exploited as relay nodes, in which they
cooperate with the source-destination pair to deliver multiple copies
of the information through independent fading channels to the
destination. Fig. 2.2 illustrates a simple cooperative communication
system where two nodes (one source node and one relay node)
communicate with the destination node (Fatemeh Mansourkiaie and
M H Ahmed, 2015).

Destination

Sonrce

Independent fading paths

Fig. 2.2 Cooperative communication system with single relay

Each node has one antenna and does not have spatial diversity

individually. However, the relay node can overhear and receive the
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data, and it can forward the data to the destination node. This
generates spatial diversity as the fading paths are statistically
independent. Combining multiple copies of the same signal at the
destination node in cooperative communication system leads to
several advantages, which includes better signal quality, reduced
transmission power, better coverage, and higher capacity (A.
Nosratinia et al., 2004; R. Madan et al., 2008; W. Zhuang and M.
Ismail, 2012).

Cooperative communication at the physical layer involves i)
cooperative and relaying schemes; ii) the transmission power
allocation for each node to satisfy the QoS requirements of the
network; and iii) the relay selection schemes of the network (Fatemeh
Mansourkiaie, and M H Ahmed, 2015). The idea of cooperative
communication was introduced by E. C. Van der Meulen (1971).
Meulen constructed a three-terminal relay channel and derived upper
and lower bounds on its channel capacity. The capacity of the
cooperative relay channel was investigated in (T. M. Cover and A. A.
El Gamal, 1979), where two cooperation protocols namely decode-
and-forward and compress-and-forward (CF) were proposed. The
relaying techniques used by cooperating relay nodes vary in their
performance, implementation complexity, and signal processing. (J N
Laneman et al., 2004) introduced a number of relaying techniques
that combat fading: (i) fixed relaying schemes such as decode-and-
forward (DF) or amplify-and forward (AF) and (ii) adaptive relaying
schemes such as selection relaying and incremental relaying
techniques; and performance characterizations of these protocols are

presented in terms of outage probabilities in the high SNR regime.
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The main benefit of applying cooperative communications in wireless
networks is to achieve diversity gains, without the need of
maintaining multiple antennas at each user. Moreover, spectral
efficiency is still guaranteed by employing adaptive relay selection
techniques. The cooperation in wireless system offers several
advantages that include performance gain, balanced QoS, higher
spatial diversity, higher throughput/lower delay, lower transmitted
power, reduced costs due to infrastructure-less deployment etc. Some
of the demerits of cooperative relaying include complex scheduling,
increased overhead, increased interference, extra traffic etc. (M.
Dohler, Y. Li, 2010).

2.6 Cooperation Protocols

Different cooperative transmission schemes have been proposed to
achieve cooperative diversity gains and spectral efficiency in (J N
Laneman et al., 2004), of which the commonly used fixed
transmission protocols in cooperative communication system namely,
amplify-and-forward and decode-and-forward schemes are described

below.

2.6.1 Amplify-and-Forward (AF)

In AF scheme, each relay receives a noisy version of the signal
transmitted by the source. The relay then amplifies this noisy version
and forwards it towards the destination. The destination combines the
information sent by the relay/s and the source and estimates the
transmitted signal. Independent faded version of the signal can be
used for correlation, to accurately detect and estimate the message

signal.
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Fig. 2.3 Amplify-and-forward transmission scheme

2.6.2 Decode-and-Forward (DF)

Here, the relay node decodes the received signal, re-encode it and
then retransmit it to the destination. The decoded signal at the relay
may be incorrect because of approximate errors in the received signal.
The diversity of the system with DF relaying protocol is one because
the performance of the system is limited by the weakest link from

source to relay and source to destination.
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Fig. 2.4 Decode-and-forward transmission scheme
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AF and DF are the commonly used transmission protocols in
cooperative communication system. AF is the simplest protocol, but it
suffers from the noise amplification problem which can degrade the
signal quality, particularly at low SNR. Though performance of DF is
comparatively better than AF, hardware complexity is more in DF
because of decoding and encoding needed at the relay nodes. DF also
suffers from the error propagation problem which may occur if the
relay incorrectly detects/decodes a message and forwards this
incorrect information to the destination, which can diminish the

performance of the system.

2.7 Cooperative Relaying

Cooperative relaying schemes overcome the wireless channel
impairments and also ensure secure communications under the
wireless environments (L Lai and H EI Gamal, 2008; L Dong et al.,
2010; J Lietal.,2011;V N Q Bao and N L Trung 2012). The typical
four-terminal relay eavesdropper channel is introduced in (L Lai and
H El Gamal, 2008), where different cooperation strategies namely,
noise-forwarding (NF), CF and AF are discussed and the
corresponding achievable performance bounds are also derived. L Lai
and H ElI Gamal (2008) show that even if the source-destination
information rate is zero a positive secrecy can be achieved if the relay
is closer to the destination than to eavesdropper. Several cooperative
relaying schemes with AF and DF protocols are proposed for
improving the security of wireless communications in (L Dong et al.,
2010; J Li et al., 2011).

In (V N Q Bao and N L Trung 2012), a dual-hop cooperative multi-
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relay system model is designed to optimize the achievable secrecy
rate (SR) or the total transmit power. When multiple relays are used
for transmission, the system requires multiple orthogonal channel
resources for source and relay transmissions which reduces the
system spectral efficiency. At the destination, these signals need to be
combined by Maximal Ratio Combining (MRC) which further
increases the hardware complexity. This inefficient spectral
utilization of cooperative relays as well as the complexity can be
overcome by relay selection techniques. By selecting the best relay
among a set of relays, only one relay participates in the cooperation
and thereby full diversity can be achieved with low overhead (A.
Bletsas et al., 2006; Y. Zhao et al., 2007). Thus, relay selection
algorithms help in reducing the computational complexity during the
signal processing operation of wireless networks (CMK Swain and
Susmita Das, 2018).

2.7.1 Relay Selection (RS)

Relay selection plays an important role in cooperative communication
as it contributes to the diversity gain. Since the relays consume
system resources and power, the total energy-efficiency of the
relaying techniques may be limited. It is therefore important to select
a relay among available candidates to maximize the cooperation
benefits for the user or for the whole system (Lin Z et al., 2006).
Relay selection is widely studied in previous works. A Nosratinia and
T E Hunter (2006) show that relay selection techniques can capture
maximum diversity in the number of cooperating nodes, while each
node only knows its own receive channel state. (R Madan et al.,

2008) selects relays by minimizing the total power consumption.
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Relay selection can be of proactive and reactive types. Proactive
relay selection occurs when the selection is performed before the
source transmission whereas reactive type is the selection carried out
after the source transmission. Even though RS process consumes both
energy and time, it must be performed frequently in order to exploit
the diversity of a better channel in presence of mobility or in highly
dynamical environments. The number of relays also plays an
important role since this factor contributes to the dynamism of the
network and directly corresponds to the diversity order of the system.
For example, a scheme where one fixed relay is used, achieves a
diversity order of two. If N relays are used, the diversity order
becomes N+1 (Y Zou et al., 2015).

The opportunistic relaying proposed in (A. Bletsas et al., 2006),
selects a single relay among a set of relays based on i) which relay
provides the best end-to-end path between source and destination and
il) instantaneous channel state information (ICSI). In (A. Bletsas et
al., 2007), opportunistic relaying schemes with DF and AF strategies,
without global CSI at each relay or at a central controller are
implemented. This reduces the required cooperation overhead. In (I.
Krikidis et al., 2009a), max-min relay selection is considered in an
interference-limited AF cooperative network. The outage probability
and average channel capacity for the case with best relay selection
(BRS) technique in a dual-hop DF multi-relay cooperative system are
derived (S. Ikki and M. Ahmed, 2010).

Based on the knowledge of the ICSI or the statistical channel state

information (SCSI) of all the links, the problem of RS is mostly
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solved for the following three cases.

)] Optimal relay selection (ORS) is implemented when all the
ICSI is known

i) Traditional relay selection is implemented when all except
relay-eavesdropper ICSI is known. Traditional relay selection
measures main channel capacity only.

i) Suboptimal relay selection is performed when all but relay-
eavesdropper ICSI and relay-eavesdropper SCSI are known.

For the dual-hop multiple DF relay system in (l. Krikidis, 2010),
secrecy outage probability (SOP) is derived for all the above three
selection schemes, assuming high SNR where all the relay nodes
successfully decode the source transmission. In (Y. Zou et al., 2013),
closed-form intercept probability expressions for optimal and
traditional relay selection schemes are derived using DF and AF
protocols in dual-hop multi-relay system. Instead of single
eavesdropper, the effect of optimal and traditional relay selection are
studied in a dual hop multiple DF relay system with multiple
eavesdropper, where probability of non-zero achievable secrecy rate,
SOP and achievable SR are derived (V. N. Q. Bao et al., 2013).

In (H Moharrer, A Olfat, 2014), a simple joint relay selection and
beamforming method, by assuming certain fixed maximum allowable
power for each node in a two-hop multi-relay DF network is
investigated. SOP of dual-hop AF relay system with single
eavesdropper is investigated in (A. Jindal et al., 2014a; A. Jindal et
al., 2014b). In (A. Jindal et al., 2014a), an ORS method based on

SOP is proposed which does not require any ICSI measurement. In
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(A. Jindal et al.,, 2014b), RS is considered when ICSI of the
eavesdropper is not available. Whenever RS problem is considered
for secrecy in cooperative DF relaying, perfect decoding is assumed
at each relay in the high SNR scenario. By doing so, the effects of the
quality of the first hop link is neglected which actually can affect the
rate of the particular branch to the destination and the secrecy rate.
Without considering the high SNR setup on the relays that they
correctly decode the messages; Chinmoy Kundu et al. (2015) derived
the non-zero secrecy capacity in a multiple DF relay scenario. The
authors in (Fawaz S et al., 2015) consider only a set of relays that
successfully decode the message; relays can decode the message only
if the SNR at them meet a predetermined threshold.

In (Tong Li et al., 2015), the impact of relay selection and MRC on
the physical layer security of DF relaying based cooperative
communications systems is studied. The impact of the main-to-
eavesdropper ratio (MER) on the legitimate receiver of DF based
cooperative networks is analyzed, and the closed from expressions for
SOP and the average secrecy channel capacity over Rayleigh fading
channels, have been derived. In (Chinmoy Kundu et al., 2016), three
relay selection schemes that depend on the ICSI and SCSI
knowledge, namely traditional, improved traditional and optimal are
proposed to enhance the SOP using threshold-selection DF relays.
The authors derived the closed-form SOP and secrecy outage
assuming direct links from source to destination and source to
eavesdropper. It is found that the diversity of SOP of all strategies
increases with the number of relays. In (Jianrong Bao et al., 2017),

an incremental selection hybrid decode-amplify-forward scheme for
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two-hop single relay systems and a RS strategy based on the hybrid
decode-amplify-and-forward scheme for multi-relay systems along
with an optimized power allocation (PA) method are proposed. The
optimal relay location for maximizing the gain of the proposed

algorithm is also designed.

In (CMK Swain and Susmita Das, 2018), the performance of a
conventional AF/DF assisted IEEE 802.16) multi-relay WiMAX
network employing threshold based harmonic mean and threshold
based max-min of SNR RS algorithms are studied. They also
analyzed the diversity combining techniques like MRC and SC at the
receiver. In (Long Yang et al., 2017), an adaptive eavesdropper is
selected to perform eavesdropping or jamming based on the
eavesdropping channel quality. The authors presented ORS schemes
that minimize the SOP for three cases of eavesdropper channel state
information (ECSI) availability (full ECSI, partial ECSI and
statistical ECSI). The research work of (S Abdulhadi et al., 2012)
presents a survey of the distributed relay selection schemes for adhoc

cooperative wireless networks.

To optimize the secrecy rate, in most of the works mentioned above,
the ICSIs of the eavesdroppers are assumed to be available. However,
considering the eavesdroppers are passive, the ICSls are difficult to
obtain in practice. Therefore, the security schemes with only the
channel distribution information (CDI) of the eavesdropper are
investigated. Assuming that the CDI of the eavesdropper is
independent and identical Rayleigh distribution, an opportunistic

relay chatting scheme was proposed in (Z. Ding et al., 2011), where a
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best cooperative node is chosen as the relay to forward the
confidential information while the other nodes send jamming signals
to cover the data transmission. The idea has been generalized to a
two-way AF network in (Z. Ding et al., 2012). In both (Z. Ding et al.,
2011; Z. Ding et al., 2012), the CSls of the legitimate links from the
source to the relay node, and from the relay node to the destination

are assumed to be perfect.

Various relay selection techniques available in the literature are
analysed and the thesis proposed a novel relay selection scheme
based on the probability of path selection criterion of Ant Colony
Optimization algorithm. In the existing relay selection schemes, the
relay selection is carried out for a single wireless scenario where
channel gain and/or fading are taken in to account. Here, unlike the
conventional relay selection schemes, the channel gain (G) and fading
coefficients (h) defining a wireless channel (M. Dohler, Y. Li, 2010)
are considered separately. This gives the flexibility to choose the best
relay in different wireless scenarios like traditional, path loss and
fading models; depending on the significance of channel parameters

G and h. AF and DF transmission protocols are used.

2.8 Cooperative Jamming

Although RS techniques improve the resource utilization, it will not
always guarantee perfect secrecy as the secrecy will be degraded with
poor legitimate channel conditions. Cooperative jamming is an
alternative to this problem. The jamming signals in cooperative
jamming can create interference at the eavesdropper; thereby

reducing the SNR at the eavesdropper which improves secrecy. The
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power allocated to the jamming signal should be high enough to
interrupt the received signal at the eavesdropper; however allocating
too much power on the jamming signal can degrade the signal quality
at the destination. Thus, it is essential to assign optimal power to the
jamming signals so as to maximize the secrecy rate. CJ can be
implemented by the networks nodes, i.e., source, relay or destination;
or two of the nodes, i.e., source and destination or source and relay to
transmit the jamming signals. Accordingly, it can be of destination
based jamming (DBJ), source based jamming (SBJ), friendly jammer
based jamming and hybrid jamming. Among the various CJ methods,
DBJ can be easily implemented because the destination can perform
self-interference cancellation from its prior information of the

jamming signal (Lu Lv et al., 2017).

2.8.1 Destination based jamming

In DBJ, the destination node sends jamming signal to degrade the
eavesdropper. The idea of DBJ to achieve a positive secrecy rate is
proposed in (J Huang et al.,, 2013). The problem of secure
transmission in two-hop AF networks with an untrusted relay using
DBJ technique is studied in (Ali Kuhestani and Abbas Mohammadi,
2016). (L Wang et al., 2014) presented OPA in the presence of a
single untrusted relay. In (Ali Kuhestani et al., 2018a), the authors
proposed a joint relay selection and power allocation scheme for a
cooperative network, where a multiple antenna source communicates
with a single-antenna destination in the presence of single antenna
untrusted relays and single antenna passive eavesdroppers; for non-
colluding and colluding eavesdropper cases. On the basis of the DBJ

scheme, the impact of relay selection on secrecy capacity is analysed
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in (L. Sun et al., 2012; L. Sun et al., 2015). Furthermore, combining
jamming power allocation strategy with the DBJ scheme, significant

secrecy capacity improvement is attained (L Wang et al., 2014).

An OPA strategy with DBJ, considering the hardware imperfections
is proposed for a cooperative network that comprises of a source, a
destination, and an untrusted AF relay and the results indicate that
OPA together with the hardware design considerably improves the
secrecy (Ali Kuhestani et al., 2018c). (Ali Kuhestani and Abbas
Mohammadi, 2016) studied the problem of secure transmission in
two-hop AF systems with an untrusted relay by using DBJ scheme;
where the destination sends an intended jamming signal to the relay.
Based on OPA strategy, the closed-form expressions for the outage
probability and ESR are derived for three cases. In the two cases,
either of the source or the destination node is equipped with large-
scale antennas and in the third case, both of them are equipped with
large scale antenna arrays. Numerical results showed that the OPA
scheme significantly improves the power efficiency in comparison
with EPA strategy

2.8.2 Source based jamming

In SBJ scheme, the source node transmits the jamming signal along
with the information in order to degrade the wiretap channel. The
problem of secure transmission in two-hop AF networks with an
untrusted relay using SBJ by exploiting the direct link is studied in
(Lu Lv et al., 2017). Considering a total power budget, a power
allocation strategy for allocating powers between the source and relay

as well as the information and jamming signals is proposed and the
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secrecy performance evaluation is done based on the ESC and SOP
metrics. In (A Mabrouk et al., 2017), a secure adaptive relaying
scheme to improve security in energy efficient cooperative untrusted
relay networks is proposed. Here, the authors investigated a trade-off
between energy consumption and PLS in a wireless powered
communication network consisting of one source-destination pair and

multiple AF untrusted relays.

2.8.3 Friendly jammer based jamming

In (I Krikidis et al., 2009b), the authors proposed to select one relay
as an actual relay to deliver the desired message to the destination and
another relay as a helper to degrade the eavesdropper’s link. S. Goel
and R. Negi (2008) and G Zheng et al. (2011), presented the use of
multiple relays to play the role of jammer and not to send the desired
message. The null-space cooperative jamming that generates
interference orthogonal to the real signals in a single antenna system
is presented in (S. Goel and R. Negi, 2008). It is found that the null-
space jamming though being simple and effective is not good for
secrecy rate maximization. Cooperative jamming to increase the PLS
of a wiretap fading channel via distributed relays is studied in (G
Zheng et al., 2011), where each relay transmits a weighted jamming
signal to degrade the eavesdropper’s signal and the optimization of
collaborative relay weights in maximizing the secrecy rate with
individual power constraints is addressed. In (L Dong et al., 2011), a
four terminal two hop DF relay network with a jamming scheme is
introduced, in which the message and jamming signal are transmitted

by the source and relay without considering the direct link.
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2.8.4 Hybrid jamming

In hybrid jamming, two of the nodes are used for sending the
jamming signals. An approach that the source and the relay exploit
some of their available power to transmit jamming signals to create
interference at the eavesdropper in a four-terminal AF relay network
is investigated in (A. Li et al.,, 2015), where direct links are
considered. In (Nan Run Zhou et al., 2015) , the secrecy capacity and
the optimal power distribution for a two-hop AF relaying system in
two scenarios where artificial noise added by the source and the relay
nodes are studied. In (A. Li et al., 2017), an AN-aided jamming
strategy is exploited to improve the secrecy rate of a two-way AF
relay network in the presence of an eavesdropper, employing PA at

the source and relay.

2.9 Hybrid Relaying and Jamming

To further improve the security, hybrid beamforming/opportunistic
relaying and jamming schemes have been proposed for both one and
two-way relay networks in (H. M. Wang et al., 2018a; H. M. Wang et
al., 2018b; C. Wang et al., 2015), where both two phases of the
cooperative transmissions will be under protection. For all the above
works only a single source-destination pair is considered. A hybrid
cooperative beamforming and jamming approach was investigated in
(H. M. Wang et al., 2018b) to enhance the wireless secrecy capacity,
where partial relay nodes are allowed to assist the source transmission
to the legitimate destination with the aid of distributed beamforming,
while the remaining relay nodes are used to transmit artificial noise

(AN) to confuse the eavesdropper.
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In (H. M. Wang et al., 2018a), a joint cooperative beamforming and
jamming scheme to enhance the PLS of an AF based relay network is
proposed, where a part of intermediate nodes adopt distributed
beamforming while others jam the eavesdropper simultaneously.
Since the ICSI of the eavesdropper is not known, a cooperative AN
transmission based secrecy strategy subjected to the individual power
constraint at each node is proposed. The beamformer weights and
power allocation are obtained by solving a second-order convex cone
programming together with a linear programming problem. In (C.
Wang et al., 2015), an opportunistic relaying with jamming scheme is
proposed for securing a two-hop DF trusted relay network, where
sequential parametric convex approximation algorithm is used for
OPA and ESR maximization, assuming the CDI of the eavesdropper
is known. The authors in (Dan Deng et al., 2017) investigate the
secure communications of multiuser untrusted AF relay networks
considering direct links where one user is selected with the help of an
untrusted relay. The direct link between source and destination cannot
be utilised in the DBJ schemes, which means that the flexibility
offered by cooperation is not fully exploited. Better secrecy
performance can be achieved if the power of source and relay is
efficiently allocated according to the channel knowledge. Only the
power between information and jamming signals is allocated in (L
Wang et al., 2014), which may not make full use of the power
resource. In (Nan Run Zhou et al., 2015), a multiple relay node
communication system using AF scheme with one eavesdropper is
discussed, where there is no direct link between source and

destination and relay nodes are equipped with single antenna
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cooperating to transmit the received signals. The secrecy capacity and
the optimal power distribution are studied in two scenarios, AN added
by the transmitter and AN added by the cooperative relay nodes. The
results show that it is better to distribute more power to the available
signals if the main channel is better, while more power to AN if the
wiretap channel is better. The sub-optimal power distribution can
attain close performance compared with the optimal power
distribution strategy but with substantially reduced computational

complexity.

Three categories of relay and jammer selection schemes namely
selection schemes without jamming, selection schemes with
conventional jamming and selection schemes with controlled
jamming were proposed in (Doaa H. Ibrahim et al., 2015), to improve
the PLS of two-way DF cooperative networks. The selection process
is analyzed in single eavesdropper model and multiple cooperating
and non-cooperating eavesdropper models. The obtained results show
that the selection schemes with jamming outperform the schemes
without jamming when the intermediate nodes are distributed
dispersedly between sources and eavesdropper nodes. However, when
the intermediate nodes cluster gets close to one of the sources, they
are not superior any more due to the strong interference on the
destination nodes. Therefore, a hybrid scheme which switches
between selection schemes with jamming and schemes without
jamming is introduced to overcome the negative effects of
interference. In (H Hui et al., 2015), a secure relay and jammer
selection for PLS is studied in a wireless network with multiple

intermediate nodes and eavesdroppers, where each intermediate node
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either helps to forward messages as a relay, or broadcasts noise as a
jammer. A closed-form expression for the SOP is derived for two

relay and jammer selection methods.

In (Sarbani Ghose et al., 2016), SOP and ESR is obtained in closed-
form for a dual-hop, DF relay system with MRC and SC diversity
combining at the eavesdropper. A pre-defined SNR threshold is
considered for the relay to be able to decode or retransmit.
Performance analysis is carried out when CSI is known at the
transmitter and CSI is unknown at the transmitter. Asymptotic
analysis of SOP is presented. The authors show that the direct link
has a significant impact on system secrecy. It is found that secrecy
performances are the best if the relay is always able to decode
correctly. They also found that knowledge of CSI helps to achieve
better secrecy at lower rate. In (W Wang et al., 2016a), a generalized
relay and jammer selection scheme is proposed to improve the
security in a cooperative relay network. The expression of the SOP,
with the assumption that global CSI of the legitimate receiver and
SCSI of the eavesdropper are available, has been derived and both the
power allocation factor and the number of relay nodes have been
jointly optimized to minimize the SOP. It has been shown that the
proposed multi-relay selection scheme outperforms the conventional

single-relay selection scheme without additional overhead.

2.10 Trusted and Untrusted Relays

Relays can be considered as trusted or untrusted in cooperative
networks. In trusted scenario, secure communication between source

and destination occurs with the help of relays even in the presence of
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eavesdroppers. But in practice, it is likely to come across public ad
hoc networks where relays used for connectivity may not be
authenticated. In such cases, secrecy of the information transmitted
via relay nodes need to be protected, despite the fact that the relay is a
cooperating node. Since the relays are not trusted with the
information it is relaying (X. He and A. Yener, A, 2009; X. He and
A. Yener, 2010); they are considered untrusted. Even in the absence
of external eavesdroppers, secrecy cannot be guaranteed in untrusted

networks.

2.10.1 Trusted Relays

In trusted relay scenarios, the source is supported by a single or
multiple trustworthy relays to transmit confidential information to
destination in the presence of a passive eavesdropper, in addition to
the legitimate parties. The trusted relays can be fully exploited to
enhance security significantly (LJ Rodriguez et al., 2015). Several
strategies to improve security have been addressed before. One
among them is the relaying strategy where the relay nodes help in
transmission by simply relaying information between the legitimate
nodes depending on one-way (OW) and two-way (TW) relay
protocols, based on how the information flow. In OW relaying, a
source communicates to a destination node with the help of relays in
a unidirectional fashion i.e., from source to destination. In TW
relaying, two nodes exchange data and information flows in a
bidirectional manner. When only one relay is available, the
conventional AF or DF techniques are used along with OW or TW
relay protocols. On the other hand, when multiple relays are

available, distributed beamforming is the most common relaying
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approach where, multiple relays transmit the noisy version of the
received signal for AF relays or a weighted version of the decoded

signal for DF relays.

2.10.2 Untrusted Relays

In cooperative networks consisting of one or multiple untrusted relay
nodes, the source-destination pair needs to keep the information
confidential from the relays, while relays are used for transmitting
information. Examples of such networks include networks belonging
to a government or a financial institution or adhoc networks, where
the relay nodes have different level of security clearance. (X. He and
A. Yener, 2010) appears to be the first work dealing with untrusted
relaying scheme, which focuses on secrecy capacity. By considering a
three-node model with a source, a destination and an untrusted relay,
it was demonstrated that the untrusted relay can be beneficial for
some specific relaying topologies. Specifically, when there is an
orthogonal link in the second hop from the relay to the destination,
higher secrecy rate would be obtained when relay is considered as an
eavesdropper as well as a helper rather than considering eavesdropper
only. AF and CF relaying protocols can be used for untrusted relaying
schemes, whereas DF is not suitable since it requires the relay to
decode the message from its observation. On the other hand, when the
source and relay transmit to the destination via a multiple access
channel, while there is an orthogonal link from source to relay, the
secrecy capacity is equal to zero (L. Sun et al., 2015). In (Nan Run
Zhou et al., 2014), a comparison between one-way and two-way half-
duplex AF relaying schemes with an untrusted relay is studied in

terms of their secrecy rates and it is found that with equal transmit
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power at the two relaying protocols, the two-way relaying scheme has
better performance compared to one-way relaying protocol under
high SNR regime.

The results in (X. He and A. Yener, 2010) have been extended to
multi-antenna structures in (C. Jeong et al., 2012), where all the
nodes are equipped with multiple antennas. In particular, by jointly
optimizing the source beamforming vector and the relay
beamforming matrix, the cooperative scheme achieves a better
secrecy rate than the non-cooperative scheme. However, the proposed
beamforming scheme can only be applied to AF relaying. It has been
proved that by adopting CJ in the network containing
trusted/untrusted relays with/without external eavesdroppers; it can
have a good impact on secrecy performance compared to those which

do not have any secrecy scheme.

2.11 Power Allocation

In cooperative networks employing relaying and jamming schemes,
power requirement always depend on the position of relays and
eavesdropper. Power should be properly allocated between the source
and relay; and between the information and jamming signals. Prior
studies have revealed that, for transmission, the system requires less
source power when a relay close to source is selected and more
source power when a relay near to destination is selected. If the relay
at the centre of the network is selected as is the case with best relay
position, such that source-relay and relay-destination distances are the
same, then the source and relay require almost same power. The

system will not be secure if the eavesdropper appears near to source,
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as it can easily get the information; therefore more source power is
needed to overcome the insecurity.The jamming signals in
cooperative jamming technique can create interference at the
eavesdropper; which reduces the SNR at the eavesdropper and
improves secrecy. The power allocated to the jamming signal should
be high enough to interrupt the received signal at the eavesdropper;
however allocating too much power to the jamming signal can
degrade the signal quality at the destination. Thus, it is essential to
assign optimum power to the jamming signals so as to maximize the
secrecy rate (L Dong et al., 2010). Power allocation (PA) has thus
become an important parameter that must be optimized while dealing
with the secrecy performance of cooperative networks employing
cooperative relaying or jamming or both. OPA for secure
communication in cooperative relay networks employing trusted and
untrusted relaying schemes; energy efficient cooperative relay
networks etc. have been studied. A survey of optimization approaches
for wireless PLS is conducted in (Dong Wang et al., 2018), which
discusses various topics on PLS designs, the performance metrics and
different categories of optimization problems adopted in security
designs, the impacts of CSI on optimization and design etc.

OPA strategy normally adopts gradient-based optimization methods
like derivative test to maximize the secrecy rate. But, gradient-based
methods have problems with noisy and discontinuous functions, non-
differentiable functions and/or constraints, mixed variable functions
or functions of large dimensionality. Since the secrecy rate is a non-
linear function of three/two independent variables depending on the

type of jamming scheme used; it may be difficult to find the partial
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derivatives of the function at all relay positions so as to do the
gradient-based optimization for maximizing the secrecy. So, to
overcome the problems with gradient method, a gradient free method
known as Nelder Mead algorithm (J.A. Nelder and R. Mead, 1965) is

used.

2.12 Secrecy Capacity

The fundamental metric of secrecy is termed as secrecy capacity,
which is the maximum achievable secrecy rate of the system. It
indicates the maximum transmission rate from source to desired
destination while eavesdropper is not able to access transmitted data.

The secrecy capacity Cs is formulated as (M Bloch et al., 2011),
Cs=[Cn—Cu]" (2.1)

where Cy, is the capacity of the main channel and C, denotes the
capacity of the wiretap channel. A positive secrecy capacity is needed
for secure transmission. Shannon-Hartley theorem (R.V L Hartley,
1928) defines the channel capacity as the maximum of information
that can be transmitted and is related to the bandwidth (B) and signal
to noise ratio (SNR).

C =B log; (1+SNR) (2.2)

Thus, the capacity of the main channel is given by
1
Cr = l0g, (1+7m) (2.3)
Likewise, the capacity of the wiretap channel is given by

Cu =108, (L+74) (2.4)

In cooperative communication, signal transmission involves two
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phases. The % in the capacity equations denotes that two time slots
are used for information transfer. y,, and j, denote the instantaneous
SNR received at the intended and the unintended receivers
respectively. The notion of secrecy capacity can be explained in a
way that if the maximum of information transmitted in the legitimate
channel is higher than the maximum of information transmitted in the
wiretap channel; the eavesdropper can never receive enough
information to break through the legitimate transmission. This is

called as Perfect Secrecy. Note that if y,, >, legitimate receiver can

receive more information and the transmission is secured. Otherwise,

if ., <y, the transmission is unsecured and Cs will become negative.

The unsecured situation has no secrecy capacity therefore Cs under

such condition is defined as zero.

1 1
c E'ng(l-i-)/m)—zlogz(l"‘}/w)’ Ym > 7w

S

(2.5)
0, Ym <7Yw

Therefore, based on equation (2.1), it can be said that increasing the
received SNR of the main link or decreasing the received SNR of the
wiretap link result in improving the secrecy capacity. Accordingly,
security of the communication system has been investigated
considering instantaneous SNR of the legitimate and illegitimate links
to examine under which conditions positive secrecy capacity is

achievable.

2.13 Chapter Summary

In this chapter, literature survey on various PLS techniques for

enhancing secrecy in wireless networks is conducted. The extensive
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literature review illustrates the current status of the diversity solutions
of PLS that include cooperative relaying, relay selection and jamming
schemes. Different relaying protocols available in the literature are

summarized.

In the first part on cooperative relaying, various relay selection
techniques available in the literature are analysed, the key design
issues for improving the secrecy have been identified, and the
potential applications of cooperative communications with relay
selection in general cooperative wireless networks is discussed. By
considering the probability of path selection criterion of Ant Colony
Optimization algorithm for relay selection, the proposed method
helps to analyse the secrecy performance in different wireless
scenarios like traditional, path loss and fading models. AF and DF
transmission protocols are used and a performance comparison

among them is formulated.

In the second part, various cooperative jamming schemes to enhance
the system secrecy have been reviewed. The definition of secrecy
capacity to achieve positive secrecy of the system is derived. The
problem of power allocation for secrecy rate maximization for the
case of trusted and untrusted relaying schemes is studied. The issues
with traditional gradient-based power optimization method are
addressed and the thesis proposed a gradient-free power optimization
algorithm for two jamming schemes - a source and relay based
jamming and source based jamming schemes. The performance as
well as the complexity of the proposed schemes/algorithm is

evaluated through simulations using MATLAB and R Programming.
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Chapter 3
Relay Selection for Secrecy Enhancement in
Cooperative Networks

3.1 Introduction

Cooperative communication using relaying nodes has been
considered as a promising technique for increasing the physical layer
security of wireless systems against eavesdropping (L Lai and H El
Gamal, 2008) In addition to that; relaying can improve the network
coverage and diversity without using multiple antennas (J. N.
Laneman et al., 2004). An important performance parameter of PLS
is the secrecy rate, which quantifies the maximum rate of
transmission at which the eavesdropper cannot decode any of the
information from the transmitting node. Achievable secrecy rate is
given by the difference of the information rates of the main channel
and that of the wiretap channel (A. D. Wyner, 1975). A positive
secrecy rate is to be guaranteed for secure communication and that
can be achieved only if the main channel is better than the wiretap
channel. We cannot always ensure perfect secrecy even when the
wiretap channel is less noisy than the main channel. Cooperative
relaying, an effective method to combat multipath fading that
enhances the security of wireless communications is proposed to

overcome this situation.

In a cooperative communication system, intermediate nodes are
utilized as relays to forward the data from source to destination over

independent wireless channels. With multiple relays the main channel



capacity can be significantly increased by using cooperative
beamforming. But the drawback is, with multiple relays, the system
requires multiple orthogonal channel resources for the source and
relay transmissions, which reduces the system spectral efficiency. At
the destination, these signals need to be combined by MRC which
further increases the hardware complexity. This inefficient spectral
utilization of cooperative relays as well as the complexity can be
overcome by relay selection techniques. By selecting the best relay
among a set of relays, only one relay participates in the cooperation
and thereby full diversity can be achieved with low overhead and
complexity (A. Bletsas et al., 2006; Y. Zhao et al., 2007; CMK Swain
and Susmita Das, 2018). Because of the ease of implementation,
fixed relays are a low cost and low complexity solution to meet the
requirement of high data rate communication far from the base

station.

In this chapter, a novel relay selection scheme is devised to enhance
the secrecy of dual-hop AF and DF cooperative relay networks and a
performance comparison is formulated. The probability of path
selection criterion of Ant Colony Optimization algorithm is used for
selecting the relay with high end-to-end SNR, which is explained in
Section 3.4. Here, unlike the conventional relay selection schemes,
the channel gain (G) and fading coefficients (h) defining a wireless
channel (M. Dohler, Y. Li, 2010) are treated separately. This gives
the flexibility to choose the best relay in different wireless scenarios
like traditional, path loss and fading models; depending on the
significance of channel gain and fading coefficients. In the existing

relay selection schemes, the relay selection is carried out for a single
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wireless scenario where channel gain and/or fading are taken in to
account. In most of the prior works, (i) the relays form a cluster at the
center of the network model (i) the eavesdropper appears only in the
coverage area of relays and (iii) the direct link between source and
destination (S-D) is not considered. However, due to broadcast
nature of wireless medium, the direct link between source and
destination is likely to exist and the eavesdropper may appear
anywhere in the system and can tap signals from both the direct and

relayed path.

A practical and general scenario where (i) the channels suffer from
independent non-identical Rayleigh fading; (ii) the direct links
between the source-destination and source-eavesdropper are
available; and (iii) relay nodes randomly distributed between the
source and destination; is considered. Accordingly, we analyzed the
secrecy performance in three different cases, when (i) both channel
gain and fading coefficients are significant as in the case of a
traditional wireless scenario (ii) only fading coefficients h are
significant as in a fading model and (iii) only channel gain G is
significant as in a path loss model. Analysis is carried out for the two
relay selection schemes namely best relay selection (BRS) and partial
relay selection (PRS). The performance based on secrecy rate (Rs); is
evaluated for N trusted relays distributed dispersedly between the
source and destination and for different eavesdropper position.
Traditional BRS and PRS schemes are used as benchmark schemes
for comparison (A. Bletsas et al., 2006; W Wang et al., 2016a; I.
Krikidis et al., 2008). The performance comparison of OPA based on
gradient method and exhaustive search algorithms and equal power
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allocation (EPA) strategies are also studied. The impact of number of
relaying nodes on the secrecy is also evaluated. Numerical results
show the merits of the proposed relay selection scheme in terms of
secrecy rate in different wireless scenarios as compared to traditional

schemes.

The algorithm finds application in wireless networks employing
centralized relay system such as wireless mobile networks, wireless
LAN, wireless network structure for rural areas etc. In wireless
mobile networks, both channel gain and fading are considered; in
wireless LAN, only fading is considered as distance between the
nodes is almost fixed whereas in wireless network structure for rural
areas, distance is one of the key factors driving system design and

performance.

3.2 System Model

The system model is shown in Fig. 3.1, where a source S
communicates with a destination D via N randomly distributed
intermediate relay nodes with a passive eavesdropper E. For
notational convenience, the relays are represented by R = {Ry | k=1, 2,
..., N} and are assumed to be trusted. The eavesdropper is a passive
attacker, whose aim is to interpret the source information without
modifying it. All the nodes are equipped with single omnidirectional
antenna and the relays operate in half-duplex mode. The direct link
between source and destination is used so as to exploit the benefits of
cooperation A time-division multiple-access protocol (TDMA) is
assumed; hence complete transmission of information takes place in

two time slots. The solid and dashed lines in the figure represent the
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main link and wiretap link respectively. The channels are assumed to
be independent and modeled as Rayleigh fading. The channel
coefficients remain constant within the process of one signal
transmission. Due to Rayleigh fading, all channel gains are
exponentially distributed and the additive noise at each receiver is
characterized by a Gaussian random variable with zero mean and
variance ¢, i.e., CN (0, 6°). The total transmit power of the system is
taken as P. Since the transmission channels for all the relays are
orthogonal, the signal can be separated at the destination without any
interference. MRC is employed at the destination for AF and at the
eavesdropper for both AF and DF, as they get two independent copies
of the message from the direct and relayed paths. .

@ @ — % Mainlink
-
g / » Wiretap link

Fig. 3.1 System Model
The same system model is used for the analysis of works in Chapters
4and5

3.3 Transmission Scheme
The signal transmission is divided into broadcast phase and relaying

phase. During the broadcast phase, the signal xs from the source is
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broadcasted to N relays as well as to destination; and during the
second phase of transmission, the selected relay forwards the received
signal to destination. Let Ps = aP and P, = (1-a) P be the power
allocated at the source (Ps) and relay (P;); where a € (0, 1) indicates
the power allocation factor and P is the total transmit power. For
EPA, a is taken as 0.5, so that equal power is allocated to source and
relay. The signal received at the k™ relay, destination, and
eavesdropper during the first phase can be expressed in terms of

channel gain and fading coefficients (M. Dohler, Y. Li, 2010), as

Ysr, = \,aP GSRk hSRk Xs +Ng, (3.1)
Ysp =VaPGgrhep X, + Np, (3.2)
Yse =VaPGghge X + Ng, (3-3)

where E{[x*}=1; N+ Np, Ng are the additive noises at the

corresponding nodes respectively.

The channel gain G;; between nodes i and j is expressed as

d -L/2
Gij =G, (d_“J (34)

0

where G, is a constant depending on the carrier wavelength, dj is the
distance between nodes i and j, d, is a reference distance, L is the path
loss coefficient whose values vary in the range 2 < L < 6. The channel
gain G;j; is set to (dij)'L’Z, assuming the other parameters as 1 for
simplicity. Considering a passive eavesdropper whose CSI is not
available; a relay selection method is adopted based on the

probability of path selection of ACO which is explained in Section
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3.4. Once the relay is selected, the selected relay uses AF or DF
protocol to forward the signal to destination. Notice that, in both AF
and DF relaying transmission, the source signal is transmitted twice
from the source and relay, since the direct link between the source

and destination is assumed.

The channel coefficients for the proposed and conventional models
are shown in Fig. 3.2 a and b respectively. In the proposed model, the
channel is defined by two parameters namely channel gain (G) and
fading coefficients (h) (M. Dohler, Y. Li, 2010); whereas in
conventional models, the channel gain or fading or the combined

effect of channel gain and fading are considered as a single entity.

o ——————3 Main link

» Wiretap link

e s =3 Main link

» Wiretap link

(b)

Fig. 3.2 Channel coefficients of a) proposed model b) conventional
model with the selected relay
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3.3.1 Amplify-and-Forward (AF)

During the relaying phase of transmission, the signal received from
the source is amplified by the selected relay and then forwarded to
destination. The signal received at the destination and eavesdropper is

expressed as

Yro =V aPGSRk hSRkGRthRkDgXS + GRthRkDgan +Np, (3.5)
Yre =V aPGSRk hSRkGRkEthEng +GRkEthE gng +Ng, (3.6)

where n, and n. are the additive noises at the corresponding nodes

and g is the amplification factor at the selected relay given by

g= I (1—23.)P (37)
{[Gshe 2P+

The overall SNR at the destination and eavesdropper applying MRC
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where y indicates the signal to noise ratio (SNR). 7, , 7, and y, , are

the instantaneous SNR in the source-relay, source-destination and
relay-destination  channels  respectively. Mathematically, the

instantaneous SNR between the two nodes is obtained as follows:

Vi = P—‘Gijhijk 2

(3.10)

2
g

where i and j indicate the transmitting and receiving nodes
respectively. We assume for simplicity that all the additive noise
variances during the first and second phases are equal. Therefore, the
transmission rate at the destination and eavesdropper are

a(l-a
Ro, = 2109, 1+ aygp +— (311)
2 1+ ayg, + @a- a)yRkD

a(l-a)yer re
l+aysy + a- a)7RkE

Re, = % log, (1+ aye + J (3.12)

3.3.2 Decode-and-Forward (DF)

In the conventional DF protocol, the relays try to decode their
received signal from the source. The best relay is then selected prior
to the second phase of transmission. In the relaying phase of
transmission, the selected relay re-encodes the decoded signal %;and
forwards it to destination with power P, = (1-a) P. The received

signal at the destination and eavesdropper is thus given by

Yo =+@—=a)PGg phg p X +Np, (3.13)
Yre =y (@—2)PGg ehg e X, +Ng (3.14)
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Here, the relay is selected based on good channel properties and it
produces less decoding errors compared to others, hence X5 = X5. So
we take the assumption that the relay completely decodes the
message. In the DF relaying transmission, the mutual information
between the source and the destination is limited by that of the
weakest link between S-Rx and the combined channel from S-D and
R-D (K. J. Rayliu et al., 2009). The combined effect of S-D and R¢-D
is considered because of the presence of direct link between source
and destination. The achievable rate at the destination of DF relaying
transmission can be written with the help of Eq. (4.21) in (K. J.
Rayliu et al., 2009).

Ro, = ;min {log, (1+ayy, ).log, (1+ay, + A-a)y,, )}~ (315)

Meanwhile, the eavesdropper can overhear the transmission from Ry
to destination. Since eavesdropper gets two chances to intercept the
message from the source and the relay, MRC is done to improve SNR
(W Wang et al., 2016a). Assuming that the relay nodes use the same
signal as the source in the first phase, the achievable rate at the

eavesdropper is obtained by using Eq. (9) in (W Wang et al., 2016a).
1
REDF =§Iogz(l+ ayee +(1—a);/RkE) (3.16)

where y.and y..are the instantaneous SNR in the source-

eavesdropper and relay-eavesdropper channels obtained by (3.10).

3.4 Relay Selection Algorithm

3.4.1 Proposed relay selection algorithm

In our work, the probability of path selection of Ant Colony
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Optimization (ACO) algorithm is used for selecting the best relay.
ACO is a very popular algorithm used for finding optimal paths based
on the behaviour of ants searching for food. Ants communicate with
each other using a volatile chemical substance known as pheromones.
They lay pheromone while they travel; i.e., their movement is
controlled by pheromone, which will evaporate over time. The
movement of ants can be interpreted as signal flow in the wireless

scenario.

The two stages in the ACO algorithm are (Xin-She Yang et al., 2013)
are as follows.

) the probability of selecting a route and

i) the evaporation rate of the pheromone.
The first stage is for finding the route and the second stage is for the
optimization part. Of the two stages in the ACO solution, we are
concentrating only on the first part of finding the probability of a

route.

Path probability selection

According to the probability of path selection of ACO, considering an
ant launched from a certain node (say i), a number of choices (set of
nodes A= {ji, jo. ..., jn}) are there to select an intermediate node to
reach the destination in wireless scenario; an ant will move from node
i to node j € A with probability (Marco Dorigo and Thomas Stutzle,
2006).

a B
URUS

Pi=w . 5 (3.17)
RN
j
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where

e 7;is the amount of pheromone (traces) on edge i, j

e 7 is the desirability of edge i, j (typically #; j = 1/d;), which
gives the heuristic information between the nodes i and j.

e ¢ and B are non-negative numbers called the relevance
parameters that control the influence of 5; and 7
respectively.

Owing to the suitability of the algorithm in the current wireless
scenario, the probability function is adopted for finding the best relay.
For applying the path probability function of ACO algorithm, we
need to have two independent parameters defining the wireless
channel. Here, the channel gain (G) and fading coefficients (h) of a
wireless channel are considered separately (M. Dohler, Y. Li, 2010).
For path probability calculation in the proposed approach, h and G

are mapped to zand # respectively.

For the proposed algorithm, for each relay path from source to
destination, two probabilities are calculated; one for the path from the
source to relay and another for the path from relay to destination and
this will make up a total of N probability pairs. Accordingly, the
probability of a signal transmitted from source to k™ relay and that

from k™ relay to destination are given by

a KB
GSRk hSRk

Psr = (3.18)
.G
k=1
G% _h#
Pro = (3.19)
2 Gaoho
k=1
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According to the probability function, the best relay is selected based
on the significance of channel gain and fading coefficients; i.e., by
choosing different values for the relevance parameters. The relevance
parameters « and S determine the relative influence of G and h
respectively. Gjj is dependent on djj, where dj; is the distance between
nodes i and j. If & =0, only h is taken into account whereas if =0,
only G is considered for selecting the path. If both « and f are non-
zero values and equal, both G and h are given equal preference
whereas if they are not equal, G or h is given importance depending
on whether o >f or f>a respectively. The path selection process is

explained in Table 3.1.

Table 3.1 Path selection process of ACO

Relevance Channel parameters considered for path
parameters selection

a=0 Only h

B =0 Only G

a=& o >0 Both G and h with equal preference

atf;, a>p G is given priority

atf;, a<p h is given priority

3.4.2 Traditional Relay Selection Schemes

Relay selection techniques can be categorized into two types, i.e.,
partial relay selection (PRS) and best relay selection (BRS). Both the
source to relay and relay to destination signal-to-noise ratios are
considered for BRS; whereas, that of only the source to relay is
considered for PRS. These schemes select only the best relay from
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multiple relaying candidates to cooperate with a communication link,
which improves the spectral efficiency. We have considered these
two relay selection schemes for the analysis. The proposed algorithm
is applied to both to find the best relay in each scheme. A comparison
between the proposed and traditional relay selection schemes is also
studied.

Partial Relay Selection (PRS)

The first-hop CSI is used to select the best relay in the PRS scheme
(I. Krikidis et al., 2008). In the proposed scheme, the relay that gives
the maximum source to relay probability psrk is selected whereas in
the traditional scheme, the one that gives the maximum instantaneous
SNR in source to relay link is selected as best relays. Mathematically

they are expressed as follows:
Relaypgs = ar% max( Ps g, ) (3.20)
eR '
Relaybgs = arglg( max(ySRk ) (3.21)
eR

where ygp is the instantaneous SNR at the k" relay and is determined

by (3.10). For both proposed and traditional AF and DF protocols,
same expressions are used for finding the best relay in PRS scheme.
Best Relay Selection (BRS)

In the BRS scheme, the relay that gives the best end-to-end SNR is

chosen as the best relay, i.e.

Best Relay (traditional) = arg max (7, ) (3.22)
k

where yp is the SNR at the legitimate destination.
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3.4.3 Relay Selection for AF Scheme
In the proposed AF scheme, the best probability pair psgc and pryo
from the N pairs gives the best relay and is obtained by taking the

harmonic mean as

Best Relay” = arg max _Psr Proo (3.23)
keR pS,Rk + ka,D

For the traditional AF scheme, best relay depends on the

instantaneous SNRs of source to relay and relay to destination links

as Eq. (2) in (A. Bletsas et al., 2006) and it is expressed as

Best Relay,. = arg max TR (3.24)
keR Vsr, T VR0

The more representative measure in this context is the harmonic mean

as the probabilities depend on the time-varying characteristics of the

fading channels.

3.4.4 Relay Selection for DF Scheme

In DF protocol, the end-to-end transmission is in failure if one of the
two hops is corrupted. In the BRS scheme, the relay that maximizes
the capacity of DF relaying transmission is observed as the best relay
(W Wang et al., 2016a). In the proposed BRS scheme, the best relay
is selected based on the probabilities psgk and pgrkp. Whereas in the
traditional scheme, the best relay depends on the instantaneous SNR
of source-relay and relay-destination links. Mathematically the best

relays are selected as follows:

Best Relay. = arg max min( Ps g » Pr o ) (3.25)
keR
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Best Relay . =arg max min ( Vg, o ;/RkD) (3.26)

keR
where the instantaneous SNRs in the source-destination and relay-
destination channels are determined by (3.10). The max-min criterion
is chosen as an efficient best relay selection metric as it is simple and
the implementation complexity is less since it does not involve any

computational operations.

3.5 Performance Analysis
3.5.1 Secrecy Rate

The secrecy metric used for performance evaluation is the secrecy
rate R,, and is defined as the maximum rate of transmission at which
an eavesdropper cannot decode any of the information from the

transmitting node. The instantaneous secrecy rate is given by M.
Bloch et al. (2008);

R =(R,—-Rg) = B log, (1+ 7D)—%|og2 (1+7e )} (3.27)

where [x]" = max{0, x};
ie,[x] "=xifx>0and
=0ifx<0

Rp and Rg represent the achieved transmission rates at the destination
and eavesdropper nodes respectively. If we can guarantee a positive

secrecy rate by proper power allocation at the nodes, the secrecy rate

becomes (Ali Kuhestani and Abbas Mohammadi, 2016)

1 1
R, =7 log, (1+75) -~ log, (1+7¢ ) (3.28)
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Amplify-and-Forward
The secrecy rate of AF scheme with proposed relay selection is

obtained by substituting (3.11) and (3.12) in (3.27) as

Rs,. (@)=

(3.29)

2

a(l-a
|:;|ng [l+ Ay + ( )7/SRK}/RKD J

a(l-a)ys Yre
l+ayg +(1-a)ygp

1
—=log,|l+aye +—— T ———
92{ Ve 1+ A sg, +(l_a)7RkE

Decode-and-Forward
For DF transmission scheme, the secrecy rate is obtained by
substituting (3.15) and (3.16) in (3.27) and is therefore expressed as

Rs
: . (3.30)
‘:; min {|ng (1+ a75Rk )| Ing (1+ aysp + (l_ a)7/pko)}_%|ogz (l+ ayg + (l_a)}/RkE ):|

3.5.2 Optimal Power Allocation

For achieving maximum secrecy, we need to optimize the power
allocation factor ‘a’ in the secrecy rates given in (3.29) and (3.30).
The secrecy rate maximization is done by gradient-based method and
exhaustive search algorithm.

Gradient-Based Method (GB)

In the gradient-based method of optimization, the problem of secrecy
rate maximization can be done by means of differentiation i.e., to

findthe optimum value of ‘a’ that gives the maximum secrecy rate.

Max achievable rate=argmax(R;) (3.31)

a

The computational complexity of gradient method of optimization is
found to be O (n); where n is the size of the input variable (Coello
C.A.C,, 2018).
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Steps to compute the derivative function

In the gradient-based method of optimization, the secrecy rate
maximization can be done by means of derivative test. Derivative test
uses the derivatives of the function to locate the critical points and
determine whether each point is a local maximum, a local minimum
or a saddle point. It also gives information about the concavity of a

function.

i. Find the derivative of the function Rs, %
a

ii.  Solve for all a that satisfies the equation, ZRS =0; to find the
a

critical points, i.e., the points at which the function may have

maximum or minimum.

2

R . , :
——> at critical points. This
a

iii.  Find the second derivative of Rg;
gives a set of values. The critical point at which the second
derivative yields negative value is the optimum value and the

value of secrecy rate at that point gives maximum secrecy rate.

The optimization for equations (3.29) and (3.30) is carried out by
Matlab simulation.

For the case of DF, the SNR at destination is calculated first, by
taking the minimum of SNR at the relay and that at the destination.
Then it is applied in the secrecy rate equation (3.30) and then
derivative tests are performed to find the optimum value. The results
of optimal power allocation factor and maximum secrecy rate are

presented in Table 3.3.
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Exhaustive Search Method (ES)

The algorithm that tries every possible solution of an objective
function is known as exhaustive search. It is the simplest of all search
methods. This method evaluates the objective function at a
predetermined number of equally spaced points J. After finding the
function values for all the possible combinations of dependent
variables, the maximum function value is identified and the
parameters that provide the maximum function value are considered
as optimal values. Although exhaustive search is conceptually simple
and often effective, such an approach to problem solving is
sometimes considered inelegant (J Nievergelt, 2000). The
computational complexity of exhaustive search algorithm is found to
be O (2").

3.6 Numerical Results and Analysis

In this section, the results based on numerical computations for the
two-hop AF and DF cooperative schemes are presented to validate
the performance of the proposed relay selection algorithm. A two-
dimensional topology for the simulation setup is considered as shown
in Fig. 3.3, where the coordinates of the source and destination are at
points (0, 0) and (10, 0) respectively and N trusted relays are
distributed dispersedly between them. The eavesdropper is moved
from source to destination, i.e., from (0, 10) to (10, 10). Monte-Carlo
simulations with 10° independent trials are executed to find the
results. The effect of (i) the relevance parameters (o and p) of the
proposed algorithm; (ii) power allocation factor (a); and (iii) the

number of relay nodes (N); on secrecy rate are examined and the
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results are presented. For EPA strategy, equal power is allocated to
source and relay nodes, and for OPA, derivative method and
exhaustive search algorithms are used for power optimization.
Rayleigh fading channel is assumed. The summary of the simulation

parameters are presented in the Table 3.2.

© o
N x
(0,0) (10, 0)

Fig. 3.3 Network topology

Table 3.2 Simulation Parameters

Parameters Specification
Total transmit power (P) 30 dBm

Path loss coefficient (L) 3

Number of relay nodes (N) 20

SNR 10dB

Power allocation factor for EPA (a) | 0.5

Fig. 3.4 presents the secrecy performance of AF and DF transmission

protocols with proposed and traditional BRS and PRS schemes for «
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= f =2. For proposed AF and DF BRS schemes, (3.23) and (3.25)
respectively are used for selecting the relay and for proposed AF and
DF PRS schemes, (3.20) is used for selecting the relay. Similarly,
(3.24) and (3.26) are used to find the relay for traditional AF and DF
BRS schemes respectively whereas (3.21) is used for selecting the
relay for AF and DF PRS schemes. Then the secrecy rate is computed
by using (3.29) and (3.30) for AF and DF respectively. In the
simulation model, the curves for the proposed and traditional schemes
overlap as the best relay selected is the same in both cases. With the
same performance as traditional algorithm, the proposed algorithm
has the flexibility to find the secrecy rate in three different cases, i.e.,
in the case of a traditional wireless scenario, in a fading and path loss

models and its performance is illustrated in Fig. 3.5.

It is evident from the figure that secrecy increases with source-
eavesdropper distance. This is because when the distance between the
source and eavesdropper increases, the received signal power at the
eavesdropper from both the source and relay decrease, which
increases the secrecy. The eavesdropper has more chance to intercept
the information when it comes near to the source and therefore
system becomes insecure. Since only source to relay channel is
considered in PRS, it shows poor performance when compared to
BRS. For DF transmission scheme, we take the assumption that the
relay completely decodes the message. This is because the selected
relay produces less decoding errors as its channel has got good
channel properties compared to other relays. With this assumption,
DF protocol shows better secrecy performance compared to AF for
both PRS/BRS schemes.
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Fig. 3.4 Secrecy performance of AF/ DF protocols with proposed and
traditional BRS and PRS schemes

The proposed relay selection algorithm finds the secrecy rate in three
wireless scenarios depending on the values of the relevance
parameters o and f and is illustrated in Fig. 3.5. The scenario maps to
i) a traditional wireless model for equal values of « and g, where
both G and h are given equal preference; ii) a fading model when a is
zero and f is non-zero, where only h is significant; and iii) a path loss
model when £ is zero and « is non-zero, where only G is significant.
For the simulation, we chose the values as o = g = 2 for the
traditional model « =0 and g = 2 for fading model and =2 and g =
0 for the path loss model. If we consider the same channel
coefficients, for both AF and DF protocols, the secrecy performance

for equal values of a and g is the highest, and the system exhibits the
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same secrecy performance as traditional best relay selection scheme.
For unequal o and g values, the secrecy performance is less as the
relevance of one of the parameters is varied with respect to other. If
one of the parameters is zero as in the second and third cases, the
influence of only non-zero parameter is considered; hence secrecy is
reduced. Thus by choosing relevance parameters different wireless
scenarios can be selected. This shows the flexibility of the proposed
relay selection scheme that can be applied to different wireless
scenarios. The path selection process of ACO algorithm was
explained in Table 3.1.
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0.2

Fig. 3.5 Secrecy performance of proposed AF/DF BRS scheme for
different values of relevance parameters

Fig. 3.6 illustrates the secrecy performance on power allocation factor

a when eavesdropper lies near to source, with a = f = 2. The
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eavesdropper near to source is considered for the analysis as it is the
worst case of insecurity; since it gets more chance to interrupt the
signal than when it is away from the source. Power requirement in
cooperative networks depends on the position of relay and
eavesdropper. For PRS, relay close to source is selected and for BRS,
relay at the center of the network model is selected as best relays.
Therefore, PRS requires less source power Ps for transmission than
that required for BRS. The maximum secrecy is reached when a = 0.5
for BRS and a = 0.1 for PRS; i.e., when Ps = 0.5W and 0.1W for BRS
and PRS schemes respectively. As discussed before, for the case
when relay can decode the exact signal transmitted, the performance
of DF is better for both schemes. It is clear from the figure that PRS
does not show considerable performance improvement as only source
to relay channel is considered. For other eavesdropper positions,
performance is similar to worst case, but with high secrecy due to

increase in the source-eavesdropper distance.

Fig. 3.7 shows the effect of number of relay nodes N on secrecy when
the eavesdropper is near to source. For AF and DF protocols, the
secrecy increases with relay nodes for both PRS/BRS schemes. This
is because the probability of choosing a better helper increases when
more number of intermediate nodes is deployed. This in turn shows
the benefits of using multiple relays against eavesdropping. However,
it can be seen from the figure that when the number of relay nodes
continues to increase, the secrecy rate increases slowly and gets
saturated. This indicates that there is a limit to improve the secrecy

through increasing the relay nodes (Li Wang et al., 2014).

66



T
—@— DF BRS
=== AF BRS ||

=—f— DF PRS

08 == AF PRS ||

0.9

0.7 .

0.6 §

0.5 .

0.4 ]

0.3 4

Secrecy Rate (bits/s/Hz)

0.2 .
0.1 N

0 At O

-0.1 1 I I L L 1
0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

Power allocation factor (a)

Fig. 3.6 Effect of a on secrecy for the proposed AF/DF schemes

1

0.9

o
o

o
3

0.6

Secrecy Rate (bits/s/Hz)

o
o

04 —@— DF BRS ||
’ —— AF BRS
=—&— DF PRS
—@— AF PRS
03 1 1 1
5 10 15 20 25

Number of relay nodes (N)
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In Fig. 3.8 a and Fig. 3.8 b, the variation of gfor « =1 and o =5 for
AF and DF schemes is plotted against secrecy for eavesdropper near
to source i.e., E (0, 10). The best relay and hence the secrecy rate
depends on the values of relevance parameters « and S. For both the
curves, the secrecy rate is maximum for equal values of relevance
parameters but it decreases when one of the parameters is varied with
respect to other, i.e., for a = 1, secrecy rate reduces with increase in
p, and for a = 5, secrecy increases with £ giving its maximum at g =
5 and thereafter it reduces. For fixed « and « >/, if the relevance of
[ increases secrecy increases and vice versa. The advantage of
choosing high « and g values is that, the variation can be done over a
wide range depending upon the network scenario, which further helps

to analyse the performance of the system under consideration.
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Fig. 3.8a Secrecy versus g of proposed AF BRS scheme for o =1 & 5
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Fig. 3.8b Secrecy versus £ of proposed DF BRS scheme for a =1 & 5

Table 3.3 gives the comparison of the power optimization by
gradient-based and exhaustive search algorithms with EPA strategy;
for the case of best relay position. The gradient-based method uses
second derivative test to find the maxima of the function; i.e., the
concavity of the function at a critical point determines whether it has
got a maximum/minimum at that point. Exhaustive search method is
the simplest of all search methods, accurate results could be obtained
for smaller step size 6 or larger number of iterations m. But this

method is computationally inefficient and time consuming.

The results presented in the table for the BRS and PRS schemes show
that the secrecy with OPA methods is better compared with that of
EPA strategy. For BRS, the best relay is the one that has the same
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source-relay SNR (ysr) and relay-destination SNR (yrq) and normally it
lies at the centre of the network model and therefore requires same
source and relay powers. For PRS, relay close to source is selected
and therefore it requires less Ps Therefore EPA with PRS shows less
secrecy performance when compared to OPA methods. A good match
could be observed between the results of derivative and exhaustive

search methods from the table.

Table 3.3 Comparison of OPA and EPA results

Rela Exhaustive
Transmission Y Derivative search method
rotocol selection Method m =20 EPA
P scheme -
a R a R a Rs

BRS 0.5029 | 0.6523 0.5 | 0.6509 | 0.5 0.65

AF
PRS 0.1461 | 0.2184 | 0.15 | 0.2181 | 0.5 | 0.1612
BRS 0.5999 | 1.06362 | 0.55 | 0.9951 | 0.5 | 0.934

DF
PRS 0.0213 | 0.18602 | 0.025 | 0.2681 | 0.5 | 0.174

A comparison of OPA/EPA based secrecy rate as a function of
eavesdropper position for AF is illustrated in Fig. 3.9. The OPA with
gradient method shows better performance compared with other
methods. Power is allocated based on the position of relays and
eavesdropper in OPA; whereas in EPA equal power is allocated,
hence EPA shows less performance for the relays near to source and
destination. EPA performance is good only for symmetric case when
vsr = yrg; 1.€., fOr the relay at the centre of the network model as is the

case with BRS. Similar is the performance with DF scheme.
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Fig. 3.9 Comparison of OPA and EPA results of AF BRS/PRS
schemes

3.7 Chapter Summary

This chapter proposed a relay selection technique based on the
probability of path selection criterion of Ant Colony Optimization
algorithm, for two-hop cooperative networks employing amplify-and-
forward and decode-and-forward transmission protocols, in the
presence of a passive eavesdropper. By equal power and optimal
power allocation strategies, the secrecy is evaluated in three wireless
scenarios namely traditional, path loss and fading models; depending
on the significance of channel gain and fading coefficients of the path.
The performance is evaluated for partial relay selection and best relay
selection schemes and for different eavesdropper position. Numerical

results by Monte Carlo simulations through MATLAB show the
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merits of the proposed relay selection scheme in terms of secrecy rate
in different wireless scenarios as compared to traditional schemes.
The effect of number of relay nodes on secrecy is also examined. It is
found that increasing the number of relay nodes improves the secrecy
rate for both AF and DF BRS/PRS schemes, showing the advantage
of exploiting multiple relays against eavesdropping. However, when
the number of relay nodes continues to increase, the secrecy rate
increases slowly and gets saturated.

Perfect secrecy cannot be always guaranteed by relay selection
techniques because the secrecy rate will reduce or even drop to zero
when the legitimate channel conditions are poor. Cooperative
jamming is an efficient technique to overcome this problem. The
proposed relay selection algorithm based on ACO, exploiting the
channel gain and fading coefficients is used in the jamming schemes

addressed in the following chapters.
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Chapter 4
Enhancing Secrecy via Power Optimized
Source and Relay Based Jamming

4.1 Introduction

Cooperative communication can efficiently mitigate the effect of
fading with the help of relays and proper relay selection techniques.
In a cooperative communication system intermediate nodes are
utilized as relays to forward the data from source to destination over
independent wireless channels. Relay selection in the cooperative
system; where a single relay or subset of relays are used to forward
data; has been considered as an effective method to improve the
performance of cooperative communication (A. Bletsas et al., 2006;
A. Bletsas et al., 2007; X. Chen et al., 2011). Relay selection
overcomes the inefficient spectral usage of cooperative relays.
However, when it comes to secrecy, it cannot always guarantee
perfect secrecy because the secrecy rate will reduce or even drop to
zero when the legitimate channel conditions are poor. Cooperative

jamming (CJ) is an efficient technique to overcome this problem.

Recently, cooperative jamming has emerged as a promising technique
to enhance wireless PLS (R. Liu and W. Trappe, 2010). The
jamming signals in cooperative jamming technique can create
interference at the eavesdropper; thereby reduces the SNR at the
eavesdropper which further enhances the secrecy. The power
allocated to the jamming signal should be high enough to interrupt the

received signal at the eavesdropper; however allocating too much



power on the jamming signal can degrade the signal quality at the
destination. Thus, it is essential to assign optimum power to the
jamming signals so as to maximize the secrecy rate (L Dong et al.,
2010). Cooperative jamming techniques can be implemented by the
networks nodes, i.e., source, relay or destination; or two of the nodes,
i.e., source and destination or source and relay to transmit the
jamming signals. Accordingly, CJ is of source based jamming (SBJ),
friendly jammer based jamming, destination based jamming (DBJ)
and hybrid jamming; depending on which node/nodes are

transmitting the jamming signals.

In this chapter, an OPA scheme based on gradient-free optimization
algorithm for a hybrid jamming scheme is proposed to enhance the
secrecy of cooperative relay networks. Being a low complexity
protocol, AF relaying protocol is used in the work. The proposed
source and relay based jamming scheme (SRBJ) allows the source
and selected relay to transmit the jamming signal along with the
information in order to degrade the eavesdropper. The performance
based on secrecy rate is evaluated for N trusted relays distributed
randomly between the source and destination. The best relay in the
network model is selected based on the path probability selection

criterion of ACO algorithm, which is explained in Section 3.4.

This chapter is an extension of the work presented in (A Li et al.,
2015) with cooperative relays and OPA problem. In contrast to (A Li
et al., 2015), where only one relay node without power optimization
is considered to ensure security, the problem of multiple relays and

relay selection technique together with OPA is considered here. OPA
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strategy normally adopts gradient-based optimization methods to
maximize the secrecy rate. But, gradient-based methods have
problems with noisy and discontinuous functions, non-differentiable
functions and/or constraints, mixed variable functions or functions of
large dimensionality (J. A. Nelder and R. Mead, 1965; Joaquim R. R.
A. Martins, 2012). Since the secrecy rate in the proposed method is a
non-linear function of three independent variables, it is difficult to
find the partial derivatives of the function at all relay positions so as
to do the gradient-based optimization for maximizing the secrecy. So,
Nelder-Mead method, a gradient-free optimization method is used
here for power optimization (J. A. Nelder and R. Mead, 1965). In
addition to that, we also analysed the power allocation problem based
on two benchmark schemes - gradient-based optimization and three-
dimensional exhaustive search algorithms. The secrecy performance
is compared with conventional AF and jamming scheme without
power optimization (EPA) and impact of single and multiple relays
on secrecy performance is also evaluated. Numerical results reveal
that, compared with the gradient-based method and exhaustive search
algorithm, the proposed power allocation strategy achieves better
performance. Also, the proposed OPA results show a significantly
higher secrecy rate than the EPA strategy for both SRBJ and AF

schemes.

4.2 Transmission Scheme

4.2.1 Source and Relay Based Jamming Scheme
The system model given in Fig. 3.1 is considered here. A practical

scenario where random distribution of intermediate nodes between
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the source and destination, and direct links exist between source to
destination (S-D) and source to eavesdropper (S-E) are considered.
Here, the source and the selected relay send jamming signals along
with the information in order to degrade the eavesdropper with the
assumptions that a legitimate receiver (relay or destination) has
apriori  knowledge of the jamming signal, which could be
implemented in practice with a small amount of overhead (L Dong et
al., 2011). Assuming the channels to be quasi-static and the channel
knowledge is available; the jamming signals can be completely
removed from the signal received at the legitimate receivers. The

proposed transmission scheme is shown in Fig. 4.1.

o —y Main link

» Wiretap link

Xg+flzg

Fig. 4.1 Proposed transmission model

The relay R is the selected trusted relay, n,; and nz, are the jamming
signals added at the source and relay respectively. Since the relays
operate in half-duplex mode, they cannot transmit and receive
simultaneously. Hence, the signal transmission involves two phases,
i.e., the broadcast phase and the relaying phase. The source
broadcasts the signal xs with power aasP and jamming signal n,; with

power a(l-as)P during the broadcast phase of the transmission. a €
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(0,1) and as € (0,1) denote respectively the power allocation between
the source and relay and between the information (x;) and jamming
signal(n,,) at the source.

The signal from the source is given by

x=.Jaa,Px, +/a(l-a,)Pn, (4.1)

The wireless channel is characterized by the channel gain G and
fading coefficients h (M. Dohler, Y. Li, 2010). The signal received at
the k™ relay, destination and eavesdropper is expressed as

Yso, = \laaSPGSRk hSRk X, +4/all- as)PGSRk hSRan1 g 4.2)
Yso =83PCephepX; + a(l_as)PGSDhSDn21 +hp, (4.3)

Yse =+/88,PCgchc X, + a(l_as)PGSEhSEnzl +Ng (4.4)

The channel gain Gj; between the nodes i and j is dependent on the
distance between the nodes and is given by (3.4). We assume that the
channel gains are acquired from CSI of a system by using a reference
signal and all relays in the system are aware of the used power for the
transmission of a signal. The relay selection is done prior to the
second phase of transmission. The relay cancels out the noise from

the source as it has apriori knowledge of the same.

During the second phase, the selected relay amplifies and forwards
the signal with another jamming signal nz, independent of nz to
destination. The powers allocated to the information and jamming
signals from the relay are (1-a)a,P and (1-a)(1-a;)P respectively,

where a; € (0, 1) denotes the PA between the information (xg«) and

77



jamming signal (n,) at the selected relay. The signal transmitted by

the relay is therefore expressed as

= /(l-a)a PO Y + +(1-a)(1- a,)Pn, (4.5)

The amplification factor g at the k™ relay (ratio of the relay power to

the power of the received signal at the k™ relay) is

:[ (1-a)P
\I|GSRk hee, |2 aa,P+oy’

(4.6)

The power of the signal received at the relay is obtained from (4.2).
The received signal at the destination and eavesdropper nodes with
the assumption that the vector g is known at the destination and

eavesdropper is

Yroo =y8&8, PG, hSRkG hR p 9 X +\/EGRthRkD gng +
J@-a)1-a,)PG, he on, +n, (4.7)

yRkE = aasarPGSRk hSRkGRkEthE g X +\/EGRkEthE g an +
J@-a)1-a,)PG,chc n, +ng, (4.8)

The destination node cancels out the noise and the overall SNR
applying MRC is given by

) |GSDhSD|2 + gzaasar P‘GSRk hSRk ‘2 ‘GRthRkD i

}/DSRBJ

2
Op g a

2 2, 52
rRD/RD| Or TOp

a(l-a)a.a,
= aa, ) + (1-2)a.a 75 Voo (4.9)

1+ aa;ysg, t - a)aﬂ/RkD
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The SNR at the eavesdropper applying MRC is given by

_ aa,P|Gghe |
a(l-a,)P|Gghy.|* + o2

yESRBJ

2

2 2
g aasarP‘GSRk hSRk ‘GRkEthE

g Za.r GRkEthE ‘2 O-RZ +(1-a)l-a)P ‘GRkEthE ‘2 + GEZ
_ a8,y
1+a(l-a)rs
a(l-2)aa 7 7ee
1+aayys + 1- a)yRkE +a(l-a)a,(1- ar)VSRk VRE

(4.10)

where y;; , the instantaneous SNR between the nodes i and j is given
by (3.10)

Assume that all the noise variances are equal. i.e., or” = op> =oe>. The
destination cancels out the noises send by the source and relay, which

enhances the reliability results from cooperation diversity.

4.2.2 Performance Analysis
The instantaneous secrecy rate for the proposed jamming scheme is
obtained by substituting (4.9) and (4.10) into (3.17).

1+ ’
RS — 1 Iog2 7/DSRBJ
'SRBJ 2 1+ 7/ESRBJ

a(l—-a)a.a
l+aay, + ( )a, Vs, VR,D

:I-"'aas7’5Rk +(1_a)ar7/RkD
aay + a(l- a)asaryst VRE
1+al-a)ye 1l+aayeg +(1-a)yge +all-a)a(l-a)ys Yre

+ (4.11)

1
= EIng

where [x]" = max{0, x}; and the secrecy rate becomes (Lu Lv et al.,
2017),
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RSSREJ (a, as, ar) =

a(17 a)asar}/sl?k 7RkD

1+aa +
7o :I-"'aas}/SRk +(1_a)ar}/RkD

max E
a,a,,a, €(0,1) 1+

aayse i a(l- a)asar}’srak VRE (4 12)
1+al-a)rse 1+aayg +(@-a)yge tall-a)a,(1-a,) 7 Yre )

The best relay R is selected using the probability of path selection
criterion of ACO algorithm (3.23). NM method is applied to the
function in (4.11) to estimate the optimal values of a, as and a, for
maximizing the secrecy rate. Since NM method finds the minimum of
a function, the function is inverted to get the maximum value. For
EPA scheme, the secrecy is obtained by taking a = a;= a = 0.5. In
this algorithm, the power is optimally allocated between the signals;

hence Rs> 0 is achievable.

4.3. Nelder-Mead Algorithm for Optimal Power Allocation
4.3.1 Introduction

The Nelder-Mead (NM) algorithm is a gradient-free optimization
method devised by J.A. Nelder and R. Mead in 1965. It is one of the
most widely used methods for multidimensional non-linear
unconstrained optimization (J. A. Nelder and R. Mead, 1965). The
benefits of gradient-free optimization method are i) its ability to solve
problems that are difficult to solve using gradient-based methods ii) it
does not require any derivative function for computation and iii) the
objective function need not be smooth. However, this method has
problems with large number of design variables; i.e., if the number of
variables exceeds ten, convergence would be really difficult
(Emmerich M.T.M., Deutz A.H, 2018).

NM algorithm is used for minimizing a function f of n variables
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depending on the function values at (n+1) vertices of a general
simplex (J. A. Nelder and R. Mead, 1965). The simplex is a
geometric figure in n dimensions with n+1 vertex. A simplex with
vertices Xi, Xp, ...., Xn+1 18 denoted by A. The algorithm starts with this
simplex and then modifies it at each iteration using four operations
namely reflection, expansion, contraction and shrinking. The
operations to be performed are selected on the basis of the relative
values of the objective function at each point. After each iteration, the

vertices {x;}""" are ordered according to the function values

f(X) <F(Xe) Zovvvvr < F(Xere1) (4.13)

Because we seek to minimize the function f, we refer to x; as the best
vertex and to X,+1 as the worst vertex. After each iteration, the worst
vertex, where the function value is the largest, is removed and
replaced with a new vertex. This forms a new simplex and the search
is continued. At the end, the vertex of the simplex that yields that
most optimal objective value is returned (John H Mathews and Kurtis
K Fink, 2004). Four scalar parameters are defined for NM method:
coefficient of reflection (p), expansion (y), contraction (¢), and
shrinkage (»). According to (J. A. Nelder and R. Mead, 1965), these
parameters should satisfy

p>0,y>1,w>p;0<e<l;and0<r<1 (4.14)

The universally accepted standard values for the NM algorithm are

p=1,y=2;e=%;and yr = %.

Since the secrecy rate of the proposed work is dependent on three
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variables corresponding to the power allocation factors a, as and ay;

the simplex is a tetrahedron (4 vertices) in 3-dimensional space.

4.3.2 Steps in NM Algorithm

The main steps in NM algorithm are presented here (Fuchang Gao,
Lixing Han, 2010). Let the function to be minimized be f which is our
Rs.

1. Generate the simplex

The first step of the simplex algorithm is to find the n+1 points of the
simplex, given an initial guess X,. This can be easily done by simply
adding a step to each component of X, to generate n new points.
Simplex of equal length is preferred; assuming that the length of all
sides is r (r = 1), and the initial guess X, be the (n+1)" point. The
other vertices of the simplex are obtained by adding a vector to the
initial guess, whose components are all g except for the i"" component

which is set to p, where

r
q:m("’” 1-1) (4.15)
r
p_q-|-E (4.16)

In our case, n = 3, so there are 4 vertices; each vertex is having three
components corresponding to the power allocation factors - a, as and
ar . Therefore, for a simplex of three variables, the four vertices {x;,
X2, X3, X4} are [p, 0, q], [a, p, 4, [q, 9, p] and the initial guess X,. The
initial guess for the proposed scheme is taken as [0.5, 0.5, 0.5],
assuming that the EPA provides fairly good results. After generating
the initial simplex, evaluate the function at the four vertices of A, and

order them so as to satisfy (4.13).
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2. Reflection
The reflection point x; is computed as
X, =X+ p(X—X,,1) (4.17)

where the centroid of n best vertices x is defined as

X = Zl‘,% (4.18)

The function is then evaluated at x;; if f (x;) <f (x;) < f (x,), replace
Xn+1 With X,
3. Expansion
If f (X;) < f (x1), the expansion point x, is computed as
X, =X+ (X, —X) (4.19)

The function value at x. is evaluated; if f (x) < f (x;), replace Xn+1
with x., otherwise replace X,.1 with X;.
4. Outside contraction
If f (Xn) < f(Xr) <f(xn+1), OUtside contraction is performed

Xoe = X+&(X; —X) (4.20)
Evaluate the function at Xoc; if f (Xoc) < f (X;), replace Xn+1 With Xoc ;
otherwise shrink (step 6).
5. Inside contraction
If f (X;) > f(Xn+1), Inside contraction is done

Xic =X—&(X, —X) (4.21)
The function at x; is evaluated: If f (xic) < f (Xn+1), replace Xn+1 With X;c
; otherwise shrink (step 6).

6. Shrink

For 2 <i < n+1, define shrinking function as
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Xi= X1+ ¥ (Xi- X1) (4.22)
This completes the iteration and new simplex is formed with new

points for the next iteration.
The structure of NM algorithm is shown in Fig. 4.2.

Generate a new simplex

l

Perform
reflection f expansion/ contraction

No

Is sufficient
progress?

Replace a point Replace one point

Is minimum
attained?

Fig. 4.2 Flowchart of NM algorithm
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4.3.3 Computational Complexity of NM Algorithm

If y(n) represents the number of operations needed for the
computation of the function f(x), for a given x € R" ; then the worst
case behavior for one iteration of NM algorithm is given by (Zhao Q.

H. et al., 2009)
i) max{O (nlog n), O (y(n))}, if shrinking step is not used
i) O (ny(n)), if shrinking step is used. (4.23)

4.4 Benchmark Schemes

4.4.1 Conventional Amplify-and-Forward Scheme (AF)

The conventional AF relaying protocol described in detail in Chapter
3 is used here for comparison. Here, the total power (P) is allocated
between the source and relay with Ps= axeP and P, = (1-aar)P, where
aar € (0, 1) is the PA between them. These nodes then transmit the
signal with all the available power. The instantaneous secrecy rate for
the conventional AF scheme is obtained by (3.29) and it can be

expressed as

+

A (L-a, )75Rk VR.D

I+aurs, + (124 )7g0 (4.24)
A (L—aye )75Rk VRE

I+aersg + a- aAF)J/RkE

1+asrs +

1
RsAF (aAF) = Elogz

1+aueys +

For AF scheme, we need to optimize only one power allocation factor
aar for maximizing the secrecy rate. One dimensional optimization
by NM method is not reliable (Lagarias J C et al., 1998), hence
derivative method is used. The secrecy rate maximization is done by
gradient-based method i.e., by means of differentiation, by taking the
derivative of the function to determine the optimum value of aar that

gives the maximum secrecy rate.
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4.4.2 Direct Transmission Scheme (DT)

This subsection gives the secrecy rate of conventional direct
transmission without relay. In direct transmission scheme, the source
transmits a signal xs, (E (Jx°) =1) with power P and this signal is
received by the destination and eavesdropper. The SNR at the

destination ,, and eavesdropper . for DT is given by

PG h..|’
Vo = Lﬂ . (4.25)
Op
P|Gechse |
ye, =y (4.26)
O

Therefore, the secrecy rate of conventional direct transmission

without relay is

1+
R, =log,| =~/ (4.27)
DT 1+7/SE

4.4.3 Direct Transmission Scheme With Jamming (DT WJ)
The source transmits the jamming signal along with the information

in order to confuse the eavesdropper. If P is the total transmit power,
the signal transmitted by the source is

x=a,Px, +,/(L-a,)Pn, (4.28)

where as is the power allocation factor at the source. The signal is
received at the destination and eavesdropper and the corresponding
SNR is

a,P|G hy |’
7 Doty :LDzSIJ:aJSD (4.29)

Op

86



asP|GSEhSE|2 _ & 7se

7 = = (4.30)
o (1_as)P|GSEhSE|2 +O—E2 1+(1-a)7s
Therefore, the achievable secrecy rate of DT WJ is
1+y
R, =log,| — " |=Jog, 1+as (4.31)
DTWJ 1+ Eorug as Vse

1+ (1_as)}/SE

4.5 Numerical Results and Analysis

To verify the validity of the proposed algorithm, the following
simulations are conducted. We used the same topology for the
simulation setup and the simulation parameters as in Chapter 3. A
two-dimensional plane as shown in Fig. 3.2 is assumed, where the
coordinates are set to (0, 0) for source and (10, 0) for destination;
with N trusted relays, and the eavesdropper is moved from S-D.
Monte-Carlo experiments with 10° independent trials are carried out
to obtain the results. a = a; = a, = 0.5 for EPA strategy; Rayleigh
fading channel is assumed. For proposed jamming scheme, the OPA
factors and secrecy rate are estimated by NM method, and its
performance is compared with gradient-based optimization and
exhaustive search algorithms. The secrecy performance of SRBJ is
also compared with conventional AF scheme. OPA factors for AF
scheme are obtained by gradient-based method and exhaustive search
algorithms. The effect of (i) the relevance parameters (o and $) of the
proposed algorithm; (ii) source and relay signal and noise power
allocation factors (as and ay); and (iii) the number of relay nodes (N);

on secrecy rate are examined and the results are presented.
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Fig. 4.3 presents the comparison of secrecy performance of the
proposed jamming scheme with conventional AF and direct
transmission schemes with respect to eavesdropper position. For
simulation, equal values of the relevance parameters o and g are
considered for the analysis (o = = 2) as it gives the best secrecy
performance [Fig. 3.5, Chapter 3]. For proposed schemes, the best
relay is selected with the chosen a and £ values using equation (3.23).
The secrecy rate for the proposed model is calculated using (4.12)
and that of the benchmark schemes by (4.24), (4.27) and (4.31) for

different eavesdropper position.

Secrecy Rate (bits/s/Hz)

0 1 2 3 4 5 6 7 8 9 10
Eavesdropper Position

Fig.4.3 Secrecy rate versus eavesdropper position of the proposed and
traditional schemes

It is clear from the figure that the secrecy rate of all the schemes

increases when the distance between the source and eavesdropper
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increases and vice versa. This is because the received signal power at
the eavesdropper from both the source and relay decreases with source-
eavesdropper distance, hence secrecy increases. The eavesdropper has
more chance to intercept the information when it comes near to source
and the system becomes insecure. But the jamming signals transmitted
from the source and relay can reduce the SNR of the eavesdropper
while they have no influence on the SNR of the legitimate channel.
Therefore, performance with jamming is better than that of the system
without jamming; i.e., SRBJ outperforms the other schemes. Further,
the negative secrecy rate of DT is improved by jamming as in DT WJ

scheme.

Fig. 4.4 shows the secrecy rate versus eavesdropper’s position of
proposed SRBJ and traditional AF relaying schemes for different
values of relevance parameters « and . Since the channel gain G and
fading coefficients h defining a wireless channel are considered
separately, the proposed algorithm has the flexibility to find the
secrecy rate in three different cases, i.e., in the case of a traditional
wireless scenario, in a fading and pathless models. The model maps
to 1) a traditional wireless model when o = g = 2, ii) a fading model
when a = 0 and £ =2 and iii) a path loss model when =2 and g = 0.
Equal values of a and f correspond to a traditional wireless scenario
where both G and h are given equal preference. The secrecy is highest
for equal values of « and g irrespective of their numerical values, if
we use the same simulation parameters. For unequal « and /£ values,
the secrecy performance is less as the relevance of one of the

parameters is varied with respect to other. If one of the parameters is
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zero, we consider the effect of non-zero parameter while keeping the
other one constant. For the proposed second case (e =0 and g = 2)
the scenario maps to a fading model where only h is significant and
for the third case (e =2 and # = 0), the scenario maps to a path loss
model where only G is significant. This shows the flexibility of the
proposed algorithm to find the secrecy of different wireless models
by choosing different values for relevance parameters. Similar is the
secrecy performance with AF but with less performance compared to
SRBJ.

16 T T T T T T T T T
=== alpha=2 beta=2
==—dbe=—= alpha=0 beta=2

14 =——8— alpha=2 beta=0

Secrecy Rate (bits/s/Hz)

0 1 2 3 4 5 6 7 8 9 10
Eavesdropper position

Fig.4.4 Secrecy rate versus eavesdropper position of SRBJ and AF
schemes for different values of o and g

Fig. 4.5 demonstrates the comparison of secrecy rate among OPA and
EPA strategies for SRBJ and AF transmission schemes in terms of
eavesdropper position. From the figure, it is clear that the secrecy
performance is better for OPA strategy compared to EPA for both
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schemes. This is because, in OPA scheme the system allocates power
to the nodes based on the position of relay and eavesdropper; whereas
in EPA, the transmitting nodes are allocated equal power (0.5P)
irrespective of the position of relay and eavesdropper.

1.5 T T T T T T T
=—tt—= SRBJ OPA

14 ==#-=SRBJ EPA
-8 AF OPA

—-@-=AF EPA

1.3

1.2

1.1

1

0.9

Secrecy Rate (bits/s/Hz)

0.8

0.7

0.6

0.5

0 1 2 3 4 5 6 7 8 9 10
Eavesdropper Position

Fig.4.5 Comparison of secrecy rates among CJ/AF OPA/EPA
strategies in terms of eavesdropper position

Fig. 4.6 shows the variation of power allocation factors,
corresponding to the OPA results of SRBJ and AF schemes of Fig.
4.5 when o = #=2. The power allocated to information and jamming
signals at the source and relay nodes depend on the position of relays
and eavesdropper; hence the power allocation factors. Since the
selected relay appears at the center of the network model in the best
relay position, source and relay nodes require equal power for

transmission; hence, a takes the value of 0.5 approximately, i.e. it lies

91



within 0.49 to 0.56 for different eavesdropper position. When
eavesdropper lies near to source more jamming power from the
source (1-as) is needed, whereas when it appears near to relay node,
more jamming power from the relay (1-a,) is needed so as to confuse

the eavesdropper and it is clearly understood from the figure.

0.7

0.65 |

0.6

0.55

0.5

Power allocation factor

0.45

0.4
0 1 2 3 4 5 6 7 8 9 10

Eavesdropper Position

Fig. 4.6 Power allocation factors versus eavesdropper position when
a=p=2

Table 4.1 gives the comparison of the proposed OPA strategy based
on NM method with the gradient-based optimization and three
dimensional exhaustive search algorithms; for the case of best relay
position. The results presented in the table 4.1 for the symmetric case
with E near to source show that the proposed NM method gives best
secrecy performance compared to other methods. The best relay is the

one that has the same source-relay SNR (ysr) and relay-destination
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SNR (yrg). Such relay normally appears in the middle of the source
destination pair. Since the secrecy rate given by (4.12) is a nonlinear
function of three independent variables, for the asymmetric case
where ys >> g Or psr << yrq; the derivatives of the function in
gradient-based optimization method are complicated to compute,
rather it is time consuming and may not produce results. But for NM
method, since the objective function need not be differentiable, it is
easy to get the results for all relay positions. The steps involved in
gradient-based method for secrecy rate maximization are given in
Appendix 1, Part A.

Table 4.1 Comparison of proposed NM method with gradient-based
and exhaustive search algorithms for the best relay position

Optimization
parameters/
Secrecy rate

Nelder- | Gradient- Exhaustive Search method
Mead based

(bits/s/Hz) Method method m=20 m=40 m =100 m =500
0=0.05 | 6=0.025 | 6=0.01 | ¢=0.002

a 0.574444 | 0.567594 0.55 0.575 0.57 0.576

as 0.479125 | 0.479494 0.5 0.475 0.48 0.486

ar 0.485786 | 0.476274 0.5 0.475 0.48 0.48

Rs 1.225344 | 1.219525 1.223 1.2238 | 1.2248 1.2251

Exhaustive search method is the simplest of all search methods,
accurate results could be obtained for smaller step size ¢ or larger
number of iterations m and is clearly understood from the results of m
= 20, 40, 100 and 500. The results are obtained by simulation and the
corresponding plot that show maximum secrecy for m = 20 is given in
Fig. 4.7. The exhaustive search method is a simultaneous search

method in which all the experiments are conducted before any
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judgement is made regarding the location of the optimum point. So it
is time consuming. This method is computationally inefficient
especially when dealing with problems of higher dimensionality,
hence this method replaces with heuristic approach.

The computational complexity of gradient method and exhaustive
search algorithm is explained in Chapter 3 and that of NM method in
4.3.3. Though the complexity of gradient method seems to be less, it
may not converge or produce optimal results at all relay positions

because of non-linear secrecy rate function.

a=0.55

Secrecy rate (bits/s/Hz)

Fig. 4.7 Secrecy rate as a function of power allocation factors a, a; &
ar for SRBJ scheme

In exhaustive search algorithm, sometimes there is a chance to miss
out the maximum value obtained with larger step size, if the step size
is not uniformly increased as multiples of initial step size. i.e., the
maximum obtained with step size 0.025 may not be considered for
the case with step size 0.002.

For performance comparison, the conventional AF scheme with

94



gradient-based optimization and exhaustive search method are
presented in Table 4.2. Here, only one power allocation factor aAF
need to be optimized for maximizing the secrecy rate given by (4.24)
and derivative method is used for optimization. One dimensional
exhaustive search method for m =20 is done by simulation and the
corresponding plot is given in Fig. 4.8. A good match could be
observed between the results of derivative/exhaustive search
methods.

e
3
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Y: 0.6496

Secrecy rate (bits/s/Hz)
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Fig.4.8 Secrecy rate as a function of power allocation factor ase for
AF scheme

Table 4.2 Comparison of gradient-based and exhaustive search
methods of AF scheme

Gradient-Based Method Exhaustive Search Method (m=20)
aar R (bits/s/Hz) anr Rs (bits/s/Hz)
0.5037 0.6501 0.5 0.6496

Table 4.3 presents the average number of iterations in terms of SNR

values for both symmetric/asymmetric cases. As the number of
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iteration varies each time the function is executed, we considered the
average number of iterations here. If the pattern is so that the
optimum is close to one point defined by the pattern, the number of
iteration may be small. On the contrary, the number of iterations may
be large if the pattern does not come close to the optimum (Lagarias J
C et al., 1998). The algorithm converges when the working simplex A
becomes sufficiently small in some sense, or when the function

values fi are close enough in some sense.

Table 4.3 Complexity analysis in terms of average number of iterations

Average number of iterations
SNR(dB) Symmetric case Asymmetric case
Vsr= Vrd Ysr=Yrd Psr< Vrd

0 142 501 502
2 98 502 502
4 94 502 502
6 86 118 502
8 84 98 502
10 86 94 302
12 88 96 102
14 86 86 104
16 82 90 98

18 78 98 94

20 80 94 92

It is clear from the table that the symmetric case requires less number
of iterations for convergence than asymmetric case. It is also evident

that the average number of iterations decreases with SNR, showing
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almost constant or less variation beyond 10 dB in both cases. When
the number of iteration increases, complexity increases which further

increases the computational time and memory usage as expected.

Fig.4.9 illustrates the comparison of OPA/EPA strategies when
secrecy rate is plotted against SNR for symmetric and asymmetric
cases. OPA achieves better secrecy when compared to EPA. For CJ
scheme, the secrecy rate increases with SNR owing to the addition of
jamming signals at the source and relay nodes. The overall SNR at
the eavesdropper reduces when noise is added which results in the
improvement of secrecy. Whereas, for AF scheme, the secrecy rate is
independent of SNR in the high SNR regime and therefore secrecy
remains constant. Being the worst case of secrecy, eavesdropper near

to source is considered for the analysis.

Case 1 in Fig.4.9 shows the performance of best relay position and
case 2 shows the asymmetric case where relay lies near to destination.
Since EPA shows good performance for the best relay position, not
much variation among EPA/OPA can be seen for all SNR range and
this can be understood from the figure. When the distance of the relay
from the source increases, the received SNR at the eavesdropper
decreases, hence secrecy increases. Therefore for case 2, OPA shows
fairly a good performance at all SNR region. For case 1, the variation
among EPA/OPA is found to be 0.0619 bits/s/Hz at 2 dB, 0.0111
bits/s/Hz at 10 dB and it increases to 0.0259 bits/s/Hz at 18 dB
whereas for case 2, the variation among EPA/OPA is found to be
0.2069 bits/s/Hz, 0.3814 bits/s/Hz and 0.4558 bits/s/Hz respectively
at 2dB, 10dB and 18dB.
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Fig.4.9 Comparison of secrecy rate among OPA/EPA strategies in
terms of SNR

The secrecy is normally evaluated in the medium-to-high SNR
regime. However, the number of iterations needed for the
optimization beyond 10 dB do not vary much, which can be make out
from the table 4.3; 10 dB is taken as the standard SNR for the

analysis.

A comparison of secrecy rate and their power allocation factors as a
function of relay distance from the source is made for SRBJ and AF
schemes and is illustrated in Figures 4.10 and 4.11; with SNR as 10
dB and eavesdropper near to source. As always, OPA outperforms
EPA because of power optimization. Since eavesdropper gets signal
from both the source and relay, the relay away from the source has

better secrecy performance compared to the one near to source or at
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center. Accordingly, for relay position 5 and above, the secrecy
performance with OPA increases and this is evident from the
variation between OPA/EPA results from the graph in figure 4.10.
When the distance of the relay from the source increases more source
power (a) is needed for transmission i.e., a and aar increases with
relay distance from source. Also more jamming power from the
source (1- as) is required when the eavesdropper lies near to source.
These are evident from the Fig. 4.11.

Secrecy Rate (bits/s/Hz)

—f— SRBJ:OPA
02%.” OPA |
=== SRBJ.EPA
—— AF:0PA
—=®==AF:EPA

O 1 1 1 1
2 3 4 5 6 7 8

Relay distance from source

Fig. 4.10 Secrecy rate versus relay distance
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Fig. 4.11 Power allocation factors versus relay distance

Fig. 4.12 shows the performance of SRBJ and AF schemes with best
relay (BR) and multiple relay (MR) participation cases. With multiple
relays, the secrecy performance is poor for the case of AF compared
to best relay, whereas for the CJ scheme, multiple relay case provides
better secrecy compared to best relay. When multiple relays send
jamming signals in SRBJ scheme, the SNR at the eavesdropper
reduces eventually which increases the secrecy rate as expected. But
it is not practical for all the relays to generate and transmit jamming
signals; hence hybrid jamming scheme with multiple relays is not

advisable.
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4.6 Chapter Summary

In this chapter, an optimal power allocation based on Nelder-Mead
algorithm is proposed for an amplify-and-forward cooperative
network with multiple trusted relays and an eavesdropper employing
source and relay based jamming scheme. The path probability
criterion of ACO algorithm is used for relay selection; and secrecy
performance in traditional, path loss and fading model wireless
scenarios are analyzed. The performance of the proposed power
optimization algorithm is compared with gradient-based algorithm
and exhaustive search methods and its complexity analysis is carried
out. The conventional AF scheme and the secrecy performance with
EPA strategy are also derived for comparison. The effect of relay

location on secrecy is also examined for both schemes. It is observed
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from the numerical results that the proposed optimization algorithm
provides better performance compared with the gradient-based and
exhaustive search algorithms. Also the secrecy performance of the
proposed scheme is superior compared to AF and SRBJ without
optimization (EPA), as power is allocated based on the position of
relay and eavesdropper. The impact of single and multiple relays on
secrecy is also evaluated for both proposed and AF schemes. The
proposed NM algorithm can be applied to any cooperative networks
like cooperative device-to-device networks, cognitive networks,
wireless powered networks etc., where power allocation problem is

critical.

The limitation of the model is the complexity in generating and
processing two jamming signals at the source and relay. The second
issue is with the nature of the relays; the jamming signal from the
source can be removed only if the relays are considered trusted. The
methods used to overcome these problems are addressed in the

following chapters.
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Chapter 5
Enhancing Secrecy via Power Optimized
Source Based Jamming

5.1 Introduction

Due to the broadcast nature of the wireless medium, transmitting
confidential information securely in the presence of eavesdroppers is
of great importance. Recently, cooperative jamming has emerged as a
promising technique to enhance wireless PLS (R. Liu and W. Trappe,
2010). In the SRBJ scheme proposed in Chapter 4, the source and
relay nodes are allowed to use some of their available power to
transmit jamming signals in order to create interference at the
eavesdropper. But SRBJ scheme has problems with i) complexity in
processing of two jamming signals at the source and relay and ii) the
nature of the relays; the noise removal at the relay is possible only if
the relay is considered trusted. With slight reduction in performance,
these problems can be mitigated by employing a single jamming

signal added either at the source or relay node.

In this chapter, a source based jamming (SBJ) scheme is proposed to
improve the secrecy of AF cooperative networks, over Rayleigh
fading channels in the presence of a passive eavesdropper (E);
utilizing the direct link between source and destination . The secrecy
is evaluated for N trusted relay nodes randomly distributed between
the source and destination. The system allows the source to use some
of its available power to transmit jamming signal in order to create

interference at the eavesdropper. The power allocation between the



source and relay nodes as well as that between the information and
jamming signals for maximizing the secrecy rate are estimated by
Nelder-Mead algorithm and their performance is compared with EPA
results. ACO path probability selection criterion for relay selection
helps to find the secrecy performance in different wireless scenarios
namely- traditional, path loss and fading models, depending on the
significance of channel gain and fading coefficients of the path. It is
observed from the numerical results that the proposed SBJ scheme
shows almost similar performance as that of the SRBJ scheme for the
best relay position. The conventional AF schemes, direct transmission
scheme with and without jamming are used as benchmark schemes
for comparison. It is observed that the secrecy performance of the
proposed OPA outperforms other schemes. Also from the complexity
analysis, it is observed that the proposed SBJ is less complex than
SRBJ.

5.2 Transmission Scheme

5.2.1 Source Based Jamming Scheme

The same system model as in Fig. 3.1 is considered here. In the SBJ
scheme, the system allocates some of its source power to transmit
jamming signal along with the information to degrade the
eavesdropper. The destination has prior knowledge of the jamming
signal send by the source, and this assumption is made by exploiting
the reciprocity of the channel between the source and the legitimate
destination (Lu Lv et al., 2017).

During the broadcast phase of signal transmission, the source

transmits the information signal xs and the jamming signal n, with
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powers aasP and a(1-as)P respectively where 0 < {a, as } < 1; where
a is the power allocation factor between the source and relay and as is
that between the information and jamming signals. The signal
transmitted by the source is given by

x =./aa,Px, +,/a(l—a,)Pn, (5.1)

The channel is represented by the channel parameters G and h
separately h (M. Dohler, Y. Li, 2010), which is helpful in applying
the ACO based relay selection algorithm. The signal received at the
k™ relay, destination, and eavesdropper during the first phase can be

expressed as,

Ysr, = +/88;PGgg N X+ Ja(l-a,)P Gg hgy N, +np (5.2)

Yoo = /a8, PG N X, ++/a(l—a,)PGghyon, + N, (5.3)
Yse =+/88,PGehee X, +/a(l-a,)PGgchgen, +ng, (5.4)

After relay selection, the selected relay amplifies the signal and
forwards it to destination which is also received by the eavesdropper.
During the relaying phase, the received signal at the destination and
eavesdropper are,

Yro = g aasPGSRk hSRkGRthRkDXs +

(5.5)
g a(l_ as)PGSRk hSRkGRthRkD n, + gGRthRanRk + nDz

Yre =9 aaSPGSRk hSRkGRkEthEXS + (5.6)

gy/ald—a,)PGg he Gg chg en, +9Gg che Ny +ng,

where the amplification factor g at the selected relay is given by
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] (1-a)P (5.7)

- 2
2
‘GSRk hSRK ‘ aP+oy

The destination cancels out the noise as it has prior knowledge of the
noise send by the source. The SNR at the relay, destination, and

eavesdropper after the first phase is

aa; s,

= 5.8

7 1+ a(l_as)VSRk 58)

Vb, =8&7Ysp (5.9)
aa

Vg, T st (5.10)

Tl+a(l-a)yg

During the second phase, the SNR at the destination and

eavesdropper is

B a(l_a)asySRkyRkD
I+aysg +(1-a)7go

(5.11)

Yo,

a(l- a)as75Rk VRE

- (5.12)
1+a(l-a)d-a,)ys Yre T @V, +(1—3)7ge

Ve,
Therefore, the overall SNR at the destination and eavesdropper
applying MRC, assuming that all the noise variances are equal is

a(l- a)as]/SRk Vr.D
l+ays + a- a)7RkD

Vb, =88Ysp T (5.13)

_ aa,ys N a(l_a)asyst VRE (514)
1+a(l-a)rs 1l+a(l-a)l- as)?’st7RkE Tayg, t+ Q- a)yRkE

yESBJ

An illustration of the system model with the selected relay is shown
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in Fig. 5.1. The relay R is the selected trusted relay, n; is the jamming
signal added at the source. The solid lines and the dotted lines

indicate the legitimate channel and the wiretap channel respectively.

- —»Main link

-7 £ s » Wiretap link

Jamming signal
cancellation

Fig. 5.1 lllustration of the system model

5.2.2 Performance Analysis
The instantaneous secrecy rate for the proposed SBJ scheme is

obtained by substituting (5.13) and (5.14) into (3.17).

a(l_a)aJst Vr,D

l+ayg +(-a)7qp

+ aa Y a(l- a)ad/st TrRE
1+al-a)ye 1+a(l-a)l- as)7SRk7RkE Ty t+ (1_a)7RkE

(5.15)

1+aayg, +

R, (@.a)=| 2 log,

The secrecy rate becomes (Lu Lv et al., 2017),
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a(l-a)a
1+aayg, + ( ) sV SR, /R,D (516)
max E l+ayg +(1-a)rgp
a,a, (0,1 14 aa,yse n a(l_a)asyst VRE

1+al-a)rs 1+a(1_a)(1_as)7SRk7RkE +ays, +(l_a)7/RkE

The relay Ry is selected based on the probability of path selection
criterion of ACO algorithm (3.23). Nelder-Mead method is applied
to the function in (5.16) to estimate the optimal values of a and a; for
secrecy rate maximization. Since the NM method finds the minimum
of a function, the function is inverted to get the maximum value. For

EPA scheme, the secrecy is obtained by taking a = a; = 0.5.

5.3 Nelder-Mead Method for Power Optimization

The NM method used for the minimization of a function of n
variables, depend on the function values at (n+1) vertices of a general
simplex (J. A. Nelder and R. Mead, 1965). Since the secrecy rate of
the proposed scheme is dependent on two variables - a and as; the
simplex is a triangle. The three vertices of the triangle are named as
the best xp, good Xg (next to best) and worst x,, points; corresponding
to the smallest, second largest and the largest function values
respectively. A pattern search that compares the function values at
three vertices of the triangle is then conducted. After each iteration,
the vertex with the largest function value is removed and replaced
with a new vertex. This forms a new triangle and the search is
continued. A sequence of triangles with different shapes is produced,
for which the function values at the vertices get smaller and smaller.
Finally we get the smallest triangle and the coordinates of the
minimum point (John H Mathews and Kurtis K Fink, 2004). The
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algorithm is explained in Session 4.3. The detailed steps of NM

algorithm with two variables are given in Appendix II.

5.4 Benchmark Schemes

5.4.1 Transmission schemes

The SRBJ scheme for secrecy enhancement where jamming signals
are added by the source and relay is presented in Chapter 4. Since
relays are used for transmission and powers are to be allocated to the
jamming signals at the source and relay nodes, three parameters need
to be optimized for secrecy rate maximization. NM method is used
for power optimization. The other transmission schemes used for
comparison include conventional amplify-and-forward scheme (AF),
direct transmission scheme (DT) and direct transmission scheme with

jamming (DT WJ) are explained in Chapter 4.

5.4.2 Optimization Methods
The gradient-based method which uses differentation and exhaustive
search algorithm are used for the comparison of the proposed

optimization scheme.

5.5 Numerical Results and Analysis

The following simulations are conducted to verify the validity of the
proposed algorithm. For the proposed jamming scheme, NM method
is used for power optimization, and its performance is compared with
gradient-based optimization and exhaustive search algorithms. The
secrecy performance of SBJ is also compared with SRBJ,
conventional AF and direct transmission schemes. The secrecy rate

for the proposed SBJ scheme is calculated using (5.15). For EPA
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schemes, the power allocation factors are assigned the value of 0.5.
(i.e., a = as = 0.5). Relay selection is done based on the path

probability selection criterion of ACO algorithm using (3.23).

Fig. 5.2 shows the results of ACO based relay selection algorithm,
where secrecy rate is plotted against SNR for different values of
relevance parameters. With EPA strategy, three cases of relevance
parameters, o and g are considered and is illustrated as follows. Case
1: when o = f = 2, the scenario maps to a traditional wireless model,
case 2: when o = 0 and 8 =2, the scenario maps to a fading model and
case 3: when a =2 and 8 = 0, the scenario maps to a path loss model.
This shows the advantage of ACO based relay selection algorithm
that can be applied to different wireless scenarios. If we consider the
same channel coefficients, secrecy is highest for the case when « and
/3 are equal. For the other two cases the effect of only non-zero factor
is considered, hence secrecy is reduced. With SBJ and SRBJ
schemes, the secrecy monotonically increases with increase in SNR.
Since only one jamming signal is used in SBJ; the secrecy
performance is reduced a little when compared with SRBJ scheme.
The complexity is reduced in SBJ by use of single jamming signal;
and it is illustrated in table 5.2. The secrecy rate remains constant for
AF in the high SNR regime since the secrecy rate given by (4.24) is
independent of SNR. The eavesdropper near to source is considered

for the analysis, being the worst case of secrecy.
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Fig.5.2 Comparison of secrecy rate among SBJ/SRBJ/AF schemes in
terms of SNR

Fig.5.3 shows the comparison of secrecy performance of the proposed
SBJ with SRBJ, conventional AF and direct transmission schemes for
the best relay position. For simulation analysis, equal values of
relevance parameters a and S are considered (a = f = 2) as it gives the
best secrecy performance. It is understood from the figure that the
proposed SBJ shows almost same performance as that of SRBJ for
the best relay position. Also the secrecy performance of all the
schemes increases with source-eavesdropper distance. This is because
the received signal power at the eavesdropper from both the source
and relay decreases with source-eavesdropper distance. The
performance with jamming is better than that of the schemes without

jamming; since it reduces the SNR of the eavesdropper. i.e.,
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SBJ/SRBJ outperforms the other schemes. The negative secrecy rate

of DT is also improved by jamming as in DT WJ scheme.
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Fig.5.3 Comparison of secrecy performance of various schemes in
terms of eavesdropper position

Fig.5.4 demonstrates the OPA and EPA secrecy rate comparison
among SBJ and AF transmission schemes in terms of eavesdropper
position, for best relay position with « = = 2. From the figure, it is
clear that the OPA shows better secrecy performance compared to EPA
for both schemes. In OPA scheme, the system allocates power to the
nodes based on the position of relay and eavesdropper; whereas in
EPA, equal power (0.5P) is allocated irrespective of the position of

relay and eavesdropper, which results in poor performance.
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Fig.5.4 OPA/EPA comparisons of secrecy rates among SBJ/AF
schemes for best relay position

Fig.5.5 shows the variation of power allocation factors corresponding
to the OPA results of SBJ and AF schemes of Fig. 5.4 and also with
the SRBJ scheme proposed in chapter 4. The power allocated to
information and jamming signals depend on the position of relays and
eavesdropper; hence the power allocation factors. Since the selected
relay appears at the center of the network model in the best relay
position, source and relay nodes require equal power for transmission;
hence, asg; lies within 0.56 to 0.58 for different eavesdropper position.
This shows that the EPA and OPA results for best relay position are
almost same. The eavesdropper has more chance to intercept the
information when it comes near to source and the system becomes
insecure. The jamming signal transmitted from the source can reduce

the SNR of the eavesdropper. Therefore, performance with jamming is
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better than that of the system without jamming. The received signal
power at the eavesdropper from the source decreases with source-
eavesdropper distance. Hence more jamming power (1-assg;) is needed
for degrading when eavesdropper appears near to source than when it
appears near to destination. Accordingly, from the graph, jamming
power of 0.52W is taken for the case when it comes near to source and

that of 0.46W when it comes near to destination.
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Fig.5.5 Power allocation factors versus eavesdropper position for best
relay position

When the power allocation factors for SBJ and SRBJ schemes are
compared, it is seen that SBJ scheme has more information signal
power a compared with SRBJ; whereas SRBJ takes less source
jamming signal power (1-assrg;) Which seem to be advantageous in
both cases. The less source jamming power of SRBJ is mainly

because of which, it employs another jamming signal at the relay. AF
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scheme requires less source power when eavesdropper appears near
to source and less relay power when it comes near to destination and

this is clearly understood from aag curve in the figure.

Fig.5.6 shows the secrecy rate versus the number of relay nodes for
two scenarios — Case 1: eavesdropper near to source and Case 2:
eavesdropper near to destination. The SNRs are fixed at 5dB and
10dB.
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Fig.5.6 Secrecy rate versus number of relays

The variation of secrecy rate depends on the size of the cluster where
relays are deployed. The presence of more relays provides a higher
probability for selecting a better helper; hence secrecy increases with
the number of relay nodes. When the number of relay nodes

continues to increase, the secrecy rate increases slowly and gets
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saturated. The secrecy rate gets saturated faster for small cluster size
than for large cluster size. As discussed earlier, secrecy of the
proposed scheme increases with SNR. Further, secrecy increases
when the eavesdropper moves away from the source, since the

received signal power at the eavesdropper is reduced.

Fig. 5.7 and Fig. 5.8 illustrate the secrecy rate and power allocation
factors respectively of the proposed jamming scheme as a function of
relay distance from the source; taking the SNR as 10 dB.
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Fig. 5.7 Secrecy rate versus relay distance

The performance with EPA is good only for the case when relay at
the centre of the network model; hence the variation between OPA
and EPA is very less. For relay near to source and near to destination,

EPA shows poor performance; hence it shows much variation
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between OPA and EPA. Eavesdropper near to destination (Case 2)
shows better secrecy than that near to source (Case 1). From Fig. 5.8,
it is understood that a increases with source-relay distance as more
source power (a) is needed for transmission. as depends on
eavesdropper position and therefore it does not have much influence

on source-relay distance, hence remain constant.
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Fig. 5.8 Power allocation factors versus relay distance

Table 5.1 presents the comparison of the results of proposed NM
method with gradient-based and two-dimensional exhaustive search
algorithms. The results are compared for two cases; i) symmetric case
where the relay is at the center of the network model, ii) asymmetric
case where the relay is near to source. The results in the table shows
that NM method provides best secrecy performance using low

jamming signal power (1- a5) for both cases. Exhaustive search method
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is the simplest method which produces accurate results. The accuracy

of ES method increases with the number of iterations m, but this

method is computationally inefficient. The results of ES algorithm are

obtained by simulation and the plots for symmetric and asymmetric

cases for m=20 are given in figures 5.9 (a) and (b) respectively.

Table 5.1 Performance comparison of proposed Nelder-Mead method
with other optimization methods

Relay position

Symmetric case

Asymmetric case

Optimization method a as R a as R
NM method 0.5765663 | 0.4734986 | 1.22043 | 0.2479251 | 0.468518 | 1.083343
Gradient method 0.57528 0.47332 1.2166 | 0.246731 | 0.471446 | 1.07758
m=20 | 0.55 0.45 1.216 0.2 0.45 1.078
Exhaustive [ m=40 | 0.57 0.475 1.2183 | 0.2 0.475 1.0807
search
m=100 | 0.575 0.47 12201 | 0.2 0.48 1.0817

The steps involved in gradient-based

method for two-variable

optimization are given in Appendix 1, Part B.

Secrecy rate
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The comparison of complexity analysis among SBJ and SRBJ
schemes based on the average number of iterations are presented in
Table 5.2. From the table it is understood that the SBJ requires less
number of iterations to converge than SRBJ. i.e., SBJ is less complex

than SRBJ.

Table 5.2 Complexity analysis among SBJ/SRBJ schemes

Average number of iterations
SNR(dB)
SBJ SRBJ
0 65 142
2 59 98
4 51 94
6 49 86
8 47 84
10 41 86
12 43 88
14 41 86
16 43 82
18 45 78
20 43 80
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5.6 Chapter Summary

This chapter presented a power optimized source-based jamming
(SBJ) scheme to improve the secure communication in a two-hop
amplify-and-forward relaying network with multiple trusted relays
and a passive eavesdropper. The SBJ scheme overcomes the
complexity of the network model with two jamming signals as in
source and relay based jamming. The Nelder-Mead algorithm is used
for estimating the optimal power allocation values for maximizing the
secrecy rate. The effects of relay location and number of relay nodes
on secrecy are also examined. With ACO path probability based relay
selection algorithm, secrecy performance is evaluated for traditional,
path loss and fading models. Numerical results show that OPA
scheme provides better secrecy performance compared to EPA and
also with other optimization methods like gradient-based and
exhaustive search algorithms. Also the proposed scheme outperforms
the SRBJ scheme, conventional AF and DT schemes. It is also
observed from the complexity analysis that the SBJ scheme is less
complex than SRBJ scheme.
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Chapter 6
Power Optimization for Secure Transmission in
Untrusted Relay Networks

6.1 Introduction

Cooperative communication scenarios normally assume a complete
trust between cooperating nodes and allow the information to be
decoded at the cooperating nodes. But in practice, it is likely to come
across public ad hoc networks where relays used for connectivity may
not be authenticated. In such cases, secrecy of the information
transmitted via relay nodes need to be protected, despite the fact that
the relay is a cooperating node. In heterogeneous networks, or in
practical scenarios where direct communication between source and
destination is too expensive in terms of power consumption or in
cases where direct communication may be used to send very low rate
signals to initialize the communication, the assistance of the
intermediate relaying node is essential to convey a confidential
message from the source to the destination. In such cases the relays
may not be authenticated and have a lower security clearance in the
network; hence it is not trusted with the information it is relaying (X.
He and A. Yener, 2009; X. He and A. Yener, 2010). This does not
mean the relay node is malicious; it may be part of the network that it
is willing to faithfully carry out the designated relaying scheme.
Thus, untrusted relays can be observed as beneficial nodes as well as
potential eavesdroppers (W. Wang et al., 2016b). Equivalently, we
can assume that the confidential message used for identification of
the source node for authentication, should never be revealed to such a



relay node, so as not to cause an attack (X He and A Yener, 2009).
Even in the absence of external eavesdroppers, secrecy cannot be
guaranteed in untrusted networks (X He and A Yener, 2010).
Therefore, it is necessary to develop a secrecy enhancement scheme

for untrusted relaying networks.

In this chapter, a power optimized source based jamming scheme is
proposed to improve the secrecy performance of multiple untrusted
AF relay networks in the presence of an external eavesdropper, where
the source-destination direct link is assumed. For power optimization,
Nelder-Mead (NM) method, a gradient-free method is used (Nelder J.
A. and Mead R.1965), which overcome the problems with
conventional gradient-based power optimization method. The secrecy
performance of untrusted relaying scheme is compared with the worst
case scenario; where the eavesdropper and untrusted relays are
assumed to be cooperating with each other. We have proposed a
secure relay selection scheme based on the path probability selection
criterion of ACO algorithm. The relay selection algorithm helps in
finding the secrecy performance in three wireless scenarios namely
traditional, path loss and fading models, under aggregate power
constraint. The performance of the proposed NM method is compared
with gradient-based and two dimensional exhaustive search
algorithms for symmetric and asymmetric relay positions. The
performance comparison with EPA strategy (CJ without power
optimization) is also performed. The complexity analysis of the
proposed algorithm is also studied. Numerical results reveal that the
proposed OPA scheme outperforms other optimization methods, EPA

strategy and the worst case scenario.
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6.2 System Model and Proposed Scheme

The system model shown in Fig. 6.1, consists of a source S, a
destination D, N untrusted non-colluding AF relays represented by R
={Rx| k=1, 2, ..., N}, randomly distributed between source and
destination and a passive external eavesdropper E. who hide its
existence in the network. The relays act as helpers of transmitting
information as well as potential eavesdroppers, hence named as
internal eavesdroppers. In order to distinguish the passive

eavesdropper from the internal eavesdroppers, it is indicated as Ee.

External
Eavesdropper

=3 First Phase
E, |  ----- » Second Phase

R - Internal Eavesdroppers
Ry, - Selected Relay

Jamming signal
cancellation

Fig. 6.1 System model of untrusted relaying scheme

An SBJ scheme, where the system allocates some of its source power
to transmit the jamming signal to degrade the internal/external
eavesdroppers is proposed. The signal transmission involves
broadcast and relaying phases. Denoting xs and n, as the information

and jamming signals respectively, the signal transmitted from the
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source X is

X =Jaa,Px, +,/a(l-a,)Pn, (6.1)

During the first phase of transmission, the received signal at the
internal and external eavesdroppers i (i € {1, 2,..., N, E¢ }), can be

expressed as,

yl= /aaSPGsi hgX, +yald-a,)PGghyn, +n; (6.2)

The signal received at the destination D is,

y,! =.jaa,PGh, X, +/a(l-a )PG h,n, + N,

=aa,PGyh, X, +n; ; after noise cancellation. (6.3)

n; is the additive noise at the node i.

The channel gain G;; between the nodes i and j is given by (3.4).

A relay k is selected based on the path probability selection criterion
of ACO algorithm. k (k € {1,2,....N }) indicates the index of the
selected relay Rx. For simplicity, the index of the relay is used in the
equations. The relay selection is done prior to the second phase of
transmission.

The selected relay k then amplifies the signal by an amplification

- (1;a)P (6.4)
‘Gskhsk‘ aP+o,’

and broadcasts the message X, =gy, to destination which is also

factor g given by

received by the other untrusted relays and external eavesdropper Ee.
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The signal received at the eavesdroppers i, (i # k) during the second

transmission phase is

¥, =9G.h,y, + n, (6.5)

= g4/aa,PG,h, G hx + g all—a,)PC,h,G,hin, + gGhen, +n;
The signal at the destination
y,’ = g\/@GSk hy G X, + 94/all—2a,)PGyh, G,hyn, +9G hyn, +n,
= g\/ﬁGskhskad heXs + 3G M +1y (6.6)

From (6.2), the signal to interference and noise ratio (SINR) at the
selected relay k, internal and external eavesdroppers i, i € {R, E.} and

at the destination during the first transmission phase is

7/ _ aasysk
=
1+ a(l_as)ysk (67)
1 8%y (6.8)

B 1+a(l-a,)y,

7dl =aayyy (6.9)

7sr 7« and y, are the instantaneous SNR in the source-malicious
node, source-selected relay and source-destination channels
respectively.

From (6.5), the SINR at the internal and external eavesdroppers i, (i #
k); during the second transmission phase is

2 _ a(l-a)a,y, 7 (6.10)
1+al-a)A-a)ygra + vy + 1—2a)y

7i

and at the destination is
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o __all-a)ay, g (6.11)
1+ayy +(1—-a)yq

d

The overall SNR at the destination applying MRC is

a(l-a)a,yy (6.12)
I+ayy +(1-2a)yq

All the noise variances are set equal for simplicity.

6.3 Performance Analysis

The secrecy rate is used as the performance metric here also. In the
proposed scenario, both untrusted relays (internal eavesdroppers) and
external eavesdropper exist in the network at the same time. The
untrusted relays act as both essential relays and malicious
eavesdroppers, which can eavesdrop the information. In cooperative
communication system the instantaneous secrecy rate is computed by
(Ali Kuhestani et al., 2018a)

+

R, =(R,-R¢) = E log, (1+ 7/D)—%Iogz (1+ 7, )} (6.13)

where (x)" = max{0, x};

ve is the amount of information leaked to the malicious nodes; i.e.,
both untrusted relays and external eavesdropper. Since the power
optimization method used here can allocate powers optimally
between the source and relay nodes as well as between information
and jamming signals, R0 is achievable. Hence instantaneous
secrecy rate (6.13) is changed to (Ali Kuhestani and Abbas
Mohammadi, 2016)
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1 1
R, :Elogz(1+7D)—§logz(l+yE) (6.14)

6.3.1 Relay Selection
The optimal relay k is the one that gives maximum secrecy rate and it
needs to satisfy

k"= argmax RY (6.15)

1<k<N

The instantaneous CSI of each link has to be known for finding the
relay of (6.15). Since it is difficult to adopt the optimal relay in
practical systems as we cannot get the information of external
eavesdropper accurately, we go for suboptimal selection. A relay
selection which avoids using the CSI of external eavesdropper is
used. Accordingly, we consider the model without external
eavesdropper. If k is the selected relay, Rp and Rgg are the rates at
destination and selected relay respectively, the achievable secrecy
rate is given as (L. Sun et.al, 2012)

RS :{RD — arg max (RRk)}
- 1<k<N

6.16)

= lI0912(1+7D)— arg max (1|092(1+ n)]
2 1<k <N\?

= 1Iog2(1+ aa_y,, + a1-2)a7y g ]— arg max 1Iog{1+aasySk J
2 Itayg +1-a)rg ) 1<k<N\2 1+a(l-a,)ry

According to which the relay selection criterion is

k"= arg max (aasysd +

a(l-a)a Vg J (6.17)
1<k<N

1+ayy +(1-a)yq
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It is found that the optimal relay obtained by (6.17) is the relay that
maximizes the SNR at the destination. Hence relay selection based on
the probability of selecting a route in the solution of ACO algorithm
can be used here (Marco Dorigo and Thomas Stutzle, 2006). By
considering the channel parameters namely, channel gain (G) and
coefficients of fading (h) separately, the secrecy performance is
analyzed in three scenarios: (i) a traditional model characterized by
both G and h (ii) a fading model defined by only h and (iii) a path-
loss model defined by only G. The best relay k is obtained by the

harmonic mean of best probability pair ps , and p, , given by

k = arg max PsiPeo (6.18)
keR Psk + Peo

where p;, and p,, represent the probabilities of the transmitted

signal from source to k™ relay and from k™ relay to destination given
by (3.18) and (3.19) respectively (Marco Dorigo and Thomas Stutzle,
2006).

6.3.2 System Secrecy Rate

The secrecy rate for the proposed untrusted relaying scheme (UT) is
obtained by (6.13). N untrusted relays and an external eavesdropper
comprise a total of (N+1) malicious nodes. Here, the signals received
by the malicious nodes during the first and second phases are
considered separately. The amount of information leakage ve is the
maximum of leakage to untrusted relays and external eavesdropper
(Ali Kuhestani et al., 2018a).

g =, Max {7/k17i117i2} (6.19)

I<i<N+1,i#k
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The instantaneous secrecy rate with the selected relay is given by

R (a,a,) = 1|0 l+aay, + ad-a)aygra |
s s 9, s/ sd
2 1+ay, +(1—-a)y,,
(6.20)

%Iogz (1+l<i<rn%¢k{n,7il,7f})}
6.3.3 Secrecy Rate of Worst Case Scenario
The performance of the untrusted relaying scheme (UT) is compared
with the worst case scenario (WC), where the external eavesdropper
and untrusted relays cooperate with each other. Here, the information
leakage to the untrusted relays and the external eavesdropper is
considered separately. The information received at the external
eavesdropper in both phases can be combined. The amount of
information leakage for the worst case scenario ye wc is given by Ali
Kuhestani et al (2018a).

Ve we =ma><{ max {7k,7i1,7i2},(7Ef+7Ef)} (6.21)

1<i<N,izk

WhereLmS\xk{;/k,yil,yiz} is the information leakage to the untrusted

nodes R and (}/Eel+7E52) is the leakage to the external eavesdropper

Ec. The instantaneous secrecy rate is therefore given by,

a(l_ a)as7/sk7/kd ]_
1+aygy +(1—2a)yg

N
1 12 1 2
EIng[1+max{15irgn|\?,)i(¢k{yk’yi 7 }'(759 *7E, )

Nelder-Mead method is applied to the functions in (6.20) and (6.22)

(k) 1
stc (a, as) = {E log, (1"' adsysg t+

(6.22)
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to estimate the optimal values of a and as for the proposed untrusted
case and worst case scenario respectively. Since the NM method finds
the minimum of a function, the functions are inverted to get the
maximum value. For EPA scheme, the secrecy is obtained by taking a
= as = 0.5. The NM algorithm for general case is explained in Session
4.3. The detailed steps involved in NM algorithm with two variables

are given in Appendix I1.

6.4 Results and Analysis

In this section, some numerical results to verify the performance of
the proposed OPA scheme by Monte Carlo simulations are presented.
In the simulation setup, we assumed the same topology and the
simulation parameters as in Chapter 3. A two-dimensional plane in
Fig. 3.2 is assumed, where the coordinates are set to (0, 0) for source
and (10, 0) for destination; with N untrusted relays, and an external
eavesdropper E. randomly distributed between the source and
destination. For the proposed scheme, the secrecy is analyzed by NM
algorithm and their performance is compared with EPA results and
other optimization methods like gradient-based and exhaustive search
algorithms.

Fig. 6.2 demonstrates the use of path probability selection of ACO in
relay selection algorithm with EPA strategy, where secrecy is plotted
against SNR for different o and £ values. The scenario maps to a
traditional model for equal « and g values (a = f = 2); a path-loss
model when f is zero and « is non- zero (« = 2, = 0) and a fading
model when « is zero and g is non-zero (o = 0, f = 2). The system

shows similar performance as traditional BRS algorithm for the case
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when « and £ are equal, irrespective of their numerical value. If we
consider the same channel coefficients, secrecy is highest for the case
when o and p are equal compared with the other two cases, where the
effect of only non-zero factor is considered. Since the external
eavesdropper and untrusted relays cooperate with each other, i.e., it
shares information and make the attack more effective, the worst case
scenario shows poor secrecy performance compared with untrusted

relaying case.

UT : alpha=2 beta=2
==@===\WC :alpha=2 beta=2
== UT : alpha=0 beta=2
2.5 H{==HE==WC :alpha=0 beta=2
=—@=— UT : alpha=2 beta=0
==@==WC :alpha=2 beta=0

1.5

Secrecy Rate (bits/s/Hz)

0.5

2 4 6 8 10 12 14 16 18 20
SNR(dB)

Fig. 6.2 Secrecy rate versus SNR for different values of « and S

Fig. 6.3 gives the comparison of secrecy rate of OPA/EPA schemes.
Case 1 and 2 represent the symmetric and asymmetric cases
respectively depending on the relay position. The best relay case with
relay at the center of the network model is assumed for symmetric

case and the relay near to source is considered for asymmetric case. It
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is clear from the figure that the secrecy increases with SNR and with
jamming signals, since the overall SNR at the eavesdropper reduces.
OPA shows better secrecy at low SNRs; as power is distributed based
on the location of internal and external eavesdroppers. This effect is
more predominant in asymmetric case. For both UT and WC
scenarios, EPA shows good performance almost same as OPA for
symmetric case and therefore the variation among EPA and OPA is
very less for the entire SNR range. The secrecy rate changes at a rate
of 0.02 bits/s/Hz for Case 1 and 0.16 bits/s/Hz for Case 2 for every
2dB change in SNR.

UT NM-Case 1
==@==UT EPA-Case 1
=== \VC NM-Case 1
2.5 H==@==WC EPA-Case 1
== UT NM-Case 2
==A-— UT EPA-Case 2
= \'C NM-Case 2
H ===El== \WC EPA-Case 2

Secrecy Rate(bits/s/Hz)

2 4 6 8 10 12 14 16 18 20
SNR(dB)

Fig. 6.3 OPA/EPA secrecy rate comparisons for untrusted and worst
case scenarios

Fig. 6.4 shows the variation of power allocation factors corresponding
to the OPA results of Fig. 6.3 for the proposed untrusted scheme. a

and as depend on the position of internal and external eavesdroppers.
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Fig. 6.4 Power allocation factors versus SNR for the proposed
untrusted case

For symmetric case, when the selected relay appears at the middle of
the network model, source and relay nodes take same powers for
transmission. Hence a remains almost constant at 0.5; the variation
of a is between 0.52 and 0.56 for the entire SNR range. For the
asymmetric case, source requires less power compared to relay (a =
0.19) since the relay near to source is considered. The external
eavesdropper near to source is assumed for the analysis. More power
should be given to jamming signals in order to confuse the
eavesdroppers during the first phase than the second phase. This is
clear from the curves of as. Jamming powers (1-as) of 0.5091 and
0.5284 are allocated for case 1 and case 2 respectively at 10dB. Since
secrecy is dependent on SNR, the variation is effective for SNRs of

10 dB and above. Similar is the results with WC scenario, but with
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less performance than UT relaying case.

Table 6.1 presents the performance comparison of the NM method for
the proposed untrusted case with gradient-based and two dimensional
exhaustive search algorithms for symmetric and asymmetric relay
positions. Since secrecy rate is a nonlinear function of two variables,
it is time consuming rather complicated to compute the function
derivatives in gradient method. The NM method produces better
results since the objective function is free from finding the derivative
as in gradient method. Exhaustive search method, being the simplest
of all methods produces accurate results, and the accuracy increases
with the number of iterations m. This method generally replaces with
heuristic approach since it is computationally inefficient. The results
of exhaustive search algorithm are obtained by simulation and the
plots for symmetric and asymmetric cases with m = 20 are given in
Fig. 6.5(a) and Fig. 6.5(b) respectively.

Table 6.1 Performance comparison of NM method with other
optimization methods for the proposed untrusted relaying case

Optimiza Symmetric case Asymmetric case

tion

Method | g as Rs a a, R,
r’:g/tlhod 0.560966 | 0.490926 | 1.367478 | 0.191473 | 0.471595 | 1.090262
Gradient

method 0.5604 0.4909 1.3654 0.1906 0.4716 1.0896
Exhausti

ve 0.55 0.5 1.346 0.2 0.45 1.089
search
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Secrecy rate(bits/s/Hz)

Secrecy rate(bits/s/Hz)

(b)
Fig. 6.5 Secrecy rate versus power allocation factors a & as for the
proposed case a) Symmetric case b) Asymmetric case

One way to determine the complexity of the proposed NM algorithm
is to analyse the average number of iterations needed for function
convergence during simulation. The comparison of complexity
analysis among SBJ untrusted/trusted and SRBJ schemes are
presented in Table 6.2.
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Table 6.2 Complexity analysis among the proposed schemes

Average number of iterations
SNR ] -
Symmetric case Asymmetric case
(dB) 587 SRBJ
SBJ:UT | SBJWC | SBJUT SBJ:WC Trusted

0 61 61 65 81 65 142
2 63 63 59 79 59 98
4 49 55 51 75 51 94
6 43 48 49 67 49 86
8 40 45 47 51 47 84
10 39 43 41 53 41 86
12 38 39 43 51 43 88
14 38 39 41 53 41 86
16 39 40 43 49 43 82
18 40 41 45 53 45 78
20 40 41 43 51 43 80

For the proposed scheme, the number of iterations for both symmetric
and asymmetric untrusted and worst case scenarios are presented. It is
clear that the symmetric case requires less number of iterations for
convergence than asymmetric case. Being the worst case from the
viewpoint of secrecy, WC scenario requires more number of
iterations to converge. It is also understood that the SBJ untrusted and
trusted schemes show almost same number of iterations to converge,
which indicates that they are less complex than SRBJ. It is evident
that increase in SNR decreases the average number of iterations;
showing not much variation beyond 10 dB in all cases. It is obvious
that the average number of iterations increases with complexity;

which further increases the computational time and memory usage.

Fig.6.6 and Fig.6.7 illustrate the secrecy rate and their power
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allocation factors between both untrusted cases in terms of source-
relay distance. The proposed NM method shows better performance
compared with the other methods. In OPA, powers allotted at the
source and relay depends on the location of internal and external
eavesdroppers; whereas equal powers are allotted in EPA. Equal
power shows good performance only for the symmetric case where ys
= g 1.e., for the relay at the centre of the model. Hence the
performance of EPA is poor for the cases when relays lie near to
source or destination and is clear from the Fig. 6.6. It is understood
from the Fig. 6.7 that more source power (a) is needed when the
source-relay distance increases and more jamming power (1-as) is

required when the eavesdroppers lie near to source.

Secrecy Rate(bits/s/Hz)

—@=—= UT NM

—#— UTEPA
—=—WC NM
o9,/ e WC ES
—w— WC EPA

1 1 1 1

2 3 4 5 6 7 8
Relay position from source

Fig.6.6 OPA/EPA secrecy results among the untrusted and worst case
scenarios in terms of source-relay distance
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Fig. 6.7 Power allocation factors in terms of source-relay distance

6.5 Chapter Summary

In this chapter, the problem of secure communication in a two-hop
AF relaying network with multiple untrusted relays and an external
passive eavesdropper is studied by employing a gradient-free power
optimization strategy on source-based-jamming scheme. Nelder-
Mead method is used for power optimization. ACO path probability
criterion based relay selection helps to evaluate the secrecy
performance in three wireless scenarios. Optimization methods such
as gradient-based method and exhaustive search algorithms are
derived for comparison of power optimization algorithm. The secrecy
performance of the proposed untrusted relaying scheme is compared
with worst case scenario and also with that of jamming scheme

without optimization (EPA strategy). Numerical results show that the
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proposed OPA outperforms the gradient-based and exhaustive search
algorithms. It also provides better secrecy compared to EPA. The

complexity analysis is also performed.

The proposed model corresponds to practical scenarios like public ad-
hoc networks or heterogeneous networks. From the simulation
results, it is found that the complexity of the proposed scheme is more
or less same as that of SBJ trusted scheme. Since the model differs
from SRBJ/SBJ trusted cases, secrecy cannot be compared, but the
proposed model guarantees better secrecy. WC scenario is more

complex than UT scheme, hence produces less performance.
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Chapter 7
Conclusions and Future Work

In this thesis, physical layer security enhancement techniques in
wireless networks are studied. The thesis starts with an extensive and
comprehensive review of background information related to current
network security issues in wireless communications. Aiming at
enhancing the wireless security and improving the inadequacies of
existing works, several security enhancement mechanisms of wireless
communications by exploiting cooperative diversity solutions are
proposed. The summary of the findings and directions of future works

are presented in this chapter.

7.1 Summary and Major Findings

7.1.1 Cooperative Relaying and Relay Selection

Cooperative communication can efficiently mitigate the effect of
fading with the help of relays and proper relay selection techniques.
The thesis proposed a novel relay selection technique based on the
probability of path selection criterion of Ant Colony Optimization
algorithm, for two-hop cooperative networks using amplify-and-
forward and decode-and-forward transmission protocols. The
proposed scheme helped to analyze the secrecy performance in
different wireless scenarios like traditional, path loss and fading
models. It is found that increasing the number of relaying nodes
significantly improves the secrecy of both AF/DF schemes, showing
the advantage of exploiting multiple relays against eavesdropping.
However, when the number of relay nodes continues to increase, the

secrecy rate increases slowly and gets saturated.



7.1.2 Source and Relay Based Jamming with Power Optimization

Though relay selection can overcome the inefficient spectral usage of
cooperative relays, it cannot always guarantee secrecy when the
legitimate channel conditions are poor. Cooperative jamming
technique is used to overcome this problem. A source and relay based
jamming scheme with a gradient-free power optimization method —
Nelder Mead algorithm is proposed for a two-hop trusted AF relaying
network. The optimized model shows significant performance
improvement compared to traditional transmission schemes,
conventional optimization methods and EPA strategy. The impact of
single and multiple relays on secrecy is also evaluated. The location
of the relay is crucial to the performance. The best performance with

AF is achieved when the relay is at the center of the network model.

7.1.3 Source Based Jamming with Power Optimization for Trusted
Relaying

The SRBJ scheme has problems with complexity in using two
jamming signals and with the nature of relays, i.e., this can be applied
only for trusted relaying case. These problems are mitigated by
employing a single jamming signal added either at the source or relay
node. Based on this, a power optimized source based jamming
scheme is proposed. Incorporating the ACO based relay selection
scheme and Nelder-Mead algorithm for power optimization into the
proposed scheme, the secrecy performance in different wireless
scenarios is analyzed and the proposed scheme shows significant
secrecy enhancement compared with SRBJ and traditional schemes.
The complexity analysis shows a significant reduction in the
complexity of SBJ compared to SRBJ model.
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7.1.4 Source Based Jamming with Power Optimization for
Untrusted Relaying

The thesis proposed an SBJ scheme for cooperative networks in
practical scenarios like ad-hoc or heterogeneous networks; where the
assistance of the intermediate relaying node is essential to convey a
confidential message from the source to the destination. At the same
time the information transmitted need to be protected, as the relays
may not be authenticated. Adopting the ACO based relay selection
scheme and Nelder-Mead power optimization algorithm into the SBJ
strategy helped to analyse the secrecy performance in traditional, path
loss and fading models. The optimized model shows significant
performance improvement over traditional transmission/ optimization
methods and also with the worst case scenario, where the
eavesdropper and untrusted relays are assumed to be cooperating with

each other.
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7.2 Comparison of Proposed Algorithms

Parameters SRBJ SBJ Trusted SBJ Untrusted
(Chapter 4) (Chapter 5) (Chapter 6)
uT wWC
a 0.574444 0.5765663 0.5609668 0.5750696
as 0.479125 0.4734986 0.4909266 0.4774401
a 0.485786 - - -
Rs 1.225344 1.22043 1.367478 1.215163
Average number
of iterations 86 41 39 43
Model corresponds to practical
scenarios like  public  ad-hoc
Uses two
. . . .| networks or heterogeneous
jamming Complexity s L
. networks. Complexity is more or
signals, reduced at the

Inference

complexity s
more, produces
better  secrecy
rate than
conventional
schemes

expense of
secrecy
performance by
employing single
jamming signal.

less same as that of SBJ trusted
scheme. Since the model differs
from the previous cases, secrecy
cannot be compared, but guarantees
better secrecy. WC scenario is more
complex than UT scheme, hence
less performance.
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7.3 Future Work

Some potential directions for future work are given below.

Optimized cooperative jamming model with decode-and-
forward protocol can be implemented by incorporating an error
correction scheme at the relay which further enhances the

Secrecy.

Another approach would be to design a joint relay selection and
power allocation strategy for cooperative networks with trusted
and untrusted relays, by which the complexity of the system can

be reduced.

The work can be extended to a generalized wireless
communication  scenario, where there exist multiple
eavesdroppers that can wiretap the communication. The
scenarios of colluding and non-colluding eavesdropper cases

can also be investigated.

Current physical layer security studies are more concerned
about passive eavesdropping attacks; however, cases of active
attacks can be considered for future investigation.

The work can be extended to full duplex relay systems. The
conventional half-duplex relay (HDR) considered in the
proposed work, performs transmission or reception at one time,

whereas a full-duplex relay (FDR) can transmit and receive
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simultaneously on the same frequency. Hence, FDR system can

significantly improve the secrecy rate.

Two-hop AF relay systems are considered for cooperative
jamming scheme. It is suggested to explore the impact of using
the proposed cooperative jamming scheme on the secrecy of

multi-hop AF relaying systems.

The area of research is basically on how to ensure secrecy and
protect the information leakage from the illegitimate receiver.
Although cooperative diversity improves reliability and latency,
these constraints are not considered in this work. This can be

considered as future work.
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Appendix I

A. Gradient Based Optimization Method (3 Variable
Optimization)

The gradient based method uses second derivative test to find the
maxima/minima of the function; i.e., the concavity of the function at
a critical point determines whether it has got a local
maximum/minimum at that point. Since our function Rs for SRBJ
scheme is dependent on three power allocation factors viz, a, as and
ar; we have to optimize these parameters to get the maximum of R..
The steps involved are briefly illustrated below:

1. Find the partial derivative of the function &,&,&
oa oday 04,

2. Solve for all a, as, ar that satisfy the equations
2 2
Rs _, aRs:o, Rs _, 6R5:0,6RS:0

%R,
oa  oa, oa, a’ s’  oa,

>-=0 to find

the critical points. i.e., the points at which the function may
have maximum or minimum.

3. Find the Hessian matrix H of second partial derivatives

[0%R, o%R, O%R, |
da? 0Oaday o0ada,
»’R, °R, 0&°R,
dagoa ga’ Oasoa,
?R, 0°Ry 0°R
da,0a da.0a; da,’ |




4. Evaluate the Hessian matrix at critical points and check the
eigenvalues at those points.

5. 1) If H is positive definite or if it has all positive eigenvalues,
Rs has a local minima at that point
ii) If H is negative definite or if it has all negative eigenvalues,
Rs has a local maxima at that point.
iii) If H has both positive and negative eigenvalues, then that

point is a saddle point of the function.
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B. Gradient based Optimization Method (2 Variable
Optimization)

The secrecy rate function Rs for SBJ scheme is dependent on two power

allocation factors viz, a, as; we have to optimize these parameters to get the

maximum of R..

The steps involved are briefly illustrated below:

ii. If D (a, as) >0 and

SR,

Find the partial derivative of the function &, -
S

oR oR,

Solve for all a, as that satisfy the equations aas =0, . 0 to find

S
the critical points. i.e., the points at which the function may have
maximum or minimum.

R, *R, 0O°R,
oa? ' oa,2 0ada,

Find the second order partial derivatives,

Let D be a function of a and as such that

2
0°Rg 0°Ry  0°R,

D(a,a.) =
(@2,) da® oa’ Oadag

For each critical value (a, as) of Rs(a, as), evaluate D(a, as) and

R,

0a’®

2
If D (a, as) >0 and 6;5 <0, then Rs (a, as) is a relative maximum
a

value.

o°R
0a’®

* >0, then Rs (a, ag) is a relative minimum

value.
If D(a, as) < 0 then Rs(a, as) is a saddle point (neither local max
nor local min)

iv. In all other cases, you can conclude nothing.
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Appendix II
Nelder-Mead Method of Optimization with
Two Variables

The NM algorithm minimizes a function of n variables depending on
the function values at (n+1) vertices of a general simplex. Since the
SR in this work is a function two variables a and as, the simplex is a
triangle. The three vertices of the triangle are named as the best xp,
good Xy (next to best) and worst x, points; corresponding to the
smallest, second largest and the largest function values respectively.
A pattern search that compares the function values at the vertices of
the triangle is then conducted. The NM algorithm starts with a
simplex and then modifies it after each iteration using four operations
namely reflection, expansion, contraction and shrinking. The
sequence of operations that is to be performed depends on the relative
values of the objective function at each point. After each iteration, the
worst vertex is identified and replaced with a new vertex. This forms
a new simplex and the search is continued. The process generates
sequence of triangles, with less function values at the vertices, which
further reduces the size of the triangles and finally the minimum
points are found. Since the NM method finds the minimum of a

function, our function is inverted to get the maximum value.

The main steps involved in NM algorithm are presented here for the
completeness of the paper. Let the function to be minimized be f.
Four scalar factors namely coefficient of reflection (p), expansion (),

contraction (g), and shrinkage (x¥) are defined for the NM method.
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These parameters satisfy the following conditions.

p>0,w>1,y>p;0<e<l;and0<r<1 (A2.1)

The universally accepted standard values for the NM algorithm are

p=1,y=2;e=%; and r = %.

Generate the simplex: We prefer equal length simplex;
assuming the length of the sides of the simplex is r (r = 1). Let
the initial guess X, be the third vertex. The other two vertices (p,
q) and (q, p) are found by adding a vector to the initial guess,

where p and g are

0= (-1 (A22)
p-a+ (A23)

The three points (p, g), (g, p) and the initial guess x, correspond
to the three vertices {x1, X, X3} of the simplex. Each vertices has
two components corresponding to the power allocation factors a
and as. After generating the initial simplex, evaluate the functions
f;, f,and f; at the corresponding vertices, where fi=f (x;), i = 1, 2,
3. The vertices are then ordered such that f;<f,<fs, so as to rank
them as best (xp), good (Xg) and worst (Xw) respectively. i.e., Xp, Xg
and x, denote the smallest, second largest and the largest
function values respectively. Since EPA provides fairly good
results, the initial guess is assumed as [0.5, 0.5].
Reflection: The reflected point x, is computed as

Xr=Xm *+ p (Xm- Xw) (A2.4)

where Xn is the middle point of line joining x, and x4 given as,

. :xb+xg:[x1+xz y1+y2j (A2.5)

"2 2 2
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The function value f; at x; is evaluated with p=1.

Expansion: If f, is better than the best point, the reflection is
successful and an expansion in the same direction is performed.
The expanded point is

Xe = Xr + y (Xr - Xm) (A2.6)
where the parameter y is taken as 2. The function value f. at X is

evaluated; the iteration terminates after retaining xe (if fo < f;) or
xr (iffe>1p).
Contraction: If the reflected point is poorer than the worst point,
a better point occurs between x, and x, and perform inside
contraction,
Xe = Xm = € (Xm - Xw) (A2.7)
where the contraction parameter ¢ is set to 0.5. If the function f
at X is better than the worst point, keep the new point, else go to
shrink (Step 5).
Outside contraction is done if the reflected point is not worse
than the worst point, but worse than the good point xq
Xo = Xm + € (Xm - Xw) (A2.8)
If the function f, at X, is better than the reflected point, keep the
new point, else go to shrink (Step 5).
Shrinking: The best point is retained and shrinks the simplex.
i.e., for all points except the best one, a new point is computed as
Xi = Xp + ¥ (Xi- Xp) (A2.9)
where i = 2, 3 and the shrinkage parameter » is usually set as 0.5.

With these steps the iteration completes and a new simplex is formed.

Then the process repeats with the new simplex.
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