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Abstract: Problem statement: Cryptosystem using linear codes was develope®Ti8 by Mc-Eliece.
Later in 1985 Niederreiter and others developeddified version of cryptosystem using concepts of
linear codes. But these systems were not useddrgigubecause of its larger key size. In this sty
were designing a cryptosystem using the concepédgabraic geometric codes with smaller key size.
Error detection and correction can be done effityjetry simple decoding methods using the
cryptosystem developedpproach: Algebraic geometric codes are codes, generatad ugirves.
The cryptosystem use basic concepts of elliptiwesicryptography and generator matrix. Decrypted
information takes the form of a repetition code.eDio this complexity of decoding procedure is
reduced. Error detection and correction can beethiout efficiently by solving a simple system of
linear equations, there by imposing the conceptseotirity along with error detection and correction
Results: Implementation of the algorithm is done on MATLABd comparative analysis is also done
on various parameters of the system. Attacks arenmun to all cryptosystems. But by securely
choosing curve, field and representation of elemanfield, we can overcome the attacks and aestabl
system can be generatgdonclusion: The algorithm defined here protects the informatimm an
intruder and also from the error in communicatibarmel by efficient error correction methods.
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INTRODUCTION construction of codes from curves introduced by f&zop
(1983). Cryptography is the science of transmitting
In 1978 Mc-Eliece developed a cryptosystem usingnessages over an insecure channel. Here we ang tryi
linear codes. He made use of generator matrix #met 0 to combine both, that is, error correction and gecu
basic concepts of linear codes for the process of Key aim of algebraic geometric code is to replace
encryption. Niederreiter (1986) later developed orpolynomial over a finite field by more general
modified the system using parity check matrix. kate constructions. Goppa used language of algebraiesur
signature systems were also developed. Mairo introduce codes (Van Lint, 1998). So it can hked
disadvantage of this system was the key size. k&y s algebraic geometric code. Factors used for desgeribi
was quite large and difficult to manage. The errorthe algebraic geometric codes are:
detection and correction capability of an (n, k,cdn
detect errors only up to (d-1)/2 errors. In thigdstan  Divisor: A divisor (Stichtenoth, 1993) D on a curve X
attempt is made to develop a cryptosystem by making a formal sum of form:
use of generator matrix of an algebraic geometriec
D=%nP
Algebraic geometric code: The code constructed by
choosing a family of points from a curve and spate where, geZ and = Ofor all but a finite number of
rational functions that defines vector space ofveus  points P on X. Divisors are often thought to be kbg
known as algebraic geometric code. It is the pért oto understand how algebraic geometry is formediend
coding theory and is a branch of mathematics thatsd relationship to curve. To describe it more cleaklgt C
with transmitting information error free (Van Lint, be a non-singular projective curve igf,the projective
1998). The most important development in the theorylane is over an algebraically closed field K. [each
of error correcting code in recent years is thelinein L in B2 we consider L C, which is a finite set
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of points on C. If C is a curve of degree d andvef  curve, P be a set of n points on the curve f.....P}
count points with proper multiplicity then b C will  and divisor D = P+P,....+..B, Let L(D) denote vector

contain exactly d points. So we can write: space for the curve. Length of the vector spacg #5
per Riemann Roch theorem is I(D) = n+g-1. For an
LOC=%nP elliptic curve d = 3 and genus g is given by Plutke

_ o . formula (Stichtenoth, 1993). g = ((d-1)(d-2))/2. §o
where, Pe C are the points,;the multiplicity and this  hare is 1. Then | (D) = n =# p (number of pointstioa
formal sum is a divisor on C. As L varies, we obtai curve). A code is represented by (n, k, d)) wheiie n
family ongdlwsqrs on C, parameterized by the sealb  the number of elements, k is the dimension anditteis
lines in P, which is a dual projective space XPWe distance. Here in algebraic geometric code dimensio
refer to this set of divisoms a linear system of divisors g g degD+1-g and minimum distance d, where d>n-
on C. If P is a point of C, we consider the setigfsors degD. (Thus we are mapping (X, P D)’ to (n, k, d)
in the Iinear system, whic_h contains P. They C(_plmesl curve). Let C = (X,P,D) be an algebraic geometddes
to the lines Le Go) passing through P and this set of 54 jet § f,....... f.be a basis for the vector space L (D)
lines determines P uniquely as a pointfn P over F, under the conditions above dim C = K and

Rational function and Riemann-roch theorem: Let x ~ 980Metric matrixis defined as:

be a curve defined by a field F. A rational funatio R (
(Stichtenoth, 1993) is defined at a point P, ifréhe

exists a representation f = A/B such that B&PD.

Another important thing we have to discuss befbee t R(R) - R(R)

construction and definition of algebraic geometicie Elliptic curve cryptography: Miller (1986) and

is the space associated with the divisor. The spac . . .
associated with the divisor may be called as linea obltiz (1987) mdependently, proposed a public key
cryptosystem which was analogous to the Elgammal

space L(D). . )
P Rier(na)nn-Roch theorem is one of the famousSCheme' In this group Zp* is replaced by a group of

- : : ints on the elliptic curve defined over a finfteld.
theorems in algebraic geometry (Stichtenoth, 1923t points © . -
Lint, 1998). Itg oals gvith c0r>r/1[§utati0n of L(D), the The main attractions of elliptic curve cryptograpiver

dimension of vector space L(D). Let X is a Curvecompeting tec_hnologies such as RSA, DSA. are that,
defined over a projective field and let d be thgrde of various algorithms _are . known for : sol\_/ln_g the
curve X. The g, genus of curve is (d-1)(d-2)/2 Aunderlymg hard mathematical problems in elliptic\e

- o ; ) cryptography. Elliptic curve discreet logarithm plem
th‘;gﬁgllgxlioé Wis also defined such that dggew takes fully exponential time. On other hand, thetbe

algorithm known for solving the underlying hard
Theorem 1: Stichtenoth (1993) given a divisor D, Mathematical problem in RSA and DSA (Integer
I(D) = deg (D)+1-g+l(w-D) where w is any canonical Factorization problem and DLP problem) take sub-
divisor. exponential time. This means that significant
By making use of all the above discussed conceptBarameters used in ECC is small compared to RSA and

of algebraic geometry, we can define an algebrai®@SA but with significant equivalent levels of seieyr

geometric code by Goppa (1983) as follows. Let Xabe The lack of sub exponential attack on ECC offers
curve, P a set of points on the curve, D the diyigen, ~ Potential reductions in processing power, storgges,

algebraic geometric code associated to (X, P, D)is  Pand width and electrical power. These advantages a
especially important in applications on constructed

C(X,P,D) := {(f(py),f(p2). .. -.... f(pn)|f e L(D)} C Fy" devices such as smart card, pagers and cellularegho
(Hanker et al., 2004). The performance of ECC
In other words, the algebraic geometric code C (X{(Certicom, 1998) depends mainly on the efficienty o

P and D) is the image of the evaluation Map: finite field computations and fast algorithms fdlipic
scalar multiplication. In addition to the numerous

E:L(D) - F" known algorithms, the performance of ECC can be

F ~ ((f(pa), f(p2)........ f(pn)) speeded up by selecting particular underlying dinit

field and/ or elliptic curve. ECC is used in mamgas.
By making use of the definition described aboveCerticom is most prominent vendor, but there areyna
we can construct a Goppa code as follows. Let X be implementation issues for it.
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Proposed system: In this session we will see how we E: L(A) - F,
can develop a cryptosy_stem by makm_g use_of chceptF ~ ((F (o), F(PD)... ..... f (Po)
of algebraic geometric code. Main thing in a
cryptosystem is the generation of keys.

First, we have to choose some public key
parameters. An elliptic curve having a highly secur
point over a finite field is chosen along with aefi
base point. So public information include Elliptierve 1. Compute P $ B
and Finite field. 2. Compute &= [Gey. a B B], P]

Once we know the elliptic curve and field on which 3. Send Gto B
the curve is designed we can compute the lineaowec
space L(D) (Stichtenoth, 1993) over the curve iitdi  Decryption: Decryption is done at receiving end to
field. From the linear vector space we can generateonvert data into its original form. The process
rational functions and can compute base point. Fronmclude following step .From receivers secret key
the theory of algebraic geometric code, by usingcomputeo 3 B
rational functions and points on selected curvecese SubtractuB from G'. By taking rational functions
generate a generator matrix«Gca be generated. Here and solving them, we will get the points represente
we are converting a curve into (n, k, d) code. through generator matrix Points are then converitxd

Next step is the processing of generatingmessages chunks and they are in turn converted into
algorithms. The process involves 4 steps they are original message.

Let G be the generator matrix created. Encryption
process involves following steps:

Decoding: Decoding process includes the process of

Key generation: There are two types of keys in a q : q ; H di
public key cryptosystems: Public key and privatg. ke error e_tect|on and correction. Here, We are sgndin
|(51format|on as contents of generator matrix. When w

Consider that message is transmitted between tw

users X and Y, They keys can be defined as follows: gnalyze It, we can see thatitis a repetltlonhgfp0|nt
information there by we can treat it as repetitoaes.

When we solve step 3 of decryption algorithm wd wil
*  Public key information includes,/B, t, o« Where, get a set of repeated information. A drawback of
Fq is the finite field, B is the base poing,is the  repetition code is redundancy, which means we are
elliptic curve and tis the dimension of linear tg#c  transmitting more data. Although the process se@ms
space be cumbersome, it is simpler than other cryptosyste
* User Y selects a random integerbetween 0 and using algebraic geometric code.
ords, where, B is the base point of the chosen
elliptic curve and it is sent to user X MATERIALSAND METHODS
» User X selects a random intedg&rbetween 0 and
ords where, B is the base point of the chosenlmplementation on MATLAB: Implementation
elliptic curve process was done by using mat lab. Implementation
process include algorithms for

Encryption: Encryption is the process of converting a

message Into a fprm that is noF understandable by fﬁ‘lportant factor in developing an algorithm based o
third person. This is done by making use of keys. elliptic curve and algebraic geometric code. Patarse
Let M be the message to be transmitted. Group thgt o glliptic curve is called domain parametersoih
message into k units i.e.,;mm....m,. Convert this include field size, a, b of a curve B y ¥+ ax + b,
message into points. Conversion o_f messages intpywo types of finite field used in a cryptographic
points on curve is called message imbedding. Nowgpplication are Prime field and binary field. Inisth
generation of generator matrix: From the divisooD  study, elliptic curve over prime field is consideres,
the curve, find a sub space A and let L (A) belthear  and domain parameters of curve include (P, a, INaB,
subspace associated with A. Let f.....fy be the h). P is the field size, a and b are parameterthén
functions related to it. From this, we can genefate equation of curve, B is the base point of the cuNgs
generator matrix by using L (A) rational functioasd the order of the base point and h is an integechvis
message converted points: cofactor h =# E(fj/n (Certicom, 2000a; 2000b).
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Parameter generation (Certicom, 2000b) can be dgne 1. [x,, y,] = Genbasept (a,b,p);
random method or Kobltiz (1987) random selection2. [x,, Y,,n] = pcpoints (a,b,p);
method. When we select a field number of elements 03. [Xng Ymd = Msg2points (message);
the field should be a large prime. This is to avoid4. GM = Genmatrix (%p, Ymp, @, b, p);
attacks and to improve the security of the systdere 5. s = findorder (xyy);

only 3 main domain parameters are generateds. o = randint (1,1,s);

remaining parameters are generated during th&. y=a*f;

encryption process. Code parameters include (d),k, 8. [X, Yp] = Succdob (xYs, a,a,p);
where n is the number of points on the curve, khes 9. P =[x, vl;

dimension and d is the distance. K is selectedrdargp  10. [X, Yi] = Succdob (¥ Vs, v,a,p);

to the linear vector space generated. 11. Z =% Yd;

12. CM = [GM+Z,P];

Algorithm 1: Parameter generation: 13. End
Decryption procedure: Decryption procedure
involves. Accepting the cipher text and converting into
original message. It involves converting outputteots

Function[p,a,b]J=Domain Parameters (a, ,b)

1. Pi-1 into points and then into message.
2. f48+2765=0

exit Algorithm 4: Decryption:

else
3. P ECC_prime (a, b) Function[Message] = Decryption (CM, a, b, p)
4. N —point _count (p, a,b) 1. Compute Q = Succdob(FPy,a,a,p)
5. if(N==is_prime (N)) 2. CM=CM-Q

Return (p) 3. [P« R] = Cipher2point (CM);
Else go to stepl 4. for | = 1:1:len
5. Stop 5. Message [I] = pointzmsg (R ], Py[ ] );
6. End

Key generation procedure: This algorithm takes the
domain parameters, computes the base point arldecoding procedure: The algorithm is as follows:
generates keys. Procedure is as follows:
Algorithm 5; Decoding:
Algorithm 2: Key generation:
Function[ ] = Decode (CM,,PR)

Functionp] = Genkey (p,a,b) 1. Compute GM1 = Genrmatrix1,(F?, a, b ,p);
1. [xs,¥g] = Genbasept (a,b,p); 2. if (CM ==GM1)
2. m = Findorder (xb,yb]; Disp (‘No error’);
3. o =randint (1,1,m); Break;
4. End Else
Disp (‘Error’);
Encryption procedure: Encryption procedure includes Go to step

creation of generation matrix and conversion of End

message into points. The procedure is an overview ¢t k = size (CM);
the encryption process using mat lab. Processvagol 5. Count = 0;
functions for base point generation, creation of6. for I =1:1:k (1)
generator matrix, elliptic curve scalar multiplicat 3. for j= 1:1:k (2)

Scalar multiplication is done by successive douplin if (CM (i,])==GM1(i,])
process. count++;
End
Algorithm 3: Encryption: 4. if (count > k/2)
Disp (‘accept the message’ +CM (1, j));
Function[CM,P] = Encryption (p, a, b, messaje, else
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Disp (‘Communication error’); points on curve, it should be divisible by a lagene
End satisfying n > 2, where L is the security level which
should be in range 180<L_log,qu (Certicom, 2000b).

The received message looks like a repetition code,
Here we are comparing the entries and deciding RESULTS

whether to accept the message. i . .
Various functions names are given in above Analysis of algorithm above was done over various

procedures. These function call contains code t(§|elqls on Pentium [V processor. Time _take_n over
execute corresponding functions. varlous_flelds during the_ process of encryption ends
follows in Table 1 and Fig. 1.

Here we can see graphical representation of the
Security of the cryptosystem: The security of the table. we can see computing time increases wild fie
systems is based on the apparent intractabilityhef size. Size of key also increases with field size.
elliptic curve discrete logarithm problem. ECDLR #  Disadvantage here is the size of the cipher tekis T
given elliptic curve E(), a point RE(F,), of order n  can be overcome by the advantage of decoding moces
and a point @(F,), determine an integer k<k<n-1,  which helps in the detecting of errors. An analyss
such that Q = k P provided such an integer exist. been done for the above algorithm for various ngssa

Various attacks that can affect the system includéengths and. the result of the analysis can beesgmted
structural attack (Trappe and Washington, 2002)jio  as a graph as follows in Fig. 2.

Hellman attack, Index calculus attack (Hanletral.,

2004). Pohlig-Hellman attack algorithm efficiently Table 1: Field size Vs time for encryption and ¢ption

reduces the computation of | = @ to the ?e'd'(:q ; - 1i716 161346 193214 225344 327118 5219 "
computation the computation of discrete logaritims M€ (S€c)encryption . : ' : : :
the Srime order subgrl?)ups <P> (Hankeal ., 2%04). It Time (sec) decryption  2.12 2 432 4523 912 12186
follows that the ECDLP in <P> is no harder than

ECDLP in its prime sub-groups. Hence in order to 257 —#- Encryption
maximize resistance to this attack the parametérs o 20 1 —s— Decryption ) A
curve should be chosen so that order n of P isidiei 8] 15 4 -
by large prime. Pollard’s Rho method makes use of 2 '
iterative method and in order to avoid the attacks é 10
parameters should be chosen is such a way that BCDL F
is infeasible to solve. >
o T T T T T ]

. 127 163 192 223 321 521
Structural attack: Certicom (2000a); Janwa and

Moreno (1996); Niederreiter (1986) and Hanlkeml. Field
(2004) developed cryptosystems based on linear code
during 1978. In this generator matrix is used agape

key and it is scrambled using a scrambled matrik an

1: Field size VS execution time

permutation matrix to get the public key. The id&u ;? ] —e— Timme (zec)
tries to get k and n, so that generator matrix lban S 96
reproduced. This type of attack is called strudtura & 55 |
attack. In our system we are giving the parametars g 24 -
constructing the generator matrix as public infaiorg 0 2.3 -
so that this type of attack doesn’t have any siggaifce. 2.2 A

Any attacks on this cryptosystem rely on structure 2.1 T ——
the group. So security of the system depends @ndsiz T8 8 3 8 8 28 8
the field g. So selection of field is important eit AL A A
should be a prime field or an optimal extensiotdfand Message length (bytes)

should be divisible by a large prime. Another intpot
thing is number of points on curve. Let N be numier Fig. 2: Message length Vs time
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20000 Memory (bytes) stable system can be generated. Main advantadesof t

B R system is, apart from decryption, error detectismwall
£, 19000+ as correction can be done. However, this comes at a
‘g: 10000 4 cost in the form of increased bandwidth.
=]
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Here we have developed a public key cryptosystem
by combining concepts of algebraic geometric cauk a
elliptic curve cryptography. Mc-Eliece and Niedé&ee
developed a cryptosystem based on binary lineae.cod
Main disadvantage of their system was its large key
size. Key size used here is very small compardddo
Eliece and Niederreiter cryptosystems. Decoding
process is simple since we are treating received
information as repetition codes.

Attacks are common to all cryptosystems. But by
securely choosing curve, field and representatibn o
elements in field, we can overcome the attacks and
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