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Abstract

Key Words: Alteration, Detection, Classification, Hough Transform, Ridge
endings, Orientation, Reconstruction, Wavelet transform, Matching, Region of
Interest, Ridge frequency, Ridge texture.

This thesis presents a solution to prevent the attack of altered fingerprint on
Automatic Fingerprint Identification systems (AFIS). Alteration aso cdled
obfuscation is the process of making the regular ridge structure irregular to mask the
identity from a watch list of FP so that the criminals can easily enter into the
restricted area. Different mechanical and chemical process used in alteration creates
various patterns on the ridge structure. Subjective analysis of the ridge patterns and
process leads to the classification of atered FP into three groups. They are
obliteration, distortion and imitation. Obliteration of the FP is obtained by process
like cutting and abrasion with blades or knifes, burning and poring strong
chemicals. Obliteration is again divided into scar and mutilation. Distortion type of
altered FP is obtained by surgical ways. The interchanging of one portion of the
fingertip with other portion of the same fingertip or with the palm or leg print leads
to distortion type of altered FP. There is a special type of distortion known as ‘Z’
cut. The path of the surgica cut forms the alphabet Z. Imitation type of ateration is
created by the replacement of large area of fingertip with other fingertip, palm print
or leg print by plastic surgery.

The thesis covers detection, classification, reconstruction and matching of
altered fingerprint. The first step to defeat altered fingerprint is ateration detection.
A method is proposed for altered FP detection using three features viz. Minutiae
Density, Ridge Discontinuity and Scars.

Xi



If the detected fingerprint is abliteration type, it needs to be matched with
unaltered mates in the database. The matching of distortion and imitation type is
impossible since the reconstruction of transplanted region is not possible. It also
reduces the matching rate while increases the fal se match rate. This necessitates the
classification of altered fingerprint. A Hough transform based method for
classification of agiven FP into normal FP and different types of atered fingerprint
have been developed. This method uses variation of ridge ending density possessed
by normal and different types of altered FP.

Wavelet transform approximation based method is proposed for the
reconstruction of ridge orientation of atered fingerprints. An orthogonal wavelet is
used to decompose the complex ridge orientation to a desired level. After
decomposition, the orientation is reconstructed using the approximation

coefficients.

After classifying the given fingerprint into obliteration, successful matching is
essential since it helps to find the criminals and prevents the breaking of fingerprint
based security system. Proposed method of matching uses the reconstructed ridge
orientation and features in the unaltered region. Matching method is implemented in
two stages. First stage utilizes the approximated ridge orientation. Second stages
uses Ridge Texture and Ridge Frequency in the unaltered region of altered
fingerprints. A matching is declared as successful, if genuine match occurs in both

the stage.
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Chapter 1

| ntroduction

Abstract

This chapter briefs about the general fingerprint based biometric systems including
history of biometrics. A section is set aside for deliberations about different features
of fingerprint including ridge and minutiae features. Chapter ends up with
obj ectives, motivation, description about the database used and organization of the

thess.



Chapter 1. Introduction




Detection, Classification and Matching of Altered Fingerprints using Ridge and
Minutiae Features

Biometric recognition or biometrics is defined as the application of anatomical or
behavioral identifiers or traits that are highly unique in nature for personal
identification [1]. Examples for biometric traits are fingerprint (FP), iris, ear, face,
facial thermo gram, hand thermo gram, hand vein, hand geometry, face, retina,
signature and voice. The word biometrics is derived from Greek words bios (life)
and metron (measurement). Biometric identifiers are measurements from living
human body. Any biometric trait can be used for personal identification as long as

it satisfies the following requirements [1]:

Universality: Each person should have the particular biometric.
Distinctiveness. The biometrics of any two persons should be sufficiently
different.

Permanence: Biometric should be invariant over a period of time.
Collectability: Biometrics can be measured quantitatively.

Performance: This includes speed, recognition accuracy, resource
requirements and robustness to environmental and operational factors.
Acceptability: Whether the user is willing to accept the trait in their daily
life.

Circumvention: Ease with which traits can be circumvented by fraudulent
methods.

Main advantages of biometrics that makes it suitable for persona identification
systems are

It cannot be lost or forgotten

Difficult to imitate,

Unchanged with time

Increased user convenience.

These advantages made the biometric systems to get increased attention compared
to conventional security systems (examples; password, token, pin number) during

recent decades. Biometric recognition systems have applications in border crossing,
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national ID cards, e-passports, computer network logon, mobile phones, web access

and smart cards.

1.1. History of Biometrics

First systematic capture of hand geometry for identification purpose is recorded
in 1858. Sir William Herschel, Civil Service of India, recorded a handprint on the
back of a contract for each worker to distinguish employees. Use of biometrics for
personal identification has come into existence in 1879 when Alphonse Bertillon, a
French criminologist, introduced body measurements for the identification of
criminas [2]. Bertillon’s system of body measurements, consisting of skull
diameter, arm and foot length was used in the United States of America to identify

prisoners until the 1920s.

William Herschel was the first FP expert to point out that the ridge patterns in
the fingertips of an individual remains unchanged from birth till death and Henry
Faulds was the first person to identify FPs at the crime scenes to identify the

criminal [3].

In 1892, Francis Galton identified that finger pattern is unique for each human
being [4]. The characteristics of the FP used to identify the person are known as
Galton details which are aso referred to as minutiae features. Ophthal mologist
Frank Burch first proposed the concept of using iris pattern for identification in
1936 [5].

Biometric systems were started to automated in 1960s with the devel opments
in digital signa processing techniques. Voice and FP based personal recognition
systems were automated in 1960s. Development of hand geometry systems took
place in 1970s, retina, signature and face verification systems came in 1980s and

iris recognition systems were developed in 1990s[6].
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1.2. General Biometric Recognition System

A biometric system is essentialy a pattern recognition system that operates by
acquiring biometric data from an individual, extracting a feature set from the
acquired data, and comparing this feature set against the template set in the database
[7]. A generic biometric system basically consists of four modules[8]. They are
(&) Scanner module: Acquires biometric data of an individual.
(b) Feature extraction module: Process the acquired data to extract afeature
set to represent biometric trait.
(c) Matching module: The extracted feature set is compared against the
templates residing in the database through the generation of matching
Scores.
(d) Decision making module: Matching scores are used to either validate
the user’s claimed identity or determine his/her identity.
Depending on the application context, a biometric system may operate either in
verification mode or identification mode [7]. Enrollment is a process of making a
database of template and is common to both verification and identification system.
Thisis shown in Fig. 1.1. An enrollment system consists of scanner to capture the
FP image, a quality checker and a feature extractor. This processis usualy carried
under the supervision of atrained person with an aim to maintain the quality of the

FP image used for making the templ ate.

Subject » lemplate ——
Identifier Tdentifier
q — | Feature | — | Template =
\ v | Extraction| — | Creation 4
J sample faature
set(s)
Capture Data Storage

Fig. 1.1 Enrollment process
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A verification system authenticates a person’s identity by comparing captured
biometric trait with his’her previoudy captured (enrolled) biometric reference
template pre-stored in the system. An individual who wants to be recognized claims
an identity; usually personal identification number, a user name or smartcard. Then
it performs one to one comparison to either reject or accept the submitted claim of

identity. Fig. 1.2 shows the block diagram of a verification system.

Subject claimed identity
Identifier
—1 Feature | — ‘ A
Q._ " | Extraction| ' | Matching | <.
. -) sample feature 5:‘::&' i
set 1
Capture — e Data storage
match’
non match
Fig. 1.2 Verification System
Q — Feature — Pre-selection Ve
Y ' —/ | Extraction| — and Matching|
faatura 2 b'll'.
ubject
= . templates Data
Capture storage

Subject identifier
Or " not identified"

Fig. 1.3 Identification System

An identification system recognizes an individua by searching the entire
enrollment template database for a match without claims for identity. It conducts
one-to-many comparisons to establish if the individual is present in the database and
if so, returns the identifier of the enrollment reference that matched. Fig. 1.3 shows

the block diagram of an identification system. Depending upon area of application,
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a biometric system can operate either as an online system or as an off line system.
An online system requires quick response and is fully automatic. Offline system
does not require quick response and is semi automatic. No single trait is expected
to effectively meet the requirements of all the applications. The selection of
biometric trait for a particular application depends upon the characteristics of the

application and the properties of the trait [1].

1.3. FP Based Biometric Systems

A comparison of widely used biometric identifiers is given in Table 1.1. Entriesin
the table as given in second edition of Hand book of FP recognition [1]. The letters
H, M and L denotes High, Medium and Low respectively. Table shows that FPs

have very good balance between properties as compared to other biometrics.

Table 1.1 Comparison of general biometric traits

) > >

23 8 £ 8E ¢

Biomevicidentifir § 5 2 8 & B 2
o c 8 5 § 5

56 & 838 25

Face H L M H L H H
FP M HH MH MM
Hand Geometry M M M H M M M
Hand/Finger vein M MM MMML
Iris H HH M H L L
Signature L L L H L H H
Voice M L L M L H H

All humans have FP that are distinctive from others. Their details are permanent,
even if they temporarily change slightly due to cuts and bruises on the skin. FP
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recognition has become one of the most matured biometric as far as technologies
are concerned. It has wide use in forensic sciences to identify the criminals.
Forensic experts use the latent FP obtained from the crime scenes and makes the
match with a watch list of FP. FP scanners are small in size and can get with
affordable prices. These reasons make FP one of the most widely used biometric

traitsin the world.

1.3.1. FP Scanning

FP scanning plays a very important role in FP recognition since the success of
matching depends upon the quality of the image captured by the sensor. A basic
block diagram of a FP scanner is shown in Fig. 1.4. It consists of a sensor that reads
the ridge pattern on the finger surface, A/D (Analog to Digital) converter to convert
the analog reading to the digital form, and interface module for communicating
(sending images, receiving commands, etc.) with external devices such as personal

computers[1].

. ; > AD :: > S
Fingerprint |:> Sensor ey Interface

Fig. 1.4 Block diagram of a FP scanner

FP scanning is of 2 types, off-line acquisition and online acquisition [1]. In the
former case, the finger is first smeared with a black ink and pressed or rolled on a
paper card. Then this paper card is scanned by using a general purpose scanner to
obtain the digital image. This technology was used by law enforcement agencies
and has rare use today. In latter, the digital images are obtained by pressing the
finger againgt the flat surface of an electronic FP sensor or FP reader. Nowadays,
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most of the Automatic FP Identification Systems (AFIS) uses online acquisition
technology also known as live scanning. This technology does not require ink to
scan the FP. There are three families of electronic FP sensors based on different
sensing technology [1]. They are

Solid state or silicon sensors: These consist of an array of pixels, each pixel
being a sensor itself. Users place the finger on the surface of the silicon, and
four techniques are typically used to convert the ridge/valley information
into an electrical signal: capacitive, thermal, electric field and piezoel ectric.

Optical sensors: The finger touches a glass prism and the prism is
illuminated with diffused light. The light is reflected at the valleys and
absorbed at the ridges. The reflected light is focused onto a CCD or CMOS
sensor. Optical FP sensors provide good image quality and large sensing
area but they cannot be miniaturized because as the distance between the
prism and the image sensor is reduced, more optical distortion is introduced

in the acquired image.

Ultrasound: Acoustic signals are sent, capturing the echo signals that are
reflected at the FP surface. Acoustic signals are able to cross dirt and oil
that may be present in the finger, thus giving good quality images. On the
other hand, ultrasound scanners are large and expensive, and take some

seconds to acquire an image.

1.3.2. Featuresof FP

The overall area of FP image captured by scanner contains foreground and
background region. Foreground region is a pattern of ridges and furrows or valleys
and possess the important features needed for matching. The background area has to
be segmented off from the image and does not contain any information. The
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features possessed by FP image are categorized into three levels[1]; level 1, level 2
and level 3 features.

Level 1 Features aso known as globa ridge pattern shows macro details of

ridge flow. These features are a pattern of alternating convex skin called ridges and

concave skin caled valleys with spiral curve like line shape. There are two types of

ridge flows: the pseudo-parallel ridge flows and high-curvature ridge flows located

around the singular point [1]. This representation relies on the ridge structure,

global landmarks and ridge pattern characteristics. The commonly used global or
level 1 FP features are:

10

Singular points: There are two types of singular points known as core and
delta. A core is the uppermost point of the innermost curving ridge [1].
Delta is the junction point where three ridge flows meet. Both core and
deltaare shownin Fig. 1.5. They are usually used for FP registration and FP
classification. According to the ridge flow around singular points and
number of singular points, FP is classified into 6 classes. They are Right
loop(R), Left loop(L), Whorl(W), Arch(A) and Tented Arch(T).(see Fig.
15)

A A L AN

—

Right Loop (R) Left Loop (L) Whotl (W) Arch(A)  Tented Arch (T)
Fig. 1.5 Different classes of FP with core and delta marked.

Ridge orientation Field: It givesthelocal direction of ridge-valley flow. Itis
widely used for classification, image enhancement, matching, minutiae
feature verification and filtering [1].

Ridge Frequency: The local ridge frequency (or density) f,, at point [X, y] is
the number of ridges per unit length along a hypothetical segment centered
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at [, y] and orthogonal to the local ridge orientation [1]. A frequency image
F can be defined if the frequency is estimated at discrete positions and

arranged into a matrix.

Level 2 or local ridge details are the discontinuities of local ridge structure aso
known as minutiae. Most widely used minutiae features for matching are ridge
ending and ridge bifurcation. The main reason that minutiae features are preferred is
because they are relatively stable and robust to contrast, image resolutions, and
global distortion when compared to other representations. They are aso used for FP
synthesis and reconstruction [10], [11]. There are 150 types of minutiae classified
based on their configuration [9]. Some of the minutiae details are shown in 1.6.
Extraction of ridge ending and bifurcation from low quality FP image is a difficult

task since dryness and wetness causes spurious minutiae.

—_— - 2

Ending Bifurcation Crossover
8 wle T
Island Lake Spur

Fig. 1.6 Local ridge details

Level 3 features or inter-ridge details occur at very fine level. These consist of
width, shape, curvature, edge contours of ridges, dots and incipient ridges. Other
fine level detail is sweat pores and its position and shapes are highly distinctive.
Extraction of sweat poresis possible only at high resolution (above 1000 dpi).

11
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1.4. Specifications of FP Images

FP consists of pattern of ridges and valleys. The FP scanner converts this pattern

into digital representation known as FP image. The quality of the FP image is

affected by different parameters. These parameters are known as the specifications
of the FP image as listed below; [1].

12

Resolution: It denotes the number of dots or pixels per inch (dpi).

Area: It represents the size of the rectangular area captured by FP scanner.
For multi-finger scanners the areaiis usualy as large as 2x3 square inches to
alow four fingers to be placed simultaneoudly. In case of single-finger
scanners, an area greater than or equa to 1x1 square inches permits a full
plain FP impression to be acquired.

Number of Pixels: This is obtained by multiplying the area of the image
with resolution.

Geometric Accuracy: It depends upon the geometric distortion produced
by acquisition device.

Gray level quantization and gray range: The gray-level quantization is
defined as the maximum number of gray-levels in the output image and is
related to the number of bits used to encode the intensity value of each
pixel. The gray-range is the actual number of gray-levels used in an image
disregarding the maximum given by the gray-level quantization.

Gray level uniformity and input/output linearity: The gray level
uniformity is defined as the gray-level homogeneity measured in the image
obtained by scanning a uniform dark (or light) gray patch; the Input/Output
linearity quantifies the deviation of the gray levels from a linear mapping
when the input pattern is transformed into an output image.

Spatial frequency response: denotes the ability of an acquisition device to
transfer the details of the original pattern to the output image for different

frequencies.
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Signal-to-noise ratio (SNR): the signal to noise ratio quantifies the
magnitude of the noise with respect to the magnitude of the signal. The
signal magnitude is related to the gray-range in the output image while the
noise can be defined as the standard deviation of the gray-levelsin uniform

gray patches.

1.5. Quality Assessment of FP I mages

Successful matching of every FP based recognition system depends upon the quality
of the FP image since the feature extraction stage fails in the low quality images.
In general, FP quality can be estimated at a global level (i.e., asingle quality value
is derived for the whole image) or at a local level (i.e., adistinct value is estimated
for each block/pixe of the image).Quality assessment of FP images are important in

order to

Reject very low-quality samples during enrollment or/and to select the best
sample(s).

Isolate unrecoverabl e regions where FP enhancement is counterproductive
asit leads to the detection of several spurious features.

Adapt the matching strategy to the quality of FPs.

Assign weights to features (at matching stage) according to the quality.

FP alteration degrades the quality of the FP image and thus the ateration detection

isapart of quality assessment.

1.6. Objectivesof Research

The countermeasures to defeat atered FP threats are detection, classification and
matching. Detection is first step needed against the atered FP threats. Once the

13
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altered FP is detected, it has to be matched with unaltered mates available in the
database to find criminals who have altered the FP. In order to match the atered FP
successfully, classification of altered FP has to be performed. This is due to the fact
that altered FP consists of transplanted region and this increase the rate of false
matching.

1.7. Motivation of Research

FP is one of the most successful and matured biometric trait for the personal
identification all over the world. Dueto this, threats to AFIS are also increasing. FP
alteration is one among them especially in border control security systems[12],[13].
The increased use of AFIS in immigration control and forensic application
motivated the illegal immigrants and criminals to alter the FP for masking their
identity. A number of websites are available in the internet that discusses the
different ways of alteration of the FP. Cases related to atered FP is also reported all
over the world. The above facts motivated to find a solution to defeat this problem.

The development of the methods or algorithms for ateration detection,
classification and matching is also motivated by different reasons explained in

following subsections.

1.7.1. FP Alteration Detection

The quality assessment software is not able to detect the atered FP, if the quality of
the FP is good. It is reported in [12] and [13] that the NFIQ quality assessment
software developed by National Institute of Standards and Technology (NIST) has
been able to detect only 20% altered FPs.

14



Detection, Classification and Matching of Altered Fingerprints using Ridge and
Minutiae Features

Alteration is the process of making the regular ridge structure irregular in order
to mask the identity from a watch list of FP so that the criminals can easily enter
into the restricted area. The breaking of the security system can be prevented by
employing a detection method along with AFIS.

Surgical cuts along the boundary of the atered region lead to scar and give
important information about the alteration. This research aimed to include this
surgical scar present in the altered region to improve the detection rate of existing
alteration detection methods.

1.7.2. FP Alteration Classification

Researchers have subjectively classified the atered FPs into three. They are
obliteration, distortion, and imitation [12],[13].

Classification of alteration is important in the sense that it provides strong
evidence against the criminals. For example, distortion and imitation type of
ateration are produced by surgical means and once classified the given FP into
distortion or imitation type, more evidence against the criminals can be obtained

through identifying the doctor who had done the surgery [14].

Another advantage of alteration classification is that it can give important clue
about whether the given FP is possible to reconstruct or not. Obliteration type of
atered FP can be reconstructed, if the altered areais small. Distortion and imitation
type of altered FP seems not possible to reconstruct since the surgery causes
transplantation of ridge structure. The reconstruction of Z cut type of distortion may
be possible. The manual classification of imitated and distorted FPs is sometimes
very difficult even for an expert since the transplanted region resembles the normal
FPs.

15
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Automatic atered FP classification also helps the atered FP matching.
Matching of distortion type of altered FP except ‘z’ type and imitation type are not
possible since the altered region consists of transplanted ridge structure. Automatic
classification can helps to prevent the imitation and distortion type of FP from going
into the matching stage and can reduce the fase matching rate caused by
transplanted region.

1.7.3. Altered FP Matching

Successful matching of atered FP is essential since it helps the authority for the
identification of the criminals or to get the information about the criminals.
Matching of imitation type atered FP is not possible since reconstruction of altered
region is not possible. Separation of unaltered region from the altered region is also
difficult. Matching of Z-type distortion is possible because atered region can be
reconstructed. Matching of obliteration is possible if the whole region of the FP is
not altered.

1.8. Database

Database used for this thesis work consists of 70 real atered FPs which consist of
al types of aterations obtained from NIST SD14. Synthetically atered FP of 240
images with 80 each of obliteration, distortion and imitation is also used. Normal FP
obtained from FVC 2000, 2002, 2004 and CASIA is used for the creation of
synthetically altered FP and also for the conduct of the experiments.

Altered FP is synthetically created as follows. Obliteration type of atered FP is
generated by making scratches and scars in the FPs. Synthetic distortion is made by

transplantation of one region of the normal FP with other region of the same FP.

16
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Scar is also created through the boundary of the transplanted region. Special type of
distortion known as ‘Z’ cut is formed by selecting a square section, cutting it into
two triangles, stretching it and joining back to the FP. After performing these steps,
scars are created through the joints of the altered region. Imitation type is made by
transplanting large area of the FP with other FPs.

1.9. Organization of Thesis

Chapter 2 gives the literature review on different cases related to altered FP.
Literature review on altered FP detection, ridge orientation estimation and matching

of FPisalso given in this chapter.

Chapter 3 discusses the theory of FP image processing, Receiver Operating
Characteristics (ROC) curve, theory of Support vector Machines, Hough transform

and wavel et transform.

Chapter 4 discusses the altered FP detection using three features namely ridge
discontinuity, minutiae density and scar. Comparison of the proposed method with

the state of the art method is also given.

Chapter 5 deals with Hough transform based FP alteration detection and
classification. This method uses ridge ending density variation present in different
types of altered FP.

Chapter 6 explains a method proposed for ridge orientation reconstruction of altered
FP. This method uses orthogonal wavelets as a basis function for the reconstruction
of orientation. Comparison of this method with polynomial based method is aso

given.

17
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Chapter 7 gives atwo stage method for altered FP matching. First stage is based on
reconstructed ridge orientation and if the matching is successful, the FP goes to the
second stage. Second stage uses ridge frequency and ridge texture in the unatered
region of the altered FP.

Chapter 8 gives conclusion and future works.

18
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Literature Review

Abstract

This chapter starts with the discussion of different threats faced by the FP based
biometric system. It discusses the fake and altered FP threats occurred at the sensor
level and the cases related to altered FPs threats reported in press. Literature review
on altered FP detection methods and ridge orientation estimation methods are also
given. Chapter ends with the literature review on different methods developed for

FP matching and FP image enhancement.
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2.1. Threatson FP Biometric Systems

The researchers have pointed out different vulnerabilities or threats faced by FP
based biometric systems. They aso suggested different remedies to reduce these
threats to a great extent. Ratha et.a identified eight attacks faced by the generic
biometric systems with respect to different vulnerable points in the systems [15].
They are occurring at sensor, matcher, feature extraction module, database, in
between these modules and at final decision level. These attacks are shown in Fig.
2.1. Attacks at sensor level include forcibly compelling a registered user to
verify/identify, presenting a registered deceased person or dismembered body part,
using a genetic clone, and introduction of fake biometric samples or spoofing [16].

Spoof is defined as any counterfeit biometric that is not obtained from live person.

Template 6 Tampering
3. Overnide feature Extracter Database |© template
1. Altered FP and fake FP fL‘ 7 Channel Attack

Feature

5 m; " Matcher Application
e Extracter ‘(T_"' = e

4. Tampering feature 8. Decizion override

2. Beply Attack
3. Ovemnde features

Fig. 2.1 Attacks at different levels of Biometric recognition system

Most of the methods used for fake FP detection are based on the design of hardware
to measure overt characteristics of live fingers which are not present in the fake FPs
[17-21].
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Osten et. d. have used a combination of pulse oximetry, electrocardiography
(ECG), and atemperature sensor to measure liveliness[17]. A CCD camerais used
for the FP identification/verification, and the skin temperature, pulse and oxygen

saturation of hemoglobin in the arteria blood, are used for aliveness measurement.

Two Light Emitting Diodes (LEDs) and a photo-detector are used to determine
whether blood is flowing through the finger in [18]. This liveness detection method

basically implements pulse oximetry, but only uses the pulse rate information.

A FP sensor that reduces the spoofing is given in [19]. This FP sensor includes
an array of impedance sensing elements for generating signals related to an object
positioned adjacent thereto. It also includes spoof reducing circuit for determining
whether or not the impedance of the object positioned adjacent the array of
impedance sensing elements corresponds to a live finger. A spoofing indicated may

be used to block further processing.

A hardware based solution that uses temperature of the finger, electrical
conductivity of the skin and pulse oximetry is proposed in [20].

Baldisserra.et.al have developed a method for fake FP detection based on the
acquisition of the odor by means of an electronic nose, and differentiating the
human skin from other material [21]. Even though this method is able to detect
artificial reproductions, creation of a single model of human skin for each user is

necessary.

Some of the techniques used the fusion of biometric traits to avoid the spoofing
of identification systems [22-25]. Biometric fusion is the concept of using features
from more than one biometric trait for personal identification. Biometric fusion

involving FPs can be performed in one of the following manners
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1. Multiple traits: FPs can be combined with some other trait such as iris

or face.

2. Multiple fingers of the same person: FPs from two or more fingers of a

person may be combined.

3. Multiple samples of the same finger acquired using different sensors:
information obtained from different sensing technologies for the same

finger is combined.

4. Multiple samples of the same finger: multiple impressions of the same

finger are combined.

5. Multiple representations and matching algorithms: this involves
combining different approaches to feature extraction and/or matching of
FPs.

The disadvantages of fusion isthat it is expensive and less user convenient since it
needs more sensors which in turn cause the user to present their traits on more than
one sensor. It is also difficult to select the features needed to combine together for

fusion scheme.

Heeseung Choi .et. a used multiple static features including power spectrum,
histogram, directional contrast, ridge thickness, and ridge signal to detect fake FPs
[26].

Altered FP falls under the broader category of attack known as obfuscation [12].
Any deliberate attempt by an attacker to change his biometric characteristic in order
to avoid detection by a biometric system is called obfuscation. The similarity
between spoofing and obfuscation is that both occur at the sensor or user interface
level. The difference is that spoofing is for positive recognition and obfuscation is

for negative recognition (hiding the identity).
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2.2. History of Altered FPs

FP alteration has been used by illegal immigrants to break the border control
security system. Fig. 2.2 shows the breaking of the border control security system
by using the atered FP. The border control security has a watch list of criminals.
When the automatic Personal Identification System makes a matching of the altered
FP of theillegal immigrants with their unaltered mates in the watch list, the result
is non match. Thus the illegal immigrant is permitted to cross the border and enter
into the country. Different criminal cases related to altered fingerprints are reported

in press.

Border control Altered FP of criminal A
securnty system

Watchlist of criminals
FPof A
FP of B #ﬁ Matching ~ [— Failure
FP ofC :}
etc. (Permission of entry)

FP based personal
Identification system

Fig. 2.2 Breaking of Border control Security System

The first case of atered FP has been reported way back in 1933[27]. John
Dillinger, a notorious criminal in American history, altered his face by plastic
surgery with the help of a doctor. Dillinger underwent several bouts of plastic
surgery and he only managed to dlightly ater his face. After this, one doctor
suggested him to ater the FP as a way to escape being detected. By comparing the

FP recorded before and after Dillinher’s death, investigation agency found that all
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the fingertips were altered. He altered the central portion of the ridge pattern by
applying acid to fingertips. Even after this alteration the investigation agency
successfully identified him after his death in 1934 by using the details in the
undamaged portions of the fingertips.

Gus winkler [27], another criminal, got the idea of FP alteration from an
accidental damage occurred to his finger. Later he atered four fingers on the left
hand excluding the thumb, by the combination of slashing and deep abrasion. His

left middle finger isfound to be converted from whorl class to loop class.

Jack Clutas dtered index and ring finger of the right hand to evade
identification [27]. After realizing the uselessness of first attempt, he made deep
damage to fingertip with an aim of successful masking of hisidentity.

Dr. Howard L. Updegraff, had extensive experience in the area of FP aterations
and he reported that the only way to permanently obliterate a FP is to graft skin
from another part of the body over them [28]. In 1941, Robert Fillips attempted to
alter the finger by grafting the skin from his chest to the fingertip [28].

Donald Roquierre dtered the fingerprints by making circles in the middle of
each finger, turned the circles upside down and replaced them on different fingers
[29]

Jose 1zequierdo altered the finger by exchanging two portion of the fingertip.
After the alteration, the portions seems to be like ‘z’ shape. The officials
reconstructed the fingertip manually for the identification purpose and they have

taken 170 hours for manual and computer search to identify the person [30].

In 2007 a Mexican doctor was charged in Pennsylvania with surgicaly
removing drug traffickers FP, substituting skin from the soles of their feet [14].
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A Dominican doctor Jose Elias Zaiter-Pou had been jailed for a year and a day

for plotting to surgically ater FPs of illegal immigrants [14].

In 2009, Lin Rong, a Chinese women illegally entered into Japan by having
plastic surgery to ater her FPs [31]. She swapped the FPs from her right and left
hands to evade the border control security systems. She removed the skin patches
from the thumb and index fingers and re-grafted on to the fingers of the opposite
hand.

Mateo Cruz-Cruz, a 25 year old man from Mexico got arrested by Border Patrol
agentsin Douglas, Arizonafor alegedly jumping the fence from Mexico [32]. After
hisarrest, it is found that his fingers were blackened and burned. Many Other cases
of evading border control security systems are reported in [33], [34].

2.3. Altered FP Detection

Even though the cases regarding the altered FP are reported early in 1933, the
researchers have started to focus this area only from 2009 onwards. Hence the work
related to altered FP detection islimited in number.

Jianjiang Feng, Anil K. Jain and Arun Ross developed a method for FP
alteration detection based on orientation field [12]. They considered distorted type
of altered FP for this study. Orientation field of a FP can be decomposed into two
components namely singular orientation field and continuous orientation field.
Orientation field around the singular point or singular orientation in normal FP is
discontinuous since it posses more curved nature as compared to that of other
regions. Continuous orientation field of atered FP is not continuous and that of
norma FP is continuous. They have used the discontinuity in the continuous
orientation filed to detect the altered FP. High level features are extracted from the
continuous orientation filed and feature vectors are created. These feature vectors

are fed into the Support Vector Machine (SVM) for classifying the given FP into
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normal or altered. They have simulated synthetically altered FPs from the normal
FPs obtained from NIST SD14 database. This method is tested on this database and
detected 92% of altered FP with afase positive rate of 7%.

Soweon Y oon, Jianjiang Feng and Anil K. Jain have developed another method
for FP dteration detection based on orientation field discontinuity and minutiae
density map [13]. Orientation field discontinuity is found by comparing the least
square polynomial approximated ridge orientation of altered FP with its original
orientation. Minutiae density map is obtained by Parzen window method with
uniform kernel function. Feature vector are formed from the orientation field
discontinuity and minutiae density map. These feature vectors are fused together
and fed to SVM for classification. This algorithm achieves a True Positive Rate
(TPR) of 70.2% with a False Positive Rate (FPR) of 2.1% while NFIQ achieves a
FPR of 31.6%.

A method proposed by Adina.et.al based on Scale Invariant Feature Transform
(SIFT) key points are given in [35] and these key pointsin a FP is represented by an
orientation and magnitude. After finding an initial estimate of SIFT key points, they
are refined to get areduced set of key points. The normal FP consists of low density
of SIFT key points located only at singular points and altered FP consists of large
density of key points located at altered region. This feature is utilized for detection
of atered FP.

Adina.et.al proposed another method based on orientation field reliability map
[36], which has peaks at singular point locations. Alteration detection is based on
the fact that altered FP s have many peaks as singular points with lower amplitude

while normal FP has few peaks as singular points with higher amplitudes.

John H Ellingsgaurd proposed a method based on singular point density and
minutiae orientation analysis to detect altered FP [37]. Singular point density
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analysisis based on loca entropy and uncertainty of orientations around scarred and
mutilated areas and uses common techniques to extract core features of a

fingerprint.

2.4. Orientation Field Estimation

Ridge orientation field is an important feature of FP that distinguishes it from other
biometric traits. It is considered to be one of the important intermediate step in most
of the FP image processing like enhancement, classification and matching [38-46].
Other main use of ridge orientation filed is in the area of FP synthesis and
reconstruction [47], [48], [49]. In case of atered FP, reconstructed orientation can
be used for matching and reconstruction of altered region. It can also be used to
extract ridge discontinuity which in turn can be used to detect altered FP.

Determination of Ridge orientation field is classified into two categories, local
estimation and global modeling. In the former, the orientation is obtained for each
pixel of the image and in the latter, the orientation for whole image is obtained by
mathematical modeling. Most widely used local estimation is the gradient-based
method. In this, the gradient at each pixel of the image, both in x and y direction, is
found. Then the orientation is the direction perpendicular to the gradient. Local

estimation failsin poor quality and noisy regions of the FP image.

Jain et a. performed the approximation of the ridge orientation of altered FP to
find orientation field discontinuity for the detection of atered FP [13]. They
decomposed the sine and cosine of doubled orientation using 6" degree two variable

polynomial and reconstructed by least square approximation.

Sherlock and Monro developed an orientation model named zero-pole model by

considering image plane as a complex plane with the core point as zero and delta
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point as pole[50]. To find out orientation at a point, this method needs the distance

with respect to singular points and the number of singular points.

Soweon Yoon and Anil K. Jain have developed another method for ridge
orientation modeling of altered F in terms of ordinary differential equations which
does not require any prior information such as singular points of a fingerprint [51].
They considered the doubled orientation as a vector field since it can be represented
using ordinary differential equation. They first converted rational polynomial
model proposed by Sherlock in [50] into an ordinary differential equation. Then
constrains on the number of singular points are applied to estimate the model
parameters. Finaly difference between the approximated ridge orientation and
original orientation is used to differentiate normal FP images from non-FP images
and altered FPs.

Vizcaya and Gerhardt improved the zero pole model using a piecewise linear
approximation model around singular points [52]. First, the neighborhood of each
singular point is uniformly divided into eight regions and the influence of the
singular point is assumed to change linearly in each region. An optimization

implemented by gradient-descend is then carried on to get piecewise linear function.

A combinational model for orientation field estimation is presented in [53]. This
consists of polynomial model for global orientation and point charge model to
correct the orientation near singular region. Since orientation of FP is quite smooth
and continuous except at singular points, they applied a polynomial model to
approximate the global orientation field. At each singular point, a point-charge
model similar with zero-pole model is used to describe the local region. Then, these
two models are combined smoothly together through aweight function.

An orientation model for the entire FP orientation using high order phase
portrait is developed in [54]. A low-order phase portrait near each of the singular
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point is added as constraint to the high-order phase portrait to provide accurate
orientation modeling for the entire FP image. The main advantage of the proposed
approach is that the nonlinear model itself is able to model al type of FP

orientations completely.

S.Ram used Legendre polynomia as a basis function for ridge orientation
modeling and showed that singular points can be modeled by zero-poles of
Legendre polynomial [55]. A two stage optimization procedure is used to find out
the model parameters. This method requires 56 coefficients to represent the

orientation field.

Wang presented an orientation estimation method using trigonometric
polynomials that does not require any prior knowledge of singular points [56].
Phase doubled vector field of the ridge orientation is decomposed using
trigonometric Fourier series. After the parameter optimization process, the
coefficients of the trigonometric terms are found by Least Square method. These

coefficients are used to model the ridge orientation field.

Huckemann et al. used a quadratic differential model that assumes actua
location and type of the singular points of a FP [57].

In [58], Dass developed a Bayesian framework using the Markov random field
model. This model needs the updating of ridge properties to find the orientation
field around all over the FP and around the singular points. This model is class

dependent.

Principal component analysis is used to estimate the ridge orientation field in
[59]. A low pass filtering is applied to reduce the noise in the image but this cause
the loss of information around singular points since frequency near these point is
high.
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Ridge orientation estimation using adaptive Gaussian filter is proposed in [60].
It computes orientation at two scales and the results are combined to estimate the
orientation. Small scale defined by ¢ = 5 is used around the singular region and
large scale s defined by o = 20 is used around the scratches. This method gives

better results compared to method based on principle component analysis.

An improved version of gradient based method known as enhanced gradient
method is proposed by Wang in [61]. In this method, the image is divided into
different blocks with each block consisting of 8X8 pixels, and 3X3 cells of such
blocks are taken. The orientation of the centre block is obtained by averaging the
orientations of the neighborhood blocks. This method also fails in high noisy

regions.

The method proposed in [62] uses a neural network to select the correct
orientation out of a number of orientation from a region of the FP. This neural
network is trained in such a way that it responds to correct orientation with large

value and to false orientation with low value.

A Constrained Delaunay Triangulation (CDT) based orientation field
interpolation method is proposed in [63]. In this method, the orientation coherence
is used to segment an image into foreground and background, valid regions and
invalid regions, and the contours of the invalid regions are used to construct the
CDT that is used to interpolate the orientations of the invalid regions. This method
does not need pre-defined neighborhood and iteration.

Luping J and Zhang Yi proposed a method for estimating four-direction
orientation field [64]. It consists of four steps. (i) preprocessing fingerprint image,
(i) determining the primary ridge of fingerprint block using neuron pulses of pulse
coupled neural network (PCNN), (iii) estimating block direction by projective
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distance variance of such a ridge, instead of a full block and (iv) correcting the
estimated orientation field.

2.5. Hough Transform

Hough transform was initially used for the detection of lines from the digita
images. Later on this transform is generalized to detect other shapes such as circles,
ellipse etc. Hough transform fails to correctly detect the lines from low quality or
noisy image since Hough accumulator consists of a number of peaks and finding the
exact peak isdifficult. This section gives the peak isolation or Hough Accumul ator
enhancement using different strategies. Probabilistic Hough Transform (PHT)
proposed by Kiryati et a is based on voting scheme in which only a subset of points
‘m’ out of ‘M’ edge points are used so that the complexity is reduced [65]. Smaller

value of m can increase the speed of the algorithm but the accuracy gets reduced.

PHT depends upon the poll size and most of agorithm has fixed poll size and
termination of the voting is not adaptive. Shaked et al. made the termination of the
voting adaptive to increase the accuracy of the PHT [66].

Normal HT have some shortcomings such as computational cost, low detection
accuracy, vulnerability to noise and possibility of missing objects. Randomized
Hough Transform (RHT) aims to resolve these issues with random sampling in
place of pixel scanning, converging mapping in place of diverging mapping and

dynamic storage in place of accumulation storage.[67], [68].

The method given in [69] proposed HT based line recognition method, that
utilizes both the HT parameter space and the image space. This method is able to
detect the thickness of the line. This method uses an image-based gradient
prediction to accelerate the accumulation, introduces a boundary recorder to

eliminate redundant analyses in the line verification, and develops an image-based
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line verification algorithm to detect line thickness and reduce false detections as
well. It also avoids overlapping of lines by using pixel removal.

A HT is given in [70] which is able to solve the line fitting problem with the
variables consisting of heteroscedastic errors with correlated noise. Thus this
method is known as Heteroscedastic Hough Transform (HtHT).

Progressive probabilistic Hough transform given in [71] reduces the
computation time by utilizing the difference in the fraction of votes needed to detect
lines with different numbers of supporting points which exhibit the complexity of
data.

A statistical based peak localization method is proposed in [72]. This method
considered the butterfly structure of the Hough accumulator and computed the
statistical standard variances and statistical means and used as parameters of fitting
and interpolation processes. The peak localization method proposed in [73] focuses

on reducing localization error.

2.6. FP Matching

Fingerprint recognition or matching is defined as the comparison of two given
fingerprints which gives either a degree of similarity (a score between 0 and 1) or a
binary decision (mated or non-mated). Fingerprint recognition is basically divided
into three types [1]; correlation based, minutiae based and texture features based

techniques.
Correlation based techniques: In this technique, two FP images are

superimposed and the correlation between corresponding pixels is

computed for different alignments [74-78].
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Minutiae Based methods: Ridge endings and bifurcation known as minutiae
features is unique for each FP. Minutiae-based matching consists of finding
the alignment between the template and the input minutiae feature sets that
result in the maximum number of minutiae pairings [79-93]. Two important
step in minutiae based FP recognition is minutiae extraction and matching.
Minutiae points in the template is represented as m = {x,y,8}, where x and y
gives the position of the minutiae and 0 gives direction of minutiae. A
minutiae point in the captured image is aso represented in the same way as
in case of template. Matching is considered as a successful one, if the
difference in position and directions of minutiae points are less than a
threshold.

Non minutiae based technique: These methods are developed since the
minutiae based techniques are affected by the quality of the FP. Non-
minutiae based techniques perform better than minutiae based methods
when the area of the captured image is small. In non minutiae based
matching, features of the ridge pattern like local orientation, frequency,
ridge shape, texture information and number, type and position of

singularities are used [94-96].

Thericher gray-scale information of the fingerprints has been used for matching
in [74]. This correlation-based FP verification system first selects appropriate
templates in the primary FP, uses template matching to |locate them in the secondary
print, and compares the template positions of both FP. They have claimed that this
method perform well in low quality images wherein minutiae feature extraction

fails.

Vijaya Kumar et. al made an assessment about the performance of correlation
filter techniques in FP verification[75]. They investigated the advanced correlation
filters, such as synthetic discriminant function filters for face, fingerprint, and iris

biometric verification.
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Nandakumar and A.K.Jain proposed a minutiae matching algorithm that uses
spatial correlation of regions around the minutiae to ascertain the quality of each
minutia match[76]. They claimed that spatial correlation provides an accurate
measure of the similarity between minutia regions. In this method, the quality of all
the minutiae matches is accumulated to arrive at the final matching score between

the template and query FP impressions.

A matching method based on cyclic structure of the FP image is proposed in
[77]. The correlation value between a template and a sensed image, is obtained
based on differential matching rate that utilizes the cyclic structure observed in the
local area of a FP pattern, calculated by the maximum matching rate minus the
minimum matching rate detected near the point where the matching rate is

maximum.

In [78], a reference point (RP) on the fingerprint is found and aignment is
performed based on this RP. Then the cross correlation factors between the gray
scale intensities in region around the RP between the template and FP image is
found. The mean of these cross correlation factors is used to perform the matching.
If this mean is greater than a threshold, the matching is declared as successful

otherwise unsuccessful.

In 1996, Ratha et al introduced HT in fingerprint matching by deriving an
algorithm from the General Hough Transform (GHT) and applied it in minutiae-
based fingerprint matching to determine transformation between two sets of
minutiae points [79].

Later on some improvements on GHT for minutiae matching is proposed.
Germain et al developed a method which is also derived from the GHT and
improved it by first determining corresponding triangles that are formed using three
minutiae points [80]. Another improved version of GHT was presented by Chang et
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a which tried to reduce the accumulator array size by representing the alignment
parameters by only the scale and rotation angle [81]. Pan-Gil et a [82], Pan-Moon
et a [83] and Lomte and Nikam [84] presented improvement on Ratha et al’s
approach. The improvement is made by reducing the required memory usage for
accumulator array so that it can take less computing resources such as memory
space in smart cards. This was done by implementing the alignment more
accurately, and performed more computations from a coarse-grain to fine grain

resolution on the accumulator array.

Chouta et a introduced an improvement on GHT by reducing the error of
transformation and deformation caused by the amount of pressure applied during
the finger scanning process [85]. The error is reduced by including trandation and
rotation tolerances to overcome transformation and distortion errors. This method
does not include the checking of direction difference for each possible pair of

minutiae.

Chen et a [11] proposed a novel hierarchical minutiae matching algorithm for
fingerprint identification systems. Alignment of the FP images is performed by the
application of Hough Transform by estimating the aignment parameters. With this
algorithm, the alignment process is decomposed to H steps, and each step uses n/H
minutiae of the input FP to perform the alignment with the template FP in the

database, where n is the total number of minutiae in the input FP [86].

A method based on Hough Transform approach is proposed to improve the
SIFT method used in minutiae matching [87]. Low computational resource
consumption such as memory usage is the main objective of this method. In this
method, alignment is performed using Hough Transform for all closest pairs
calculated by Euclidean Distance. The voting is performed on 2-dimensional and 1-
dimensional accumulator arrays for trandation and rotation values, respectively.
The results revealed that time for searching peaks from a 3-dimensional

accumulator array is decreased, and the memory requirement can also be decreased.
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A new parameter known as Reliability of the minutiae which represents the
quality of the minutiae is used for matching in [88]. This method used the relational
information along with attribute information for the description of the FP for the
enhancement of matching efficiency.

A FP minutiae matching algorithm is proposed in [89], which is claimed to be
appropriate for the real time FP recognition system.

A matching method uses minutiae such as ridge endings and ridge bifurcation,

which is more robust to nonlinear deformation, is proposed in [90].

A method that uses localized secondary features derived from relative minutiae
information is introduced in [91] to perform the matching of partial print. A flow
network-based matching technique is developed to obtain oneto-one
correspondence of secondary features. A two-hidden-layer fully connected neural

network istrained to generate the final similarity score.

Minutiae matching algorithm that uses minutiae-centered circular regions to
increase the speed of matching and the robustness to non-linear distortion is
presented in [92]. Region based matching is performed to find out the matched

minuti ae.

Distortion increases false minutiae, and hence makes it very difficult to find a
perfect match. Algorithm proposed in [93] divides FP images into two concentric
circular regions, inner and outer, based on the degree of distortion. The algorithm
assigns weight-ages for a minutiae—pair match based on the region in which the pair
exists.

Jain et.a divided the FP into different sectors and Gabor filters applied to each
sectors to extract feature vectors [94]. These feature vectors are known as finger
code and matching is performed based on the Euclidean distance between these
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vectors. Finger code, is the collection of al the features (for every sector) in each
filtered image. These features capture both the global pattern of ridges and valleys

and the local characteristics.

Zin Mar Win and Myint Sein have used the Gabor filters for texture feature

extraction and are combined with orientation features for matching [95].

Jayant et.al used the variance feature of ridge orientation for matching [96].
They made the matching rotation invariant by performing the alignment of the test
and trainee FP image based on ridge orientation field.

In [97], Fuzzy theory is used for matching. This method starts with alignment of
the FP with its template and a first stage of matching using local topological
structure is performed. Finaly a Novel Fuzzy Similarity Measure (NFSM) is
computed for second stage of matching. This method is more robust against the non

linear distortionsin the FP image.

Wenzhen Zhou et al. proposed a method for FP matching based on global
orientation field and local features [98]. Initialy the preprocessing and dignment is
performed to compensate the noises and rotation of the FP. The local features are
those which are associated with the minutiae points in the FP. A combined
similarity score is developed from global orientation field and local features of the

minutiae points

Soweon Yoon and Anil K. Jain have performed the matching of ‘Z’ cut type of
distortion by the restoration of minutiae distribution in the atered region [99].
Initially the given FP is classified in to atered or not altered. If it is an atered one,
next step isto check whether it is z type or not. If it is Z type atered FP, restoration
of the distorted region is carried out. The main am of restoration of the distorted
region is to relocate the minutiae points at the correct position by doing the reverse

of the process used for making the Z cut.
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Conventional minutiae based methods considered the minutiae point set
including its position and orientation for matching. The accuracy of these methods
gets reduced when the quality of FP image reduces. The other disadvantage is that
these methods cannot provide enough distinguishing abilities for large-scale FP
identification tasks. In order to compensate this, some of the researchers have
developed the matching method which utilizes the non minutiae features along with

minutiae features.

Method proposed in [100] is based on the fact that each minutiae detail is
associated with its ridge orientation field. Thus the use of orientation field along
with each minutiae point helps to develop a similarity function between minutiae
and is used to identify corresponding features and evaluate the resemblance between

two FP impressions.

The orientation is reconstructed from the minutiae points and used this
orientation along with minutiae to improve the matching accuracy [101]. Initialy a
gparse area from the template is selected and orientation is interpolated from the
minutiae points from this area. After the interpolation, the orientation field is
obtained by modeling. This reconstructed orientation is used along with the

minutiae points in the matching stage.

Matching algorithm proposed in [102] is based on the creation of feature vector
for each FP minutia based on the global orientation field. These feature vectors
allow the integration of orientation field information with the minutia details of FPs.
The new feature vectors are rotation and trandation invariant and capture more
global information on FP ridges and furrows pattern. These features are used to
identify corresponding minutiae between two FP impressions by computing the

Euclidean distance between vectors.
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2.7. FP Image Enhancement

FP image enhancement is one of the important preprocessing step before the feature
extraction. Yang et al. [103] argue that the FP ridge and valley pattern does not
always resemble a pure sinusoidal pattern, mainly because of the different values of
ridge and valley width in some regions. Therefore they propose Gabor like filters
whose positive and negative peaks can have different periods and contextually
adjust the two periods based on the loca ridge width and loca valley width,

respectively.

Zhu et a. implemented Gabor-based contextua filtering with sguared mask
[104].

Gabor filter have a shortcoming that the maximum bandwidth is limited. In
order to overcome this limitation, Log-Gabor filter is used in [105]. The
computational complexity in Gabor filter based methods can be reduced by using
separable Gabor filters[106] or masks with sparse coefficients [107].

An overlapping block wise contextua filtering based on Short-Time Fourier
transform (STFT) is proposed in [108].

Jirachaweng and Areekul implemented the block-wise contextual information
computation and filtering in the Discrete Cosine Transform (DCT) domain instead

of in the Fourier domain [109].

Multi resolution based FP image enhancement methods are proposed in
literature. Enhancement method based on Gabor and Wavelet transform is proposed
in [110-1122]. The image is first decomposed using wavelet transform. The Gabor
filter is applied to decomposed images and is reconstructed back to obtain the
enhanced image.
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A FP image enhancement method using Contourlet Transform is proposed in
[113]. The image is decomposed into low frequency and high frequency part using
contourlet transform. The maximum modulus detection is applied to high frequency

image and low frequency is used to compensate the high frequency part.

Enhancement method proposed in [114] consists of a smoothing operation
which is adaptive based on the loca ridge structure and it depends upon second
moment descriptors. Normalized derivatives are used for the automatic scale

selection of the smoothing operation.

Cheng and Tian proposed a method [115] which is based on dyadic space scae
and the decomposition depth is determined according to the average ridge width in
the image; the noise reduction relies on smoothing the differential images between
successive scales (i.e., the details that are lost passing from one scale to the

SuCCessive one).
Fronthaler et al. [116,][117] use a Laplacian like image-scale pyramid to

decompose the original FP into three smaller images corresponding to different

frequency bands. Each image is then processed through contextual filtering.
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Chapter 3

Theory of Fingerprint Image
Processing

Abstract

Initial sections of this chapter describe FP-preprocessing methods including
segmentation and enhancement. It also deals with FP matching and different
parameters related to it. Receiver Operating Characteristics Curve, which can be
used for assessing the performance of classification and matching systems, basic
theory of Support Vector Machine classifier including the difference between linear
and non-linear classifier, the Hough transform and wavelet transform, are aso
discussed.
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3.1. FP Image Preprocessing

FP preprocessing stages includes segmentation and enhancement. Segmentation
is used to select the FP region which consists of necessary information. The
enhancement is needed to increase the overall quality of the Fingerprint. The quality
of the FP image is important since the success of matching methods depends upon

the quality.

3.1.1. FP Image Segmentation

FP segmentation is an important step in automatic FP identification system. The
image captured by a sensor involves foreground area that originated from the
contact of the fingertip with the sensor and background area or noisy area which is
the boarders of the FP image. The task of the FP segmentation algorithm is to
decide which part of the image belongs to the foreground and which part to the
background [1]. Accurate segmentation is especially important for the reliable
extraction of features like minutiae and singular points. Fig. 3.1 shows a FP with
foreground and background marked. Region inside the boundary marked is

foreground and region outside is background.

Fig. 3.1 Fingerprint image with foreground
and background regions marked.
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Different segmentation methods were developed based on local histogram of
ridge orientation [118], [119], variance of gray levelsin orthogonal direction to the
ridge orientation [120], gradient response [121], Gabor filter response [122] and
classifierg123], [124].

3.1.2. FP Image Enhancement

The success of an AFIS depends mainly on the quality of the FP since feature
extraction fails in low quality images. The quality of the FP image captured by the
scanner is affected by number of factors. They are physiological conditions of the
friction ridge skin of fingers, performance of the capture devices, acquisition
environment (external light, temperature and humidity weather conditions),
user/device interaction, cleanliness of device surface, acquisition pressure and
contact area of the finger with scanner. Depending upon the above factors, a FP
image may contain good, medium and low quality regions. Common types of

degradation associated with a FP image are [1]

Theridges are not continuous.
Parallel ridges are not well separated.

Cuts, creases and bruises on the FP.

FP area resulting from segmentation can be divided into well defined region,
recoverable region and unrecoverable region. The goa of an enhancement
algorithm is to improve the quality of the recoverable region and mark the
unrecoverable region too noisy for further processing. The FP image enhancement
methods are broadly classified into pixel-wise enhancement, contextual filtering and
multi-resolution enhancement [1]. Among these most widely used method is

contextual filtering.

In pixel-wise enhancement, the new value of each pixel depends only on its
previous value and some global parameters. These methods do not provide the

needed results in the enhancement and are used as initial preprocessing methods.
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Pixel-wise enhancement methods are developed based on contrast stretching,
hi stogram manipulation and normalization [125], [126] and Wiener filtering [127].

The design of set of filters is the initial step in contextua filtering. A filter is
selected for each region of the FP image depending upon the local context of the
region. The local context is defined by ridge orientation and ridge frequency.
Contextua filtering is performed based on bank of Gabor filters [128], [129]. The
methods proposed by Erol et al. [128] and Wu et al. [130] relate the filter bandwidth
to the local orientation coherence. Contextual filtering method proposed in
frequency domain uses Fourier transform to convert the FP image from time
domain to frequency domain [50]. The FFT (Fast Fourier Transform) F of each
image | is computed. Each filter P is point-by-point multiplied by F, thus obtaining
n filtered image transforms PF, . Inverse FFT (IFFT) is computed for each PF; to get
the enhanced image in spatial domain.

Multi resolution analysis is used to remove the noise from the FP image [1]. As
the name suggests, the FP image is decomposed in to different frequency bands and
at higher levels (low and intermediate frequency bands) the rough ridge-valley flow
is cleaned and gaps are closed, whereas at the lower levels (higher frequencies) the
finer details are preserved. The enhanced image bands are then recombined to

obtain the final image.

3.2.FP Matching

FP recognition or matching is a process of comparison of two fingerprints and gives
either a similarity score or a binary decision like mated or non-mated [1]. As stated
in section 1.1.2, FP based biometric system can work either in verification mode or
identification mode. A FP matcher take two fingerprints say ‘I’ and ‘T’ and produce
asimilarity measurement (1, T), which is normalized in the interval [0,1]. If S(1,T)

is close to 1, the matcher has greater confidence that both FP come from the same
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fingertip. The identity of a queried fingerprint is either a genuine type or an
imposter type; hence, there are two statistical distributions of similarity scores,
which are called genuine distribution and imposter distribution[1]. Fig. 3.2 gives an
example of genuine distribution and imposter distribution. Each type of input
identity has one of the two possible results, “match” or “non-match”, from a
fingerprint matcher. Consequently, there are four possible scenarios:

1. A genuineindividual is accepted (Genuine acceptance).

2. A genuineindividual isrejected (False non match or False rgjection).

3. Animposter individual is accepted (False acceptance or False match).

4. Animposter individua isrejected (Genuine rejection).

M

Threshold (t)

Probability density

FER FAR
Imposter Genuine
distribution distribution

Similarity Score

Fig. 3. 2 Example of genuine and imposter distribution.

Due to low quality of the fingerprint image, a genuine individua sometimes
recognized as imposter. This situation is known as “false reject” and the
corresponding error rate is called False Regjection Rate (FRR). The situation where
the imposter individual is mistakenly recognized as genuine is known as “false
accept” and the corresponding error rate is called False Acceptance Rate (FAR).
FRR and FAR is aso known as False Non Match Rate (FNMR) and False Match
Rate (FMR) respectively. Complete separation of genuine distribution and imposter
distribution is not possible with the selected threshold. Thisis shown in Fig. 3.2.
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FAR and FRR are the function of threshold t and can be computed as follows
FAR = [ p;(x)dx (3.1)
FRR = [ pg(x)dx (3.2)
where pi(x) and py(x) are the imposter and genuine distributions respectively. The

Genuine Acceptance Rate (GAR) and False Acceptance Rate (FAR) are used] to

analyze the performance of FP recognition systems.

3.3. Receiver Operating Characteristics (ROC) Curve

ROC curve is a graphica method used to measure the performance of the
classification or personal recognition system. ROC graphs have been used in signal
detection theory [132],[133], analyzing the behavior of diagnostic systems [134]
medical diagnostic testing and compare and evaluate agorithms in machine
learning [135],[136]. Performance of the classification systems can be assessed by
plotting the ROC curve. Given a classifier and an instance, there are four possible

outcomes [137].

Positive classified as positive class (True Positive Rate TPR).
Negative class classified as positive class (False Positive Rate FPR).
Negative class classified as negative class (True Negative Rate TNR)

A w0Dd PP

Positive class classified as negative class (False Negative Rate FNR).

The TPR and FPR are calcul ated as

Positives correctly clssified
total positives

TPR =

(3.3)

negatives incorrectly classified
total negatives

FPR =

(3.4)

Then ROC curve can be plotted between TPR and FPR (1-TPR) or between TNR
and FNR(1-TNR) for varies thresholds. It is aso used to anaysis the performance
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of the personal identification system. A discrete classifier is one that outputs only a
class label. Each discrete classifier produces an FPR TPR pair, which corresponds
to asingle point in ROC space.

The classifiersin Fig. 3.3 are all discrete classifiers [137]. The lower left point
(0, 0) is not having any positive classification; such a classifier commits no false
positive errors but aso gains no true positives. The opposite strategy, of
unconditionally issuing positive classifications, is represented by the upper right
point (1, 1). Performance of D is better since the point (O, 1) represents perfect

classification.
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Fig. 3.3 Basic ROC curve showing five discrete classifiers.

3.4. Support Vector Machines (SVM)

Support Vector machines are first developed by Vapnik in 1992 and later on it have
been widely used for linear or nonlinear classification and regression anaysis.
Theory of SVM isgivenin [138], [139], [140] and [141]. SVMsare basically based

50



Detection, Classification and Matching of Altered Fingerprints using Ridge and
Minutiae Features

on supervised learning models in which it classifies a set of data into two classes
based on training data set. The formulation of SVM uses Structural Risk
Minimization (SRM) principle whereas Neural Networks (NNs) are based on
traditional Empirical Risk Minimization (ERM). SVMs evolved from the sound
theory to implementation and experiments while NNs are evolved from applications
and experiments to theory [138]. SVM performs the classification task by
constructing hyperplanes in multidimensional space that separates the cases of
different class labels. The data for two class learning problem consists of objects
labeled with one of the two labels corresponding to the two classes; +1 for positive
class and -1 for negative classes [139]. Thus the boundary that separates two classes
is a line in two dimensions, a plane in three dimensions and more generally a

hyperplane in higher dimensions.

optimum decision boundary

Support hyperplane (H4)

maximum margin
Support hyperplane (H3)

Fig. 3.4 Linear two class problem
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The Fig. 3.4 illustrates the situation of alinear two class problem. The red and green
dots are training samples belongs to negative and positive class respectively. The
hyperplanes that are paralel to optimum decision boundary are called support
hyperplanes. They are so called because the data vectors they contain support the
plane. The data vectors on the support hyperplanes are known as support vectors.
There are different hyperplanes that classifies the given data vector into two classes.
They are H1, H2, H3 and H4. Sdlection of H1 and H2 as optimum solution
increases the chance of false classification of testing data. Hyperplane H3 increases
the chance of classifying red dots in the testing set as green while H4 increases the
chance classifying green as red dots. Thus the problem of finding the optimum
solution boundary is stated as “maximize the margin, subject to the constraints that
all training cases fal on ether side of the support hyper-planes. SVYM finds the
optimum solution by maximizing the margin between the support hyperplanes as
shown in Fig.. Thisis done by finding a hyperplane parallel to and equidistant from
support hyperplanes. This situation leads to the concept of non linear SYM. The
original objects mapped or rearranged, using a set of mathematical functions,
known as kernels. The process of rearranging the objects is known as mapping or
transformation. Fig. 3.5 shows an example of non linear classifier. This training set
in Fig. 3.5(a) is not possible to classify using a straight line. Thusit is transformed
into feature space using kernels so that the training set can be linearly classified as
shown in Fig. 3.5(b).

using kernals

(a) Input space (b) feature space
Fig. 3.5 Example of non linear classification
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3.5.Hough Transform

Hough Transform is a technique invented by Paul Hough in 1962 to extract edge
features from an image. Hough transform is mapping function which converts point
in the image space into curve or line in Hough space [142]. Consider a point (X1, Y1)
and genera equation of straight line in dope intercept form, y; = ax; + b. Hough
transform maps the point in xy plane into aline in ab plane (al'so called parameter
space). A second point (X,, ¥») also has aline in parameter space associated with it,
and this line intersects the line associated with (x4, y,) at (&, b") where d is the slope
and b' isintercept of the line containing both (x, y1) and (X2, y). Thisisillustrated
in Fig. 3.6. The parameter space is divided into so called accumulator cells and the
expected range of slope and intercepts are (amax, amin) and (Dmax, brmin) respectively. If
there are Q points in xy plane lying on aline, then the corresponding accumul ator
cell have a value of Q. Cells with maximum values correspond to a line in the
image. These cells are separated from other cell by setting athreshold to detect lines
from the image.

t bmi b
o Bb 2 Ei L
:b=—x1a+ ¥1 :
|
I
ﬂt ______ 0|eee T
b=- xza-i- ¥
4 max .
Y Y Y
X a a
Fig. 3.6 (a) xy plane (b) Parameter space (c) Accumulator cell

A problem of using the equation y = ax + b to represent a line is that the sope
approaches infinity as the line approaches vertical [142].
The above problem is solved by normal representation of line and the equationis

X.c0S8 +y.sin@ =p (3.5

53



Chapter 3. Theory of Fingerprint Image Processing

Fig. 3.7 gives the graphical representation of equation (3.5) and accumulator
cell. Corresponds to every point lying on the line the parameter space consists of
sinusoidal curves. Q collinear points lying on a line x.cos8; + y.sin6; = p; yield Q
sinusoidal curve that intersect at (p;, 8;) in the parameter space. The range of angle 6
is+90 to -90 degree with respect to x axis. Hough transform is generalized to detect
different shapes other than lines [143]. Hough transform is used for fingerprint
recognition [ 79-86], [144] and crease detection of FP [145].

-y f min 0 6 max
fel £ min = ]
g .
Ofeee sse
P max :
Y

x b4
a

Fig. 3.7 lllustration of Hough transform of normal representation of line

3.6. Introduction of Wavelet Transform

In the first part of the 19th century, Joseph Fourier, a French mathematician and
physicist, showed that any periodic function can be decomposed into series of sine
and cosine functions or complex exponentia. This expansion is known as Fourier
series. After a century later generalization to the non-periodic signals has come to
existence and is known as Fourier Transform (FT). Projecting the signal on complex
exponentias leads to good frequency analysis, but no time locaization. The poor
time localizations or loss of time information while transforming into frequency
domain is the main disadvantage of Fourier transform, making it not suitable for all
kind of applications. In order to discount this disadvantage, Gabor in 1946
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introduced Short Time Fourier Transform (STFT) [146]. In STFT the signal is first
multiplied by awindow of short time duration and then the Fourier transform of the
obtained signal is computed. Even though STFT overcomes the limitation of
Fourier transform, it has a fixed resolution in time and frequency since the length of

the window is constant throughout the whole process.

In order to overcome the limitations of the Fourier Transform (poor time
localization) and Short-Time Fourier Transform (fixed time and frequency
localization), Grossman and Morlet introduced the Continuous Wavelet Transform
in 1984. Unlike FT and STFT, wavelet transform provides a provision for analyzing
the signal with short time interval for high frequency portion and long time interval
for low frequency portion. This type of analysis is suitable for signals that have
both low-frequency components with long time duration and high-frequency
components with short time duration. Fig. 3.8 gives a comparative visualization of
FT, STFT and Wavelet Transform (WT).

> { >t >t

@ (b) (©)
Fig. 3.8 Time frequency representation of (a) FT, (b)STFT, (c) WT

The term ‘wavelet’ refers to an oscillatory vanishing wave with limited duration of
time that can be used to extract information from many kinds of data, including
audio signals and images. There are various kinds of wavelets like compactly
supported wavelets, symmetric and asymmetric wavelets, orthogonal and
biorthogonal wavelets and smooth wavelets.
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3.6.1. Multi Resolution Approximation

Mallat and Meyer in 1986 developed wavelet based Multi Resolution Analysis or
Approximation (MRA) to analyze the functions at different resolution. MRA is
performed by expressing a function with a shifted and scaled version of wavelet
known as Mother Wavelet. MRA of afunction adds more and more projections into

detail spaces spanned by shifted and scaled versions of wavelet.

A function f(t) can be expressed as linear combination of real valued expansion
function and if this expansion is unique, then the expansion function is known basis
function. To find the MRA of a function x(t),consider finite energy function ¢(t) €

L%R), called scaling function, that generates a nested sequence {Aj}, namely

{0}« KCA CACACK™? -

and satisfies a dilation equation ¢(t) = X go (k)@ (at — k) for some a > o and
coefficients {go (k) € I1%. The space A, is generated by { ¢(-k):k € Z} and in
general A by {¢xs: k,s € Z}. Consequently we have the following results.

X(1) € As o X(2t) € Agr (3.6)

X(1) € As o X(t+29) € A, (3.7)

These dilation equations are unique to MRA.

For each s, since A, is a proper subspace of Ag; there is some space left in Ag
called W which when combined with A, gives Ag1.
This space {W¢} is called the wavelet sub-space and is complementary to Ag, in Agi

This means that

AlVYs={0y , sez (3.8)
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Subspace { W } are generated by (t) € L*(R), caled the wavelet, in the same way
as Agisgenerated by ¢(t). i.e. for any x,(t) € A,

xs(t) = X aps P(2°t — k),

(3.9
and any function y4(t) € W, can be written as
Ys(t) = Xy wis W(2°t — k), (3.10)
for same coefficients g s, Wy s€ 1%
Since we have
As+1 = Ws $As
=W, w,, A (3.12)
=W, we, & w,, & K
We have
=1 (3.12
5 v 1= = g:
Here {As} are nested while {Ws} are mutualy orthogonal. Thus we have
A= Al m>|
W= {0}, l=m (3.13)

In the case of an orthogona decomposition, in addition to the

wavelet space W, being complementary as, they are mutually orthogonal

also, such that WL A A 1Y, = {0}, I<m

57



Chapter 3. Theory of Fingerprint Image Processing

The hierarchical nature of As, and Ws, can be shown by the schematic

representation in Fig. 3.9.

W, Lw, 1w 1 Ag

Fig. 3.9. Schematic of MRA decomposition

In order to analyze the discrete time signal with finite energy, Discrete Time
Multi Resolution Analysis (DTMRA) has been devel oped [147-150].

Assume that basis are known, then approximation of a discrete time signal f(n) of

finite energy in 1%(Z) is given by
f(n) = Viﬁ Yk Wolio, kldj, k[n] + %ZJO 2 Wyl kljkln (314)

Since the sets {¢;, k[nl}kez and {Y; k[nl}(jx)ez2 >, are orthogonal to each other,

the Wavel et coefficients are found by taking the inner products. Thus we have

Wyljo, k] = 7= Z fIn)d;,xln] (3.15)
Wylj, k1 = 2= T f )Y k[n] (3.16)
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3.6.2. Continuous Wavelet Transform (CWT)

Continuous wavelet transform of signal is obtained by decomposing it with
translated and dilated version of mother wavelet . The translated and dilated

version of mother wavelet is

1 t—t
Yos(t) = — ( ) s#0, (3.17)
Is S
where‘s’ is a scaling or dilation factor that controls the width of the wavelet and T is
a trangdlation parameter controlling the location of the wavelet. Scaling a wavelet
means stretching it (if |g] > 1) or compressing it (if |s| < 1), while trandating it means

shifting its position in time. The CWT of a signal x(t) is obtained as follows.

i 1. fb—T
Wx;lp(r,s) = J’ x(t)——l,b ( )dt (318)
where (* is the complex conjugate of . The position of wavelet in time domain is
given by T, while its position in frequency domain is given by s. This transformation
in theory is infinitely redundant, but it can be useful in recognizing certain

characterigtics of asignal.

3.6.3. Discrete Wavelet Transform (DWT)

Discretization of scae and trandation variables was introduced due to the
redundancy of the CWT and is known as Discrete Wavelet Transform (DWT). The
discretization is done by sampling the CWT on a 2-Dimensiona (2-D) dyadic grid
and yields countable set of coefficients in the transform domain. The grid isindexed
by two integers; the first integer j, corresponds to discrete scae steps while the

second integer n, corresponds to discrete trandation steps. Then dilation and
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translation parameters are changed in such a way that s = s{{ and translation T =

nrosg "where § and 1o are the discrete scale and translation steps respectively.

Then equation (1.6) becomes

S

_ J
Yrs(t) = : w(t n;‘)s”), i #0, (3.19)
s3]

DWT is dtill the transform of a continuous time signal, with discretization
performed in the s and T variables only. Hence it is analogous to the Fourier series,

and also referred to as a continuous time wavel et series [151], [152].
3.6.4. Discrete Wavelet Transform (DWT) Computation

The equations that describes the wavelet decomposition of a signal f(t) is identical
to the equations that defines perfect reconstruction in an orthogonal filter bank. The

equations for perfect reconstruction in an orthogonal filter bank are given below.

> hohy(n—2k) = 5(K) (3.20)
E hy Ry (n — 2k) = 6(Kk) (3.21)
E hi )hg(n—26) = 0 (3.22)

The equations describes wavel et decomposition are as follows

The dilation equation and orthonorniality of the functions{ ¢(t-2k): k  Z}:

2 ctBelle—2m) = (m) (3.23)

k
The wavelet equation and the orthogonality of the spaces Vo and Wy :

2 cd(k —2m) = 0 (3.24)

k
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The decomposition relation and orthonormality of the functions {y(t-2k): k  Z} :

E d(d(k—2m) = 5@m) (3.25)

K
Comparison of the filter bank and wavelet equation given above reveas the

similarity in the double shift orthogonality and thus the coefficients c(n) and d(n) in
a multi resolution analysis are also the filter coefficients in an orthogonal filter
bank. This similarity allows the development of filter bank for the computation of
DWT.

3.6.5. Two Dimensional Discrete Wavelet Transform (2-D DWT)

Wavelet transform uses a family of wavelet functions and its associated scaling
functions to decompose the image into different sub bands [152], [153],[154]. The
decomposition processis recursively applied to the sub bands to generate next level.
For any scaling function and its corresponding wavelet function, we can construct
three different 2-D wavelets and one 2-D approximation function using the tensor
product approach. Thus 2D wavelet transform consists of one two dimensional
scaing function ¢(x, y) and three two-dimensional wavelet functions, w"(xy),
wY(xy) and yP(xy). All these terms are products of a one dimensional scaling

function ¢ and corresponding wavelet functiony as in equations below.

o(x, y) = 0(x)- o(y) (3.26)
WX Y)= (). oY) (3.27)
W%, y) = 9(x). w(y) (3.28)
WP y)= W) w(y) (3.29)

The scaling function ¢(x, y) gives the approximation coefficients corresponding
to low frequency components. The terms y"(x,y), W¥(x,y) and w°(x,y) measures the
variation of intensity along horizontal, vertica and diagonal directions respectively
of theimage.
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The basis function for 2D wavel et transform is defined as

Oymax,y) = 272 ¢(2x-m, 2y-n, (3.30)
Winay) = 22W(@x-m, 2y-n);i={HVD}, (3.31)

where index i defines the direction of wavelet function. Wavelet analysis of a

function f(x, y) of size MN is obtained by following equations.

M-1N-1
Wq’) (jOJ' m, n) = ? f(xl y) d)jo,“m,n (x, ;V) (332)
x=0 y=0
M-1N-1
i(i — fOooy).vh, () (3.33)
wi(,m,m) = vm;yz j

where i={H,V,D}, jO is an arbitrary starting scale, wy(jO,m,n) define the
approximation coefficients and wj,(j, m,n) defines the detailed coefficients in

horizontal, vertical and diagonal directions. The function f(x, y) is reconstructed by

inverse wavelet transform according to the equation given in (3.14).

foy) = M§ 2 Wiy Gor ,70) B ()

\/% iz E wi G m ) W, (69) (3.34)

I=H,V.D j=jo

Wavelet transform finds numerous applications in signal and image anaysis
since it has the capability to analyze the local information in time-frequency plane.
Main application of wavelet transform in image processing includes compression,
de-noising, edge detection and enhancement. Excellent energy compaction property

of the wavelet transform makes it suitable for use in image compression. The
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extraction of high frequency components by multi resolution analysis leads to the
edge detection from the images.

The use of wavelet transform in FP image processing is as follows. Because of
the need of large amount of storage space for the FP, the Federal Bureau of
Investigation (FBI) developed a new compression standard for 500 dpi images with
small acceptable loss called Wavelet Scalar Quantization (WSQ) based on wavelet
transform[1], [155].

Wavelet transform based FP recognition is given in [156-159]. Wavelet

transform has also been used for FP based age estimation [160], [161] and gender
classification [162].
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Chapter 4

Altered Fingerprint Detection

Abstract

The first step to defeat altered FP is alteration detection. This chapter proposes a
method for altered FP detection using three features viz. Minutiae Density (MD),
Ridge Discontinuity (RD), and Scars (S). The ridge flow in normal FP is continuous
while that of atered FP is discontinuous in the atered region. The processes like
burning, cutting and abrasion with blades, poring strong chemicals and surgery can
cause broken ridges which in turn produce discontinuous ridges and high density of
minutiae features as compared to normal FP. Apart from RD and MD, this method
uses another feature known as Scar; the absence of ridges and valleys. Scar is

present in the altered region as well as along surgical cuts.
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Most of the AFIS existing today is based on minutiae features. Here the main aim of
criminas is to change these features so as to evade the AFIS and all the FP image
analysis methods. In fact atered FPs can be detected by finding the changes in the

minutiae features of the FPs.

Alteration produces discontinuous ridges and these can be extracted changes
occurred in these features by finding the discontinuity in the Ridge orientation field
(ROF). Itisalevel 1 feature that is occurred at global level and minutiae points are
level 2 features that occurred at local level. Finding ROF is an intermediate level for
all FP image analysis. ROF is also used as feature for FP matching. Altered region
consists of high density of minutiae points since the alteration process creates huge
amount of broken ridges. Minutiae density is also an important feature for alteration
detection. These two features have been used by the researchers to detect the altered
FP s [12] [13]. The proposed work uses scar along with MD and RD which
improved the alteration detection rate.

Scar is usualy known as secondary feature of the FP. The different process
used for ateration may wipe out the ridges and valleys and causes the introduction
of scar in the atered region. The proposed method starts with FP image

enhancement using Fourier Transform.

4.1. FP Enhancement

The performance of the minutiae extraction algorithm relies heavily on quality of
the FP images. Noises and dryness on the unaltered FP image causes broken ridges
which in turn may increase minutiae density and be wrongly detected as dtered FP
images. The purpose of enhancement is to aid the extraction of the ridge endings
produced by alteration and remove spurious ridge endings produced by dryness and

noises in the image. Enhancing the FP by Fourier Transform techniques [51], [126]
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gives directional smoothing to the ridges and fills the broken ridges produced by

drynessin the FP while retains ridge endings produced by alteration process.

FP image is initidly divided into 32X 32 processing blocks. Then Fast Fourier
Transform is performed on each block so that each block is converted into

frequency domain. Fast Fourier Transform (FFT) is performed according to the

equation.
M-1 N-1 vy
F(u,v)= 220 ;:O f(x,y)x exp {-jz:rrx i +W } 4.1

Foru=0,1,2..3landv=0,1, 2... 3L

In order to enhance a specific block by its dominant frequencies, the FFT of the
block is multiplied by its magnitude K times. The value of K is selected as 0.3 by
iteration. The enhanced block is obtained by

g(x,y)= IFFT{F(u,v)x|F(u,v)|¥)} 4.2

where F(u, v) is obtained by

M-1 N-1
1
f(x,y):m;=o 220 F(u,v)x exp {jan % +\|/\l—y } (4.3)

forx=0,1,2.31landy=0, 1, 2... 31. Higher values of K improve the appearance
of the ridges by filling up small holes in ridges, but very high values can result in

falsejoining of ridges. Thus a termination might become a bifurcation.

4.2. Minutiae Density Extraction

The first step in minutiae density feature extraction is the detection of minutiae

points known as ridge ending and bifurcation. There are two methods used for

68



Detection, Classification and Matching of Altered Fingerprints using Ridge and
Minutiae Features

finding the ridge ending and bifurcation from the FP image. One is based on gray
scale image and other is based on binarized image [1]. The second method is used
in this work. The different steps applied for finding minutiae points are explained
below.

4.2.1. Binarization

Image binarization is a process which transforms the 8 bit gray scaleimage to a “1'-
bit image with ‘0’ value for ridges and ‘1’ value for furrows. It is used for the
extraction of ridge and valleys and to suppress al other gray scale values. After the
operation, ridges in the fingerprint are highlighted with black color while furrows

arewhite.

4.2.2. Thinning

Thinning is done to make the ridges one pixel wide so that the ridge endings are
easily found by scanning with a 3x3 window. It is a morphological operation that
successively erodes away the foreground pixels until they are one pixel wide. The
application of athinning algorithm to a fingerprint image preserves the connectivity
of the ridge structures while forming a skeletonized version of the binary image

which isthen used in the subsequent extraction of ridge ending.

Minutiae consist of two features, namely ridge endings and bifurcations as
shown in Fig. 4.1 (a) and (b) respectively. Fig. 4.2 (a) and (b) shows 3X3 window
for scanning the thinned image to find ridge ending and bifurcation respectively. In
this method, if the central pixel is zero and has exactly 3 zero-valued neighbors,
then the central pixel is considered as a ridge branch or bifurcation. If it has only

one zero-valued neighbor, then the central pixel isaridge branch or bifurcation.
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=
Fig. 4.1 (a) Ridge ending (b) Bifurcation

1 |1 |1 1 1
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1|1
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Fig. 4.2 3X3 window for (a) Ridge ending, (b) Bifurcation

After the extraction of minutiae features as described above, MD map is plotted
for different types of atered fingerprints using Parzen window method with uniform
kernel function [13], as explained below.

Let S, is aset of minutiae of the fingerprint such as S, = {x|x = (x,y) is the
position of the minutiag}. Then minutiae density map is constructed as follows.

ridge ending density map My(x,y) iS Obtained by

M) = D KrGx=xo) (44)

X0€ Sm

where Kr(x-x0) is a uniform kernel function centered at (x-x0) with radius r, Md(x,
y) is smoothed by a Gaussian filter of size 30X 30 pixels with standard deviation of
10 pixels so that Md(X, y) istransformed to liein the interval [0,1].
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Fig. 4.3 shows the minutiae density map obtained for normal and altered
fingerprints. It clearly indicate that minutiae density is high in atered FP as
compared to normal fp.

-

Fig. 4.3 MD map of (a) altered FP (b) normal FP
4.3. Ridge Discontinuity Analysis

Ridge Orientation of atered FP is determined using gradient based method [1]
described as follows. Denote the gradient of an image at a point (X, y) as [G«(X,Y),
Gy(x,y)] , then G, and G, gives the variation of intensity in x and y directions
respectively. The principal axis of variation of gradients in x direction, diagonal
directionsand y direction is obtained as

GXX = GX* GX
Gy =G*Gy (4.5)

Gy =Gy Gy
Then sin20 = G,/ V[(Gyx)* + (G- Gyy)?]  and (4.6)
0820 = ( Gy — Gyy) / V[(Gxy)? + (Gxx — Gyy)7] 4.7)

where 8(x, y) is the orientation field at point (x,y).
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Orientation (X, y) is obtained as

Barg (X, y) = pi/2 + atan2(sin20,c0s20)/2 (4.8

where 844 (X, y) denotes the orientation of altered FP before enhancement. After
finding the orientation 6.4, the atered FP is enhanced by FFT as explained in

section 4.1.

The orientation field of enhanced FP is again found by gradient based method
and is denoted as 6.,. Enhancement gives more smoothing to the altered region
while normal region is smoothed by lesser amounts. Thus, the ridge discontinuity
map is obtained by comparing the ridge orientation field before and after the FFT

enhancement as given in equation (4.9) below.

RD = min([Borg (i, J) = 8en (1, 1)), 0= (1Borg (1, J) = Ben (1, 1)) / (0/2) (4.9)
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Fig. 4.4 RD map of (a) Obliteration, (b) Distortion (c) Imitation and (d) normal FP
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4.4. Analysisof Scar

Pontus Hymer developed two methods for the detection of scar present in the
normal FP [163]. First method is based on average filtering and thresholding. The
average filter is used to remove the high frequency components from the FP. Once
these are removed, thresholding is applied to detect the scar. Second method is
based on Gabor filtering. David Vernon used Hough transform for the detection of
scar [145]. He considered the co linearity of ridge endings present at the boundary
of the scar for the detection. In the proposed work, average filtering is made
adaptive by changing the window size of the filter with respect to dryness present in
the image.

4.4.1. Adaptive Average Filtering

The quality of FP changes with the dryness of the fingers being scanned. Dry,
wet and normal (good quality) FPs are shown in Fig. 4.5. The lack of moisture in
the finger is the cause of dry FP. This leads to broken ridges and valleys in the
fingerprint image. Excess of moisture in the fingertip causes the wet images. The
ridges and valleys in the wet images are not well separated. The averaging filter
preserves the sharp edges in the image. The image is convolved with average filter
in the spatial domain to accentuate the present scars. The dryness on the fingerprint
affects the preservation of scars in the fingerprint. This difficulty is solved by
changing the window size by setting a threshold for mean of pixel intensity of the
image. The mean varies for dry, wet and good quality images. Pixel intensity mean
for dry FP varies between 190 to 250 while for wet images, it liesin between 30 and
120. For good quality normal fingerprint images, the pixel intensity lies between
120 and 190. Thus the filter is adapted to the dryness of the fingerprint. The mean
and standard deviation varies for wet, dry and normal fingerprint images. Window

sizeis selected as 3x3, 5x5 and 7x7 for wet, normal and dry FPs respectively.
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¥
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Fig. 4.5 (a) Dry FP (b) Wet FP (c) Normal FP

4.4.2. Thresholding

Thresholding is used for segmenting the scars from the filtered FP image. Fig.
4.6 shows the segmented scars from the obliteration type altered fingerprint images.

Both mutilation and scar type is shownin the Fig.

Fig. 4.6 Scar detected from obliteration type of altered FP
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Fig. 4.7 (b) Scar detected from imitation type of atered FP

Fig. 4.7 shows the scars detected from distortion and imitation type of atered
FPs. Scar is present in both types altered FP along the surgical cuts.

45. Feature Extraction and Classification

Fingerprint image analysis can be considered as a pattern recognition problem and
the important step for pattern classification is the creation of feature vectors. The
feature vectors from the ridge discontinuity map, minutiae density map and scar is
constructed by local histogramsin 3 x 3 cells. All these features are combined by
concatenating local histograms in each cell to create feature vectors. These feature
vectors are fed into SVM for classification [13].
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4.6. Experimentsand Results

Experiments are conducted on both real and synthetically altered FPs. The database
consists of 70 real atered FP images of obliteration, distortion and imitation and
synthetically altered FP of 60 images each of all type. Normal FPs of 60 numbers
obtained from FV C 2004 database are also used.

Each type of dtered FP is separately tested along with normal FP. In fact,
features from both normal and altered FP are fed into SVM for training and testing.
The classes ‘1’ and ‘0’ is assigned for altered and normal FP respectively. SVM
gives a class of ‘1’ for altered FP and ‘0’ for normal FP leads to the conclusion of
true classification and false classification respectively. Tables 4.1 to 4.3 shows the
result. Experiment is performed on real altered FPs.

Table 4.1 Detection of distortion type of alteration

No. of No. of FP detected as

FP FP Distortion  Norma FP
Distortion 25 25 0
Normal FP 60 7 53

Table 4.2 Detection of Imitation type of ateration
No. of No. of FP detected as

FP FP Imitation Norma FP
Imitation 20 11 9
Normal FP 60 8 52

Table 4.3 Detection of obliteration type of alteration

Ep No. of No. of FP detected as
FP Obliteration  Normal FP
Obliteration 25 22 3
Normal FP 60 5 55
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Table 4.4 Result of detection in terms of TPR and FPR

Typeof dteration TPRin% FPR in%

Distortion 100 12
Imitation 56 13.33
Obliteration 88 8

Table 4.4 shows the detection performance in terms of TPR and FPR computed
from tables 4.1 to 4.3. Altered FP is taken as positive class. Thus the detection of
atered FP as altered one belongs to TPR and detection of normal FP as altered one
belongs to FPR. Proposed method detected al distorted FP with 12% of FPR. It
means that proposed method detected all the distorted FPs as distorted one and 12%
of normal FP as distorted FP. Detection of imitated type of FP is less. It aso
detected 87% of obliterated FP with 8% FPR and 56.25% of imitated FP with 8%
FPR.

Possible combinations of features are aso tested on synthetically altered FP of
obliteration and distortion type. Number of altered FP and normal FP considered for
the experiment is 120 and 60 respectively. Table 4.5 and 4.6 shows the detection
performance. Table 4.6 gives the detection performance in terms of TPR and FPR.

Table 4.5 Alteration detection by different combination of features
No. of Normal FP No. of Altered FP

Detected as Detected as

Normal Altered Altered Norma
Features FP FP FP FP
RD & MD 49 11 104 16
RD & Scar 47 13 102 18
MD & Scar 48 12 96 24
RD, MD & Scar 53 7 115 5
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Table 4.6 TPR and FPR for combination of features.

Features TPRin% FPRin%
RD & MD 87 18
RD & Scar 85 21.2
MD & Scar 80 20
RD, MD & Scar 94 10

Comparison of the proposed method with method developed by S Yoon and
Jain[13] is performed using the synthetically atered FPs except on imitation type.
Table 4.7 gives the result. Performance of the proposed method is better since it
detected more altered FP with the aid of an extra feature namely scar present in the

obliteration type of FP and surgical cuts of distortion type of FP.

Table4.7. Comparison of proposed method with existing method

Method TPR FPR
Proposed method 94 10
Existing Method
(Jainand S'Y oon) 875 13

ROC curve that shows the alteration detection performance of the proposed
method on both real and synthetic altered FPis plotted as shownin Fig. 4.8.

E];-;';
0.8} ;¢ ]
06} | ]
o |
0o
= 0.4 J_l 1
------- Real alteerd FP
02t — — Synthetic altered FP |
0 : ' ; :
0 02 0.4 0.6 0.8 1

FPR

Fig. 4.8. ROC curve for dtered FP detection
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4.7. Concluson

In this chapter, a method for detecting altered FP sis discussed. Altered FP s consist
of three features, Ridge Discontinuity (RD), Non uniform Minutiae Density (MD),
and absence of ridges and valleys known as Scars(S). The standard method
developed for ateration detection by Jain and S Yoon has used RD and MD for
alteration detection. The proposed method uses scar along with RD and MD. The
results shows that the addition of the scar increased the detection rate while reduced
the FPR

Once the FP detection is completed, it goes to classification stage.
Classification of alteration is needed to take appropriate counter measures or to help
the matching stage. If the detected altered FP is classified as obliteration type, it can
directly go to the matching stage. If it belongs to imitation or distortion, necessary
steps have to be taken to restore the altered region for matching. Next chapter gives
amethod for FP ateration classification based on Hough transform.
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Chapter 5

Altered Fingerprint Classification

Abstract

This chapter gives an overview of different types of aterations namely obliteration,
distortion and imitation. A Hough transform based method for classification of a
given FP into normal FP and different types of atered FP have been developed.
This method uses variation of ridge ending density possessed by normal and
different types of altered FP. Hough transform is applied on the ridge end image
extracted from the FP. Due to the variation in ridge ending density, Hough
accumulator cells possess different peaks with respect to type of alteration.
Classification is made possible by the selection of a threshold value for Hough
accumulator. Hough accumulator is enhanced to isolate the peak from other values
so that the result of classification is improved. The enhanced accumulator is aso

used for the separation of scar of altered FP from the normal FP
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5.1. Introduction

Different mechanical and chemical process used in alteration creates various
patterns on the ridge structure. Subjective analysis of the ridge patterns and process
leads to the classification of altered FP into three groups[12] [13]. They are

1. Obliteration
2. Distortion
3. Imitation

5.1.1. Obliteration

Obliteration type of altered FP is obtained by processes like cutting and abrasion
with blades or knifes, burning and poring strong chemicals. Obliteration is again
divided into scar and mutilation. Obliteration is the most popular form of alteration
since the process of dteration is easier than the surgical procedure of alteration
involved in imitation and distortion [12] [13].

However the processes used for making obliteration creates large amount of
broken ridges or ridge endings since possibility of obliterating a small selected
portion of the fingertip is less. The number of ridge endings also depends upon the
area of ateration. For FP images having less area of ateration, the ridge ending are

less.

5.1.2. Distortion

This type of altered FP is obtained by surgical ways. The interchanging of one
portion of the fingertip with other portion of the same fingertip or with the pam or
leg print leads to distortion type of atered FP. The broken ridges produced by this
process present only along the surgical cuts and is less than that of obliteration type

of altered FP. Researchers have found a special type of distortion known as ‘Z’ cut.
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The path of the surgical cut forms the alphabet Z. This is formed by taking two
triangles, stretching it, transformed each other and joining back on the fingertip.

Fig. 5.1 (c) Z type distortion (d) Imitation

5.1.3. Imitation
This type of dteration is created by the replacement of large area of fingertip with

other fingertip, palm print or leg print by plastic surgery. Imitation type consists of
broken ridges along surgical cuts and is less as compared to distortion type. Thisis
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because the distortion is created by replacement of number of small portion while
imitation is created by replacement of large area. Fig. 5.1 shows different types of
altered FP.

The main characteristics of atered FP that leads to the development of
automatic method for the classification is the variation in number of ridge endings
due to the different processes used for the creation of alteration. In order to depict
this variation, ridge endings are found using binarization method as explained in
section 4.2 and ridge ending density map is obtained using Parzen window method.

Fig. 5.2 shows the ridge ending density map for different types of atered FP.
Normal FP possess lowest ridge ending density and abliteration is having highest
ridge ending density. Distortion and imitation falls in between normal FP and

obliteration. Compared to imitation, distortion possess high ridge ending density.

)
Y w

75

(@ (b) (© (d)

Fig. 5.2 Variation of ridge ending density in (a) normal FP, (b) Imitation, (c) distortion and
(d) obliteration
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The quality of the atered FP cannot affect the variation of ridge ending density
since NIST quality assessment software have detected only 20% of atered FP[12].
In order to efficiently utilize this variation in ridge ending density to classify altered
FP, Hough transform is used. The ridge end points in normal and altered FPs are
collinear even though they are distributed randomly in the image space. Due to the
variation of ridge ending density, the number of collinear ridge end points is aso
varying with respect to normal and different types of alteration. Hough accumulator
cell value also vary with respect to number of collinear ridge end points. Making
use of this, a threshold is selected in the Hough accumulator to perform detection

and classification of fingerprint alteration.

The performance of the minutiae extraction algorithm relies heavily on quality
of the fingerprint images. Noises and dryness on the unaltered fingerprint image
causes broken ridges and can be wrongly detected as altered fingerprint images.
Therefore fingerprint image is enhanced by FFT as explained in section 4.1 before
the extraction of ridge end points by binarization method. This is to reduce the
broken ridges produced by dryness and noises in the FP image. This enhanced
image is used by binarization method to produce ridge ending image. Then Hough
transform is applied to this ridge ending image for detection and classification of
altered FP.

5.2. Detection and Classification of FP Alteration by Hough
Accumulator

Hough transform has been used for fingerprint matching of poor quality images
[164] and latent fingerprints [165], even though traditionally it is widely used for
the detection of lines and objects in the form of circles and elipses [166], [143],
[167]. Junhong and Chen presented a method to detect lines in noisy images by

enhancing the Hough accumulator [168].
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Hough transform is applied to ridge ending image of norma and altered
fingerprint to detect line through the collinear ridge end points. Due to the increase
in ridge ending density from normal FP to obliteration type of altered FP (see Fig.
5.2), number of ridge end points lying on the line detected by Hough transform is
also increases. Thus the peak of the Hough accumulator increases from normal FP
to obliteration type of altered FP.

i

@) (b)
Fig. 5.3 Collinear ridge end points detected by Hough transform from (a) normal FP and (b)
altered FP.
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For every ridge end point in the fingerprint image, Hough transform space
consists of a sinusoidal curve with corresponding (p; ;) values. The ridge end
points lying on single line have same value of p and 6. These values are recorded on
a 2D array known as Hough accumulator. The p and 6 axes of accumulator are
divided into a number of equal divisions of resolution Ap and A8 respectively. As
the number of ridge end points lying on a single line increases, values in the
corresponding cell of Hough accumulator also increases. Number of ridge end
points is higher in atered fingerprint and this in turn leads to higher number of
collinear ridge end points as compared to normal fingerprints and is shown in Fig.
5.3.

In fact the peak of the Hough accumulator of atered fingerprints becomes high.
Increase in ridge ending density from imitation, through distortion to obliteration
causes the increase in peak of Hough accumulator. This makes the classification of
altered fingerprints possible. In order to detect collinear ridge end points, it is
necessary to select a threshold that is low enough to ensure all possible cdls are
included while high enough to exclude unwanted cells. To ensure this condition,
we defined two thresholds Hy;, and Hy, as given in equations (5.1) and (5.2)

respectively.

Hya = 0.5% Hmax , (5.1)

Hyz = m+3*0, (5.2)

where Hmax is the maximum value of Hough accumulator , m & ¢ are mean and
standard deviation of Hough accumulator respectively. Fig. 5.4 illustrates the
variation of Hy,; and Hy, for normal and real atered fingerprints. Same fingerprints
are used to plot the values of Hy,y and Hyp,. The normal and atered fingerprints are
taken along x axis in such a way that the ridge ending density increases aong
positive direction. Both the thresholds are increasing with the increase in ridge

ending density and Hy,; and Hyp, of normal and altered fingerprint is overlapping
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each other. This overlapping in both thresholds increases the FPR in classification.
This is due to the fact that Hough accumulator consists of number of peaks and the
exact peaks are not well defined. To alleviate this effect Hough accumulator is
enhanced.

—— ¢ for attered FP —— Hyy2 for altered FP

—— Hipy2 for normal FP

—— Hjpy1 for normal FP

0 10 20 30 40 5 60 0 10 20 30 40 50 Bl
Mormal and real altered fingerprints Mormal and real altered fingerprints

Fig. 5.4 (a)Variation of Hthl (b) Variation of Hth2
5.2.1. Hough Accumulator Enhancement

The objective of enhancement is to isolate the most dominant or idea peaks
from other cells of the Hough accumulator to reduce the nonlinearity and FPR with
increase in TPR. Many methods have been proposed in literature for highlighting
the peaks by voting schemes and localization. All of these methods require prior
knowledge about the peak and do not provide exact peak separation or isolation. A
method for enhancement of Hough accumulator by isolating the peak based on the
characteristics of butterfly structure is provided in [168]. This method is used in the
proposed work to reduce the False Positive Rate in alteration classification.
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~200

Fig. 5.5 Mesh plot of Hough accumulator

Hough accumulator always possesses a butterfly structure as shown in Fig. 5.5.
The value of cells outside the butterfly is normally zero. Consider the cell to be
enhanced in the butterfly structure of Hough accumulator H as H; corresponding to
(pi, 6). Mapping of the cell H; into and enhanced cell R; is performed by
implementing a local operator by projecting the sum of difference between valuein
H; and its 3x3 neighborhood on to an angle y; that depends on average normal
direction of H;. Where R is the enhanced accumulator having the same dimension of
H. A cell in H consists of number of sine curves passing through it. The average
normal direction of a cell is defined as the average of the normal direction of
number of sine curves in it and is obtained by using the equation (5.3), (5.4) and
(5.5).

1. Cell in the accumulator have a sine curve passing through it. Curve’s

normal direction’s slope rate is given by

1
~ X, sinB— y; cosB 53)

wherel =1,.....,q; (q=valueregistered inthecell.), 6 = value of the axis
corresponding to the cell
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2. Angle the normal makes with 0 axis in anticlockwise direction is
P, =arctan (ny) .1 =1,.....q (5.9

3. Average normal direction of cell is

lIJavg ==/ V. (5.5)

O | =
M.o

I=1

After finding the average normal direction of cell, the local operator is defined as
follows. Consider a 3x3 neighborhood around the cell of interest. Angles that the
central element makes with neighboring cels in anticlockwise direction B; (i =
1,...,9). are (B, to Bg except Bs) 3n/2, /2, /4, 1, 0, 51/4, 31/2 and Tx/2 respectively.
Then y; is defined as the deviation between {3; and the angle ), . The angley; is

obtained by pseudo codes from 1 to 4.

L Yi = |B| - l.bavg| ;

2 if yi > 21 then
Yi =Vi-2n

3 if yi > mthen
Yi =21 -y,

4: if vi > n/2 then
Yi=T-Yi

The varying angle y; is projected to the sum of difference between cell to be
enhanced and neighboring cell values. Thus the cell corresponding to H5 in

enhanced accumulator R is obtained as

R5 = Y7 ,(H5—Hi)cosy, . (5.6)

If any of the valuein H is zero, corresponding value of R is also taken as zero. Fig.s
5.6 and 5.7 illustrate the effect of accumulator enhancement. Fig. 5.6(a) and (b)
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shows the mesh diagram of Hough accumulators and enhanced accumulators of
normal fingerprint image and Fig. 5.7(a) and (b) shows these of atered fingerprint
image. After enhancement, the peaks become more prominent or isolated from other

cell values and negative peaks are dso introduced in the accumulator.

Accumulation
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Fig. 5.6 Mesh plot of Hough accumulator of normal FP
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(a) Before enhancement (b) After enhancement.
Fig. 5.7 Mesh plot of Hough accumulator of altered FP.
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Rmin and Rmax

0 | | 1 1 1
0 20 40 60 al 100 12

Mormal and real altered fingerprints

Fig. 5.8 Variation of Rmin and Rmax of enhanced accumulator

The threshold Hgy, given in equation (5.2) is not applicable for enhanced
accumulator since the mean is almost equal to zero due to negative peaks. Absolute
value (modulus) of the negative and positive peaks of enhanced accumulator R is
denoted as Rmin and Rmax respectively. Rmin and Rmax are plotted with the
increase in ridge ending density in Fig. 5.8 for the same FPsused in Fig. 5.4. Itis
seen from the Fig. that for all types of fingerprints, Rmax is nonlinearly varying and
is not suitable for alteration detection and classification. The value of Rmin is
linearly increasing with the increase in ridge ending density. In fact the
enhancement improved the classification accuracy by reducing the FPR. An
alteration classification algorithm is developed based on experiments on real altered
fingerprint. It is observed that for obliteration type of ateration, the value of Rminis
greater than or equal to 25. For distortion type of ateration Rmin liesin between 20
and 25. For imitation type, Rmin varies between 15 and 20. In case of normal
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fingerprints, value of Rmin is less than 10. The classification algorithm is shown in
Fig. 5.9.

Input (FP)
b

| FFT enhancement |

b

| Binarization |

i

| Thinsing |

I

| Ridge ending Extraction |

b

| Hough Transform |

|

| Accumulator enhancement |

Low guality FP

Imitation
> type of
Yes aiteration

Distortion
type of
B alteration

T

Obliteration type of alteration

Fig. 5.9 Algorithm for classification of given FP into normal, low quality and different types
of atered FP.

5.3. Separation of Natural Scar from Altered Scar

Popular methods used for scar detection are Gabor filtering and average filtering
followed by thresholding [163]. Scar detected from normal and atered FP by
average filtering and thresholding is shown in Fig. 5.10. Fig. 5.10(a) shows scar
detected from normal FP and 5.10(b) and (c) shows scar detected from altered FPs.
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Presence of scar in normal FP increases the chance of classifying normal FP as
altered one.

@ (b) (©)
Fig. 5.10 (&) scar in normal Fingerprint, (b) and (c) scar in altered fingerprints

(©)

Fig. 5.11 (a) Norma FP with scar, (b) Altered FP with scar, (c) line detected from ridge
ending image of normal FP, (d) line detected from ridge ending image of altered FP

(d)
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Rectangle drawn in the FP images in Fig. 11(a) and (b) shows scar present in
norma and altered FP respectively. Ridge end points are detected from these
images. Fig. 5.11 (c) and (d) shows the lines detected by Hough transform from
ridge ending images indicating that the number of collinear ridge endings at the
boundary of the natural scar is less than that in the altered scar. Thus the peak in the
Hough accumulator of altered fingerprint scar is higher than that of natural scar.
Hence it is possible to separate the natural scar from altered scar by setting a
threshold in the Hough accumulator.

MNormal FP with scar Altered FP with scar
[ |

L

| Adaptive average filtering |

| Thresholding |

Scar from
normal FF

Scar in altered FP

Fig. 5.12 Classification of Scar

Experiments are conducted on normal fingerprint having scar along with scar
type of altered FP. It is seen that fingerprints with Rmin < 15 is classified as hormal
fingerprints with scar and Rmin > 25 is classified as atered one with scar. Fig. 5.12

shows the classification algorithm.
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5.4. Database

An dtered FP database consisting of real and synthetically atered fingerprints
is used for the experiments. Fig 5.13 and 5.14 shows some of synthetically atered
fingerprints from the database. Rea atered FPs of 60 numbers consisting of all
types of ateration along with norma FPs is used to set the threshold for
classification. Using this threshold, the algorithms are tested with a database of 60
normal FPs, 60 numbers of each of synthetically made altered FPs of obliteration,
imitation and distortion.
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5.5. Resaults

The proposed method is tested on synthetically altered FP database of al types
of alteration. Result of classification before and after the Hough accumulator
enhancement is tabulated in terms of TPR and FPR. Consider the case of imitation
as positive class. Then the classification of imitation as imitation gives TPR and

classification other class as imitation gives FPR.

5.5.1. Classification Based on Normal Hough Accumulator

Table 5.1 and 5.2 gives the classification results using threshold Hy,. Out of 60
normal FPs, 7 images were classified as imitation and 4 as distortion (See row for
normal FP in table 5.1). Out of 60 imitation types of images, 3 FPs classified as
normal, 12 as distortions and 6 images classified as obliteration. Five images of
distortion classified as obliteration and 30 images classified as imitation. For
obliteration type, 5 images are classified as imitation and 32 images are classified as
distortion. Table 5.2 gives the classification rate in terms of TPR and FPR. The
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classification of normal FP as normal one belongsto TPR and classification of other

FP as normal one belongs to FPR. Similarly this is calculated for other type of
altered FP.

Table5.1. Classification results on altered and normal FP using Hyy
No. of FP classified as

FP images ol;llc;.P NO,;T a Imitation Distortion Obliteration
Normal 60 49 7 4 0
Imitation 60 3 39 12 6
Distortion 60 0 30 25 5
Obliteration 60 0 5 32 23

Table 5.2 Classification results using Hy,; in terms TPR and FPR

. : TPRin FPRin
Fingerprints % %

Normal FP(60 images)  81.667 1.667

Hin <6

Imitation(60 images) 65 23.33

6<Hm <10

Distortion(60 images) 41.667 26.667

10<Hy; <13

Obliteration(60 images)  38.33 6.11

Hia > 13

Table 5.3 Classification results using threshold Hy,.

No. of FP classified as

FP images Ol;lg'P Nolig A Imitation Distortion Obliteration
Normal 60 56 2 0 2
Imitation 60 1 44 11 4
Distortion 60 0 14 41 5
Obliteration 60 0 0 17 43
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Table 5.4 Classification result using Hy, in terms of TPR and FPR

: . TPRin FPRin

Fingerprints % %
Normal FP(60 images) 93.33 0.56
Imitation(60 images) 73.33 8.89
3<Hpp<5h
Distortion(60 images) 68 15.55
5<Hp<75
Obliteration(60 images)  71.66 6
Hine> 7.5

Table 5.3 and 5.4 gives the classification results of threshold Hy,,. Comparison of
table 5.2 and 5.4 shows that the performance of Hy,, is better than Hyy.

5.5.2. Classification Based on Enhanced Hough Accumulator

Table 5.5 shows the result of enhanced accumulator on testing database. Out of
60 normal FP images, 49 images are classified as normal FP, 5images are classified
as imitation, 4 images are classified as distortion and 2 images as obliteration (see
row wise). Out of 60 imitation type of altered FP, 51 images classified as imitation,
4 images are classified as norma FPs, 3 FPs as distortion and 2 images as
obliteration. Similarly the distortion and obliteration are also classified. Based on
the table 5.5, TPR and FPR are calculated and is tabulated in table 5.6. The
comparison of table 5.4 and 5.6 shows that, after enhancement, TPR is increased
and FPR is reduced except for normal FP.

Table 5.5 Classification results on altered and normal FP using Rmin
No. of FP classified as

FP images ol;llc;.P NOFF’F?""' Imitation Distortion Obliteration
Normal 60 49 5 4 2
Imitation 60 4 51 3 2
Distortion 60 0 4 46 10
Obliteration 60 0 4 4 52
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Table 5.6 Classification results using Rmin in terms of TPR and FPR

FPimages TPR in% FPRin%
Normal FP 81.667 2.22
I mitation 85 7.22
Distortion 76.67 6.11
Obliteration 86.67 7.78

5.5.3. Two Stage Classification

Based on above results, a two stage classification algorithm is developed. A given

FPisfirst classified as normal or altered based on Hy.,. If it is classified as normal,

the process ends. Otherwise it is again classified using enhanced Hough

Accumulator. The results of two-stage classification are given in tables 5.7, 5.8 &

5.9.

Table 5.7 Altered Detection by Hy,

No. of FP Classified as

No. of TPR FPR FNR
FP Altered Normal . 0 -
FP Ep Ep in% in % in %
éllatered 180 179 1 99.44 0.55
’;'Srma' 60 4 56 9333 6677

Table 5.7. shows the result of first stage. When Altered fingerprint is taken as

positive class, the detection of atered FP as altered one is TP detection and

detection of atered FP as normal one is FN (False Negative) detection. Similarly,

when real FP is taken as positive class, ared FP detected asreal is a TP detection
and areal FP detected as atered is a FP detection. Out of 180 atered FP, 179 FPis
detected and 4 of normal FP isfalse detected as altered FP. Thus the corresponding
TPR, FPR and FNR are given in table 5.7. First stage produced FNR of 0.55%.
Detected altered FP goes to second stage. Table 5.8 and 5.9 shows the classification
result in second stage. The number of FP in imitation type is reduced from 60 to 59
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since one FP is fasdy classified as normal one. Distortion and obliteration remains
at 60 numbers each. The advantage of two stage classification is that possibility of
classification of all types of atered FP as normal one can be reduced since al these
FPs are dready declared as altered FP in first stage. If the value of Rmin of these
altered FP goes less than the threshold of normal FP, it is taken as imitation type.
This is due to the fact that the probability of classification of obliteration and
distortion as normal FP is very less (see table 5.5) Out of 59 imitation type, three
FPs are classified as distortion and two FP classified as obliteration (see table is
5.8). Left behind 54 FPs are correctly classified. Out of 60 distortion type, 4 and 10
FPs arefalsely classified asimitation and obliteration respectively. Similarly, 4 each
of obliteration is classified as imitation and distortion. Lingering 46 of distortion
and 52 of obliteration is properly classified. Table 5.9 shows the resultant TPR and
FPR. As compared to the classification result of Rmin aone, the two stage

classification performs better since thereisincreasein TPR and decrease in FPR.

Table 5.8 Classification results using Rmin in second stage
No. of FP classified as

FPimages No. of FP  Imitation Distortion Obliteration
Imitation 59 54 3 2
Distortion 60 4 46 10
Obliteration 60 4 4 52

Table 5.9 Classification resultsin second stage in terms of TPR and FPR
TPR in% FPRIiN%

FP images
Imitation 91.52 6.667
Distortion 76.67 5.83
Obliteration 86.67 10

5.5.4. Classification of Scar
Classification of scar is performed by the parameter Rmin. The a gorithm devel oped

for classification of scar is tested on a database consisting of 30 images each of

normal scar and altered scar FP. Table 5.10 shows the results in terms of percentage
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of detection. It detected 85% of altered FP with scar and 83.33% of normal FP with

SCar.

Table 5.10 Classification results on altered and norma FP scar

Detection
FPimages ratein %
Altered Scar 85
Normal scar 83.33

5.5.5. Comparison with State of the Art Algorithm

Altered FP detection performance of the proposed method is compared with the
method proposed by Soon and Jain [13] which uses minutiae density and orientation
field discontinuity as feature for altered FP detection.

Table 5.11 Comparison results on altered detection

TPR in% FPRin %

Method
Proposed(Hin) 99.44 2.22
Proposed(Rmin) 97.778 18.33
Existing algorithm 87.5 40

Performance comparison is done using synthetically altered FP database
consist of all types of alteration and normal FPs. Table 5.11 shows the TPR and
FPR for the two methods. Existing algorithm produced a FPR of 40% since it
detected normal FP as imitation type of atered FP.

5.6. Conclusion

Ridge ending density is increased as we go from normal FP to obliteration type
of atered FP. The ridge ending present in the fingerprint images are collinear. As
ridge ending density varies, the number of collinear ridge points also varies. This

fact helped us to make use of Hough transform for alteration detection and
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classification. Classification accuracy of normal Hough accumulator is less. To
overcome this, accumulator has enhanced to make the peak more prominent than
other cell values. Maximum value of the enhanced Hough accumulator (Rmax)
varies randomly with respect to normal and altered fingerprints. The parameter Hy,,
is used for alteration detection and absolute value of the minimum of the enhanced
accumulator (Rmin) is used for alteration classification due to its linear variation
with respect to increase in ridge ending density. The classification fails when area
of alteration is very less. A two stage classification method is also implemented.
Hi is used to detect the altered FP and Rmin is used to classify these detected FP
into three types. Hy, in dteration detection has produced FNR < 1%. This method

improved the classification accuracy as compared to classification by Rmin alone.
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Orientation Field Reconstruction

Abstract

This chapter illustrates the proposed method for ridge orientation field
reconstruction of atered FP based on orthogonal wavelet transform. The ridge
orientation is represented as a complex function and the real and imaginary part of
the complex function is decomposed using orthogonal wavelet transform and
reconstructed using the approximation coefficients. The ridge orientation is
reconstructed from approximated real and imaginary parts of the complex function.
The selection of correct level of decomposition for optimum reconstruction is
discussed. Three orthogonal wavelets are compared based on reconstruction

performance.
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The different processes used for FP ateration are cutting and abrasion with blades,
burning, application of strong chemicals and surgery. These processes create the
discontinuous ridge orientation field in the altered region. Ridge orientation field
reconstruction of obliteration type of alteration is possible and that of distortion and
imitation type are not possible since these are produced by transplantation of ridge
structure. This chapter presents a method proposed for orientation reconstruction

using orthogonal wavelet transform.

Orientation estimation methods in literature can be categorized into two groups
[56][61]. They are approximation methods and deterministic mathematical model.
They can also be classified according to whether they need prior information about
the position and type of singular points. Most of the approximation-based methods
do not need the prior information about the singular points to estimate the
orientation field. In approximation-based method, the orientation field is
represented as series of basis function with corresponding coefficients. Once this
representation is complete, orientation can be modeled by finding the approximation
coefficients. The proposed method belongs to approximation-based method and it

does not take any prior information about the singular points.

6.1. Transformation of Orientation Into Continuous Complex
Function

Denoting 6(x, y) as orientation and U(X, y) as transformed function, the mapping
can be described as [3]

U =Re U(x,y) + Im U(X,y) = cos2 6 +i sin2 8 (6.1)

where RE and IM denote respectively the real and imaginary part of complex
function U(X, y). The orientation angle 6(x, y) can be easily reconstructed from the
values of RE(x, y) and IM(X, y) using the equation (4.8).
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In general, the approximation of atwo dimensional function f(x, y) is performed
by expanding it using a basis function and finding out the coefficients [4]. This is

explained by the following equation.

f(x, y) = biU1(x,y) + b Us(X,y) + ...+ bUk(X,y) + e(x,y) (6.2)

where b is the coefficients to find out, U(X,y) is the basis function and e(x,y) is the
error between original and approximated function. In wavelet multiresolution

approximation, at a decomposition level of k, f(x, y) can be decomposed as
fx,y)=di+d+ds +........ +d + A (6.3

where dy, d,, d3 and dy are the detailed coefficients at the corresponding levels and
Ay is the approximation coefficients at the level k[4]. Hence an orthogonal wavelet

is chosen as the basis function in this work.

Comeparison of the images of sin26(x, y) and cos28(x, y) of normal and altered
FP shows that the alteration process introduced more irregularity or discontinuity.
These images are decomposed using orthogonal wavelet and energy of the
approximation and detailed coefficients are compared. This comparison is made on
number of images and the result reveals that the energy of the detailed coefficients
of sin26(x, y) and cos28(x, y) of altered FP is higher than that of normal FP while
energy of approximation coefficients of sin26(x, y) and cos26(x, y) of altered FP is
less than that of normal FP. This suggests that alteration increases high frequency
components or irregularity in the real and imaginary part of complex function. Thus
the sum of detailed coefficients in equation (6.3) can be taken as error function g(x,

y). Accordingly equation (6.3) becomes

f(x y) = e(x, y) + A« (6.4)

where e(x, y) isthe sum of detailed coefficients (e(x,y) =d; +d> + dz + ........ +dy).
The equation (6.4) is similar to equation (6.3). To make f(x, y) equa to the
approximated function, (X, y) is taken as zero. Thus the real and imaginary part of
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complex function can be reconstructed from the approximation coefficients by
keeping the detailed coefficients to zero a every stage. The block diagram of
proposed method of orientation reconstruction is shown in Fig. 6.1.

R On_enta_t:on Transfon?lauon
iy estimation by into continuous
YP gradient complex function

altered FPY' 2564 method
e Approximation
Decomposition :
d detailed
of real and —
@_)[l> imaginary part coefficients at
S the desired level
P— reconstructed
o reconstruction : .
Toxumnation onentation
?;I:fﬁments ofrealand [N |orentation
L> imaginary 1) finding
parts

Fig. 6.1 Block diagram of the proposed method

Decomposition of real and imaginary parts are performed according to the equation

1 M-1N-1
W (o, m,m) = —= fO6Y)- 0, mn (1Y) (6.5)
X=0 y=0
M—
wi,mn) = \/: Z 2 {CR) RTINS (6.6)
x=0 y=0

where i={H,V,D}, jO is an arbitrary starting scale, wy(jO,m,n) define the
approximation coefficients and wj,(j, m,n) defines the detailed coefficients in
horizontal, vertical and diagonal directions. Reconstruction of sin26(x, y) and
cos28(x, y) is performed according to equation (6.7) by keeping wj,(j, m, n)to zero
in every stage.
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Freel,¥) = m} E Wip Gor 1) 5, 9)

T UMN Z ZE E wyGom,m) v, (6 9) (6.7)

i=HV,Dj=j, m n

6.2. Selection of Level of Decomposition

The selection of level of decomposition depends upon whether the image is
smoother or not. If the irregularity present in the image is higher, level of
decomposition to decay the detailed coefficients is increased. More smoother the
function f(x,y), then faster the decay of detailed coefficients so that the level of
decomposition is also reduced. Fig. 6.2 shows the normal FP and its altered version.

..r % 1 E
+ .-"‘" .'“ “ N
f‘ g 1 N

3 A
AN
e "‘ t-; .nr:‘\_
%‘ih“ "' 1 e E.--
1
‘-’@t@\ \
\ R
-:b -..:"N-::_-.
Fig. 6.2 (8) Norma FP (b) Altered FP

Fig. 6.3(a) and 6.3(b) shows sin26(x,y) and cos26(x,y) of normal FP and altered FP
respectively of fig. 6.2. Irregularity found in the images of sin28(x,y) and cos28(x.y)
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of altered FP corresponds to the cause of discontinuity in the ridge orientation field.

Consequently, the level of decomposition increases.

@ (b)
Fig. 6. 3 (a) sin26(x,y) and cos26(x,y) of normal FP, (b) sin26(x,y) and cos26(x,y) of
altered FP

In order to select the correct level of decomposition, ridge orientation difference
(ROD) is computed. The ridge orientation difference is defined as difference
between reconstructed ridge orientation of atered FP and ridge orientation of its

unaltered mates and is found using the equation 6.8 given below.

ROD = min (|Bun (i, J) = Brec (i, DI, | Bun (i, ) = Brec (i, D) /172, (6.8)

where 0, (i, j) isthe orientation of unaltered mate and 6,«(i, j) is the reconstructed
orientation. Fig. 6.4 shows the ridge orientation difference map for different levels
of decomposition. From the Fig., it is clear that as the levels of decomposition
increases ROD decreases up to level 6 and then again it increases. At 7" and 8"
levels of decomposition, ridge orientation difference is increasing because of the
fact that necessary information for restoration is lost. Since 6 levels of
decomposition produce minimum ROD, it is sdected as optimum level of

decomposition for this study.
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(a) leve 3

(d) Level 6

(b) level 4

(e) Level 7

(c) level 5

(f) Level 8

Fig. 6.4 R.O.D. map of FPs reconstructed from different levels of decomposition

Fig. 6.5 show the reconstructed orientation of altered FP givenin Fig. 6. 2 (b) at

different levels of decomposition. Fig. 6.5(a) shows the orientation of unaltered

mate. The approximated orientation at level 6 is similar to the orientation of

unatered mate. Daubchies wavelet db5 is used for reconstruction.

112

o e v R
A o e e e
Pl =
Fhd ==
o

o e )

b
*
h
bl
b
bl
)
b
\
b

o o gt e i B
o o sttt g T

s
£
ry
1
1
1
1
]
)
L]
]
A
b
Y

S o g o st st st st e T g
o e g i it s ot st e i B T
B s L 1

(a) Bun(Xx.y)

P e e L UL )
O i e e ——— Ny
o o e Y Y Yy Yy
o e Y R Y
FrAAF Sy Wy
F A e Yy
P o o rram= Ny

F S rmmm i ny
FEIE I PNy
J2IJ IV AN A YRy
BATIR A sansnsny
TRIR IR AN NN NN
YRR AN AN
PINAR MR RN ANY
FIVAR VAR AN NN
AIIAVAAAN AN A NNy
AETTLR A ARAN ANy
IR R R R R AL AL L]
(d) level 6

Fig. 6.5(a) Orientation of unatered mate, (b), (c), (d), (&) & (f)

L P - e N
F A gt - e
Pt B R S e
o Y T Y Y, WY,

Fomat | S Ly A
] A p )
Y m———y, | oy

A
.
A
!
-
i
L

e —

I Fmm o f o
§ e

LI N S e}
At 2 T ¥ S R R

g et sttt it i st e e B B B

L]
A
A
b
A
-
~

o et e ol M, B e e, B,
e
)
1

g By Ty e

F o P e ———e L
P I S R Y
S r———
S ———w

A
bR ]
iR
11
1y
A
A
A
N

I F S o bt
R L e

s
,
£

AR Y

o e e g ettt bttt e e, By
gt ko ke, W,
P e B,

P ittt ot Y

M e
AR R R b b )

(e) Level 7

orientation of altered FP at different levels.

- — == ==
e e e g o Y,
o e g g, Yy Yy
e ———y Y )
gy,

11

A

LR

-

-~

-~
F ottt
B F et

& o e
£
LA

A
L]
]
]
1]
A
L)
bl
L

b b
e

A
b
)
Y
L]
Y
A
L3
L

o et et g
o A
o

-
(4
i
i
I
[

o ettt |

o o R
L
o
Cd
¢
]
]
i
£

P o o o e B, R

e s e i ke B
¥ o o o g o e By,

N P i e e it i, R
P e ot st ¥

Es
ta
e
’
¢
[}
]
s
£

T e e e e

,_
2

3
(&)}

(c
e e e e e e Yy g Yy
o Y e e e e
AR R L LR L LR
A AL %Y
AL AR LR

e saEuey

Shhh iy
TR RR RRR AR

(f) level 8

F
e A

P e i st s e e s e e e s i et o
e o i i i s et e i i g
B e
L e ]

reconstructed



Minutiae Features

Detection, Classification and Matching of Altered Fingerprints using Ridge and
Even though the wavel ets are similar in orthogonal property, other characteristics
are different. In fact a comparison of different wavelets on ridge orientation
reconstruction is needed to find out an orthogonal wavelet which gives maximum
output in terms of approximation. Performance of Daubichies (db5), Symlet (sym5)
and Coiflet (coif5) wavelets on ridge orientation approximation is compared based

6.3. Comparison of Orthogonal Wavelets

on ROD map.
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Fig. 6.6 (c) Orientation of unaltered FP mates



Chapter 6 Orientation Field Reconstruction

The ROD map between approximated ridge orientation and orientation of its
unaltered mates is found as explained in equation (6.8). Fig. 6.6 shows the altered
FP and its orientation. It also shows the orientation of unatered mates. The
orientation field difference for the altered FPs given in Fig. 6.6 (a) with different
wavelet is shown in Fig. 6.7. Performance of the proposed method is good at al
regions except at singular point. All orthogona wavelets produced error at the core

points during ridge orientation field reconstruction.

Out of three wavelets, the performance of coif5 is better at the singular points.
Fig. 6.7(c) shows that the error produced by coif5 wavelet at the singular point is
less especially at delta point. Hence Coiflet wavelet is more accurate at singular
points than Symlet and Daubichies. Based on this comparison, coif5 is selected for
orientation approximation of atered FP.

(Q)ROD map for db 5

(b)ROD map for Sym5

(c) ROD map for Coaif 5
Fig. 6.7 ROD map of altered FP given in Fig. 6.6 (a) for different orthogonal wavelets
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6.4. Results

The proposed method is tested on real atered FPs, synthetically altered FP and low
guality FPimages.

6.4.1. Reconstructed Orientation of Altered FPs
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ation of Scar type of altered FP

The proposed method is tested on real altered FP obtained from NIST SD14
database. Fig. 6.8 shows the approximated ridge orientation field by the proposed
method on both scar and mutilated type of atered FPs. Coiflet wavelet with N=5is
used for reconstruction. Orientation at the singular point is also approximated
without giving the prior information about its type and location.
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6.4.2. Reconstructed Orientation of Synthetically Altered FPs

Fig.

6.9 (a), (b) & (c) Synthetically altered FPs

Proposed method is tested on synthetically FPs. Fig. 6.9 shows the synthetically
altered FP. Fig. 6.10, 6.11 and 6.12 shows the Ridge Orientation Field (ROF) of its
unaltered mates and reconstructed orientation.

Fig. 6.10 (@) ROF of altered FP in 6.9(q)
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Fig. 6.11 (a) ROF of altered FP in Fig. 6.9 (b), (b) ROF of unaltered mate, (c) Reconstructed

ROF
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Fig. 6.12 (a) ROF of altered FP in Fig. 6.9 (c), (b) ROF of unaltered mate, (c)Reconstructed
ROF

6.4.3. Reconstructed Orientation of L ow Quality FPs
FP images become low quality due to various reasons such as pressure applied by
the individual on the scanner, non linear distortions, noise, and aging of the people

and skin diseases. Orientation estimations with gradient based method fails in low
quality images.
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Fig. 6.13 Reconstructed orientation of low quality FP.

Dry images have absence of ridges and valleys and wet images do not have well
separated ridges and valleys. Fig. 6.13 shows the reconstructed ridge orientation by
the proposed method on low quality images obtained from FV C database.

6.5. Conclusion

Orthogonal wavelet based ridge orientation reconstruction is proposed in this
chapter. The comparison of three orthogonal wavelets on ridge orientation
reconstruction is performed and concluded that the Coiflet5 gives better
performance than Daubichies5 and Symlet5. Reconstructed ridge orientation is used
to match the atered FP against its unaltered mate.
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Chapter 7

Altered Fingerprint Matching

Abstract

This chapter presents a method proposed for matching of obliteration type of altered
FP implemented in two stages. After classifying the given FP into obliteration,
successful matching is essential since it helpsto find the criminals and also prevents
the breaking of FP based security system. Altered FP matching can be done in two
ways. First method needs the reconstruction or restoration of altered region and
matching is performed in the same way as normal FP matching. In second method,
matching is performed using the features in the unaltered region. These two
methods fail when whole region of the FP is atered. Minutiae based atered FP
matching is difficult since the ateration process creates large amount of spurious
minutiae. However minutiae based matching is possible if atered area is small.
Proposed method uses the reconstructed ridge orientation and features in the
unaltered region. A verification of detected altered FP is also performed before
going to the matching stage.
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Once the detection and classification of atered FP is completed, matching is the
next step to conquer the altered FP threats against Automatic Fingerprint
Identification System. Matching of atered FP helps to identify the criminas by
searching the unaltered mates available in the database.

We have developed a wavelet transform based method for ridge orientation
reconstruction in previous chapter. Since this approximated ridge orientation can be
used to find out the RD in the atered region, a verification of the ateration
detection is performed by using this RD before the matching stage begins. In fact,
RD obtained by FFT based enhancement is replaced with that obtained by wavel et
based approximation method. This RD is used along with MD and scar to perform
the alteration detection.

7.1. Verification of Altered Fingerprint Detection

Fig. 7.1 RD obtained by wavelet based approximation

RD is obtained by comparing the wavelet based approximated ridge orientation
with original orientation. Minutiae density is determined by Parzen window method
and scar is determined by adaptive average filtering and thresholding as explained
in chapter 4. Fig. 7.1 shows the RD obtained by wavelet based approximation of
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ridge orientation. After the extraction of RD, MD and scar, feature vectors are
created and fed into SVM for detection. Once this alteration detection is confirmed,
FP goes to Hough transform based classification stage.

7.2. Proposed Method

The FP classified as obliteration type by Hough transform method comes to the
matching stage. The proposed matching method uses three features namely Ridge
Orientation Fidd (ROF), Ridge Texture (RT) and Ridge Frequency (RF). RT and
RF are extracted from the unaltered region of the atered FP. The computation of a
single matching score from these three features is not possible since automatic
selection of unaltered region from the atered FP is not possible in one to many
matching. Thus the proposed method is implemented in two stages. First stage
reduces the number of normal FP to be matched in the second stage so that manual

selection of unaltered region becomes easier.

First stage utilizes the approximated ridge orientation for matching. This stage
starts with orientation estimation of atered and unaltered mate by orthogonal
wavelet based method proposed in previous chapter. Alignment between normal
and atered FP is performed by using the estimated orientation. Matching score is
computed in terms of Euclidian distance. The atered FP is matched with normal
FPs in the database until it becomes successful. The FP goes to next stage once it is

successful.

Second stage starts with Region of Interest (ROI) selection from both altered
and unaltered FP. Fused matching between RT and RF is computed to confirm the
successful matching of the first stage. A matching is declared as successful, if
genuine match occurs in both the stage. Fig. 7.2 shows the block diagram of the
proposed method.
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7.3. Ridge Orientation Based Matching (Stage 1)

Alignment of the FP and its mate is an important step in FP matching to
compensate the rotation of the image, which is taken place during scanning process.
Alignment is usually performed by taking the core and delta points as reference
points. Identification of these points in dtered FP is difficult since these points
sometimes belong to the altered region. Thus, the orientation field has used to
perform the alignment.

(b) After alignment
Fig. 7.3 Altered and its unaltered mate

Ridge orientation of atered FP is reconstructed using orthogonal wavelet based
approximation as explained in chapter 6. This reconstructed orientation is used to
match the altered FP against the orientation of its unaltered mate. The orientation
field of the unaltered mate is aso found using the orthogona wavelet transform
based approximation. These two orientations are used to perform alignment of the
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two FPs to prevent the unsuccessful matching of the FP due to rotation. The
alignment of the fingerprints is performed in such a way that both fingerprints are
rotated to make the ridges points to the vertical direction. Fig. 7.3(a) shows the
altered FP rotated in anticlockwise direction and its unaltered mate rotated in
clockwise direction. Fig. 7.3(b) shows the two fingerprints after performing the
alignment. Ridge direction of both altered and unaltered mates point to the vertical
direction. These aligned fingerprints are used in al the successive stages of

matching.

7.3.1. Orientation Based Matching Score

Matching score based on ridge orientation field is computed using the method
proposed by [17]. Let the reconstructed orientation of atered FP and orientation of
its unaltered mates are denoted as A and B respectively. Take ‘Q’ as the common
area of intersection from two orientation fields and N as the total number of points
in Q. Then matching score between two orientation fields A and B is computed as

follows.
1 .
S(AB) = ¢ Z 5(i.j) (7.1)
(i)en
In (6.1), o(i, ) is the difference between the orientation values at the point, (i,j) in A

and B whichisgiven as

8Gij) = 8o(i,j), i 8o(i, j)<T/2 (7.2)
8(ij) = -8l ,j), otherwise (7.3)

8(i, j) is defined as
do(i, J) = [6a(i, J) — 8s(i, J)I (7.4

where 04(i,j) and 8g(i,j) are the direction of point, (i,j) inimage A and B. If the
matching score s(A,B) is higher than a certain threshold, two orientation fields are
said to be matched.
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7.4. Selection of Region of I nterest

Automatic segmentation of unaltered region from the altered FP is performed based
on ridge discontinuity analysis. If the ridge discontinuity is present, corresponding
pixels in both altered and unaltered FP is kept at zero value. This is not effective
since some of pixels in the unaltered region also becomes zero. This is shown in

Fig. 7.4. Thus the unaltered region or Region Of Interest (ROI) is manually
selected.

@ (b) (©) (d)
Fig. 7.5 ROl marked as rectangle in (a) Synthetically altered FP, (b) Unaltered mate, (c) &
(d) Unaltered FP in the database.
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ROI is the unaltered region selected from the atered FP. Before the ROI
extraction, alignment is made as explained in section 3. Similar region is also
selected from the entire normal fingerprint in the database consisting of unaltered
mates. Fig. 7.5 shows the synthetically altered FP and its unaltered mate along with
other normal fingerprints. ROI is marked as rectangle in Fig. 7.5. Unaltered region
belongs to bottom of the altered FP and hence similar region with same size is
selected from normal fingerprints as shown in Fig. 7.5(b), (c) and (d). Selection of
unaltered area is performed with respect to position of the atered region. If the
alteration is at the bottom region, then the top end region of fingerprint is selected.
SeeFig. 7.6.

Fig. 7.6 ROI selected from altered FPs

7.5. Ridge Frequency Extraction

After the selection of ROI, RF extraction is done as explained below. The local
ridge frequency (or density) f,, at point [X, y] is the number of ridges per unit length
along a hypothetical segment centred at [x, y] and orthogona to the local ridge
orientation. A frequency image F, analogous to the orientation image D, can be
defined if the frequency is estimated at discrete positions and arranged into a
matrix. The local ridge frequency varies across different fingers, and may also vary
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across different regions of the same fingerprint [1]. The method proposed by Hong,
Wan, and Jain [126] is used in this paper to estimate ridge frequency. To find the
frequency f; at a point (x;, y;), a rectangular window of size 32x32 centered at (X;,
y;) is considered. Then the window is rotated in such a way that the ridges point in
the vertical direction. Thisisshownin Fig. 7.7.

(a (b) (c)
Fig. 7.7 (a) 32X32 window is marked with rectangle, (b) 32X32 window with center (x;, y;),
(c) Rotated window with ridges pointsin the vertical direction.

After the rotation, the gray levelsin the each column are accumul ated to obtain x-
signature. This is shown in Fig. 7.8. Then f; is determined as the inverse of the

average distance between two consecutive peaks of the x-signature.

51 84 B3 54

Fig. 7.8 x-signature
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Frequency f;; at (x;y;) isgiven by

fU=4K&+%+%+&) (la

Fig. 7.9 shows the ridge frequency obtained.

Fig. 7.9 (a) Fingerprint, (b) Ridge frequency image

7.6. Matching Score Computation from Ridge Frequency

Ridge frequency images for both atered FP and normal FP are obtained as

explained in section Il. These frequency images are decomposed up to four levels
using Haar wavelet with respect to equations given below.

M—-1N-1
1
Wyl M) = s > D Y-y ) (7.6)
x=0 y=0
M—1N-1
i (i -1 £, Y): Whmn (X, Y) (7.7)
wy, (,m, n) \/W,‘ZO; J
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Then the mean of approximation coefficients at the 4™ level and detailed
coefficients at al the levels are found. The Matching score is obtained by finding
the Euclidian distance between these two feature vectoss as follows.

13
ERF = Z ((mRF_AFP(N) — mFP_NFP(N))? (7.8)
IN=1

where ERF is Euclidian distance for ridge frequency, mRF_AFP(N) and
mFP_NFP(N) is the mean of the coefficients of ridge frequency image of altered FP
and normal FP respectively. N variesfrom 1 to 13.

7.7. Matching Score Computation from Ridge Texture

The ROI from altered and normal FP is decomposed to fourth level by Haar wavelet
to find out ridge texture feature vectors. Procedure followed is same as explained

for ridge frequency.

13
ERT = Z ((mRT_AFP(N) — mFN_NFP(N))? (7.9)
N=1

where ERT is Euclidian distance for ridge texture, mRF_AFP(N) and mFP_NFP(N)

is the mean of the coefficients of ridge texture image of altered FP and normal FP

respectively.
7.8. Matching Score Fusion

Matching scores obtained by ridge frequency features and ridge textures are
combined to get a single matching score. This is done by using weighted sum rule
[121].
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Final matching score EFSis generated as exaplained in the equation (7.10) below.
EFS =a.ERF + (1- 0)ERT (7.20)

where o varies between 0 and 1. The value of ERT is very high as compared to

ERF. Thus a is taken as 0.98 to normalize ERT to a value in between 0 and 1.

7.9. Results and Discussion

An altered FP database consisting of 70 synthetically atered fingerprintsis used for
the experiments. Normal fingerprints obtained from FVC 2000 and FVC 2004
database is used for creating synthetically altered fingerprints. Each group in this
database consists of 8 impressions of 10 fingers and is captured by optical and
capacitive sensors. The resolution of each fingerprint is 500dpi. Synthetically
altered obliteration of different area is created by making scar and scratches in the
image.
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Fig. 7.10: ROC curve for the matching scoresin first stage
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In one to many matching, one altered FP is matched against all the unaltered FP.
The actual mates with matching scores less than a threshold belongs to Genuine
match and greater than threshold belongs to false non match. Different FP mates
having scores less than threshold is considered as false match. The ROC curve
between Genuine Acceptance Rate (GAR) and False Acceptance Rate (FAR) for
each stage is plotted. ROC curve gives the performance of the matching system for
different threshold. Given the matching score, it computes the GAR and FAR for
different thresholds and plotted the graph. ROC curve for first stage is shown in Fig.
7.10 and second stage is shown in Fig. 7.11. The threshold that gives maximum
matching results is marked as circle. These cut-off point for best GAR and FAR is
0.2213 and 0.0520 for first and second stage respectively.
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Fig. 7.11 ROC curve for matching scores in second stage.

Table 7.1 shows the GAR and FAR of the proposed method for the optimum
threshold found by ROC curves. Two fingerprints image are considered as from
same fingertip only when the value of s(A, B) and EFS are less than 0.2213 and
0.0520 respectively. Different FP mates with matching score less than above
mentioned threshold in both stages are considered for FAR. True FP mates with
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both matching score less than above mentioned threshold is taken for GAR. The
second stage reduced the FAR produced at the first stage.

Table 7.1 GAR and FAR for the thresholds 0.2213 and 0.0520
No. of altered of FP GARIN% FARIn%

Altered FP(70) 87.14 0

This method is tested on another database of synthetically altered fingerprints.
These fingerprints are created by normal fingerprints obtained from casia
fingerprint database. It consists of 70 images of obliteration type. The Table 7.2
shows the results of matching.

Table 7.2 GAR and FAR for synthetically altered FP created from casia
No. of dteredof FP GARIn% FARIn%

Altered FP(70) 90 3.33

7.10. Conclusion

This chapter presents a two stage method to match obliteration type of altered
fingerprint with its unaltered mates. Reconstructed orientation based matching is
performed in the first stage and it filter out the non mated fingerprints. In second
stage, ridge frequency and ridge texture in the unaltered region of the atered FP is
used for matching. Region of Interest selection is performed manually since the
automatic selection is difficult. As the number of FP images to be matched
increases, the manual ROI selection becomes difficult. The two stage matching
reduces this difficulty.
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Chapter 8

Conclusion and Future Scope

8.1.Conclusion

This thesis presents a solution to prevent atered FP threats against AFIS by
detection, classification and matching using ridge and minutiae features. First step
to defeat the altered FP threat is the detection. Chapter 4 proposed a method for
altered FP detection based on Minutiae Density (MD), Ridge Discontinuity (RD)
and Scar(S). Scar is an important feature present in altered FP since all process of
alteration creates the absences of ridges and valleys. Scar detection is performed by
average filtering and thresholding. Extraction of scar from low quality FP imagesis
difficult. This difficulty is overcome by changing the window size with respect to
dryness of the FP. Thus the average filtering process becomes adaptive. It is
concluded that addition of scar increases the TPR and decreases FPR as compared

to the methods proposed in literature.

Once the detection of altered FP is performed, it needs to be automatically
classified into different types to take appropriate countermeasures and also to help
the matching stage. A Hough transform based method that utilizes the variation in
ridge ending density for the classification of altered FP is proposed in chapter 5.
This method classifies the altered FP in to imitation, distortion or obliteration. If FP
is classified as distortion or imitation, the reconstruction of transplanted region have

to be performed or can go for the identification of doctor who had done the surgery.
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If the altered FP is classified as obliteration, it goes to the matching stage. Minutiae
based matching is not possible to perform for obliterated FP since the ateration
process causes the large amount of spurious minutiae. Thus the matching is
performed using the reconstructed ridge orientation and ridge texture features in the
unaltered region. A method based on orthogonal wavelet is proposed to reconstruct
the ridge orientation of altered FP. This reconstructed orientation is used to confirm
the ateration detection and also used as a feature in matching stage. Matching is
performed in two stages. First stage utilizes the reconstructed ridge orientation and

second stage uses the ridge texture and frequency in the unaltered region.

8.2. Future Scope

Classification accuracy is affected if the area of alteration is very less. Obliteration
type of altered FP with very less area of ateration produces the ridge ending density
similar to that of imitation or distortion type and can be misclassified as imitation
type or distortion type. The increase in FPR due to less area of alteration can be
compensated by making the threshold values adaptive with respect to area of
alteration.

Proposed two stage matching method discussed in chapter 7 can be improved in
following ways. Make the ROI selection automatic so that the speed of matching
process can be increased. Matching of distortion or imitation type of atered FP is
also needed to completely defeat the altered FP threats against AFIS. The distortion
or imitation type is produced by the transplantation of ridge structure.
Reconstruction of the transplanted region or restoration of minutiae points is needed
to perform the matching of these FPs. Methods are to be developed for marking the
the transplanted region automatically and use the features in the unaltered region for

matching since the reconstruction of transplanted region is difficult.
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